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ӛװᴋᴇᴀᴈᴙ ᴀ ᴉᴊᴋװתװᴆװᴈᴀᴤ 

ӄ ᴈפᴌᴍᴉᴤᴕᴀᴁ תᴉᴄᴎᴇװᴈᴍ װתװצצᴈᴙ ᴍװᴋᴇᴀᴈᴙ ᴀ ᴌᴉᴄᴋפᴕװᴈᴀᴤṞ ᴎᴄפ״פᴈᴈᴙצ װ ᴍץפᴆᴀᴓװ ᶯṣ 

ӛװᴋᴇᴀᴈ   ӗᴊᴋװתװᴆװᴈᴀװ 

HTTP 

Hyper Text Transfer Protocol Ṿ ṵᴊᴋᴉᴍᴉᴄᴉᴆ ᴊװᴋפתװᴒᴀ קᴀᴊװᴋᴍװᴄᴌᴍפṶ 

Ṿ ᴊᴋᴉᴍᴉᴄᴉᴆ ᴊᴋᴀᴄᴆתפᴈᴉקᴉ ᴎᴋᴉצᴈᴤ ᴊװᴋפתװᴒᴀ פתᴈᴈᴙᴑ צ צᴀװת 

ᴍװᴄᴌᴍᴉצᴙᴑ ᴌᴉᴉץᴕװᴈᴀᴁṣ 

HTTPS 

Hyper Text Transfer Protocol Secure Ṿ ᴋפᴌᴔᴀᴋװᴈᴀװ ᴊᴋᴉᴍᴉᴄᴉᴆפ 

oÿÿæṞ ᴊᴉװתתᴋ׳ᴀפצᴣᴕװװ ᴔᴀᴐᴋᴉפצᴈᴀװṣ ӈפᴈᴈᴙװṞ ᴊװᴋװפצפתװᴇᴙװ 

ᴊᴉ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ oÿÿæñṞ ẇᴎᴊפᴄᴉצᴙפצᴣᴍᴌᴤẈ צ ᴄᴋᴀᴊᴍᴉקᴋפᴐᴀᴒװᴌᴄᴀᴁ 

ᴊᴋᴉᴍᴉᴄᴉᴆ ññ¬ ᴀᴆᴀ ÿ¬ñṞ ᴍװᴇ ᴌפᴇᴙᴇ ᴉװץᴌᴊװᴒᴀװפצᴍᴌᴤ פ״ᴕᴀᴍפ ᴞᴍᴀᴑ 

 ᴈᴈᴙᴑṣפת

OWASP Top 10  

2021 

Ӛᴊᴀᴌᴉᴄ ᴀ״ ᶯᶮ-ᴀ ᴌפᴇᴙᴑ ᴉᴊפᴌᴈᴙᴑ װצᴄᴍᴉᴋᴉפ צᴍפᴄ ᴈץװצ פ-

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṝ 

A01:2021- Ӗפᴋᴎᴔװᴈᴀװ ᴄᴉᴈᴍᴋᴉᴆᴤ תᴉᴌᴍᴎᴊפ ṵפᴈקᴆṣ Broken Access 

Control)  

A02:2021 - Ӝᴍװᴒᴄפ ᴒᴎצᴌᴍצᴀᴍװᴆᴗᴈᴙᴑ פתᴈᴈᴙᴑ (פᴈקᴆ. Sensitive Data 

Exposure)  

A03:2021- ӄᴈתװᴋװᴈᴀװ ᴄᴉפ) פתᴈקᴆ. Injection ). 

A04:2021- Ӗ״װץװᴉᴊפᴌᴈᴙᴁ תᴀפ״ᴁᴈ (פᴈקᴆ. Insecure  Design ) 

A05:2021- Ӗװᴊᴋצפᴀᴆᴗᴈפᴤ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴤ (פᴈקᴆ. Security  

Misconfiguration ) 

A06:2021-Ӝᴤצ״ᴀᴇᴙװ ᴀ ᴎᴌᴍפᴋצװᴔᴀװ ᴄᴉᴇᴊᴉᴈװᴈᴍᴙ (פᴈקᴆ. Vulnerable 

and Outdated Components)  

A07:2021- ӗᴔᴀץᴄᴀ ᴀװתᴈᴍᴀᴐᴀᴄפᴓᴀᴀ ᴀ פᴎᴍװᴈᴍᴀᴐᴀᴄפᴓᴀᴀ ṵפᴈקᴆṣ 

Identification  and  Authentication  Failures ) 

A08:2021- Ӗפᴋᴎᴔװᴈᴀװ ᴓװᴆᴉᴌᴍᴈᴉᴌᴍᴀ פתᴈᴈᴙᴑ ᴀ ᴊᴋᴉקᴋפᴇᴇᴈᴉקᴉ 

ᴉװץᴌᴊװᴒװᴈᴀᴤ ṵפᴈקᴆṣ ñɐȒʌʭǍɶǸ ǍɅǱ EǍʌǍ uɅʌǸȓɶȡʌʳ fǍȡȺʔɶǸɾṶ 

A09:2021- ӌᴎᴋᴈפᴆ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ ᴌץᴉᴀ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפק ṵפᴈקᴆṣ 
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ӛװᴋᴇᴀᴈ   ӗᴊᴋװתװᴆװᴈᴀװ 

Security Logging and Monitoring Failures)  

A10:2021- Әᴉװתתᴆᴄפ״ פᴊᴋᴉᴌᴉצ ᴌᴉ ᴌᴍᴉᴋᴉᴈᴙ ᴌװᴋװצᴋפ ᴀᴆᴀ װ׳ ññéf 

ṵפᴈקᴆṣ ñǸɶʬǸɶ-Side Request Forgery)  

 

SSH 

Secure Shell ṽ ẇ״װץᴉᴊפᴌᴈפᴤ ᴉץᴉᴆᴉᴒᴄפẈṞ ᴌװᴍצװᴉᴁ ᴊᴋᴉᴍᴉᴄᴉᴆ 

ᴊᴋᴀᴄᴆתפᴈᴉקᴉ ᴎᴋᴉצᴈᴤṞ ᴊᴉצ״ᴉᴆᴤᴣᴕᴀᴁ ᴊᴋᴉᴀצ״ᴉתᴀᴍᴗ ᴎפתᴆײᴈᴈᴉװ 

ᴎᴊᴋצפᴆװᴈᴀװṣ 

SSL 

Secure sockets layer ṽ ᴎᴋᴉװצᴈᴗ פ״ᴕᴀᴕײᴈᴈᴙᴑ Ǫᴉᴄװᴍᴉצ ṽ 

ᴄᴋᴀᴊᴍᴉקᴋפᴐᴀᴒװᴌᴄᴀᴁ ᴊᴋᴉᴍᴉᴄᴉᴆṞ ᴄᴉᴍᴉᴋᴙᴁ ᴊᴉתᴋ״פᴎᴇװפצװᴍ ץᴉᴆװװ 

 ᴈᴀᴤᴇṣװ׳ᴊᴋᴀᴆᴉ-ץװצ ᴉᴌᴍᴎᴊ ᴄת ᴉᴁצװᴍװᴌᴈᴙᴁ ᴌפᴉᴊ״װץ

SQL 

Structured query language ṽ ẇᴤ״ᴙᴄ ᴌᴍᴋᴎᴄᴍᴎᴋᴀᴋᴉפצᴈᴈᴙᴑ 

 ᴙᴄ״ᴎᴋᴈᴙᴁ ᴤתװᴊᴋᴉᴓװᴆᴗᴈᴙᴁ ᴈפẈ ṽ ᴐᴉᴋᴇצᴊᴋᴉᴌᴉפ״

ᴊᴋᴉקᴋפᴇᴇᴀᴋᴉפצᴈᴀᴤṞ ᴊᴋᴀᴇװᴈᴤװᴇᴙᴁ תᴆᴤ ᴌᴉפת״ᴈᴀᴤṞ 

ᴇᴉתᴀᴐᴀᴄפᴓᴀᴀ ᴀ ᴎᴊᴋצפᴆװᴈᴀᴤ פתᴈᴈᴙᴇᴀ צ ᴊᴋᴉᴀצ״ᴉᴆᴗᴈᴉᴁ 

ᴋװᴆᴤᴓᴀᴉᴈᴈᴉᴁ פת װ״פץᴈᴈᴙᴑṞ ᴎᴊᴋצפᴆᴤװᴇᴉᴁ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕװᴁ 

ᴌᴀᴌᴍװᴇᴉᴁ ᴎᴊᴋצפᴆװᴈᴀᴤ פ״פץᴇᴀ פתᴈᴈᴙᴑ ṵӚӜӃӈṶṣ 

TCP/IP  

Transmission  Control Protocol/Internet Protocol Ṿ ᴌᴍװᴄ ᴌװᴍצװᴙᴑ 

ᴊᴋᴉᴍᴉᴄᴉᴆᴉצ ᴋ״פᴈᴙᴑ ᴎᴋᴉצᴈװᴁ ᴇᴉװתᴆᴀ ᴌװᴍצװᴉקᴉ פ״צᴀᴇᴉװתᴁᴌᴍצᴀᴤṞ 

 ᴉṞקᴈᴉתפᴁṝ ᴊᴋᴀᴄᴆװᴈצᴑ ᴎᴋᴉװᴍᴙᴋװᴤ ᴊᴋᴉᴍᴉᴄᴉᴆᴙ ᴒץװᴌ צ ᴍװפᴄᴆᴣᴒצ

ᴍᴋפᴈᴌᴊᴉᴋᴍᴈᴉקᴉṞ ᴌװᴍצװᴉקᴉṞ ᴄפᴈפᴆᴗᴈᴉקᴉṣ 

TLS 
Transport Layer Security ṽ ״װץᴉᴊפᴌᴈᴉᴌᴍᴗ ᴍᴋפᴈᴌᴊᴉᴋᴍᴈᴉקᴉ ᴎᴋᴉצᴈᴤṞ 

ᴄפᴄ ᴀ קװᴉ ᴊᴋתװᴔװᴌᴍװצᴈᴈᴀᴄ SSL. 

ӂᴍפᴄפ 

Әᴉᴊᴙᴍᴄפ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ ᴎᴤצ״ᴀᴇᴉᴌᴍᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṞ 

 ᴁṞװᴎᴆתṞ ᴇᴉפתᴈᴈᴉᴌᴍᴀ ᴄᴉװᴋᴔװצװᴌװᴍ ᴈװᴌᴒ פ״ ᴁװᴣᴕפᴈᴀᴄ״ᴉצ

 ᴈᴀᴤ ᴀפᴒװᴌᴊװץᴉ ᴉקᴇᴇᴈᴉפᴋקᴉ ᴊᴋᴉקᴇᴉװᴎ״ᴄṞ ᴀᴌᴊᴉᴆᴗװᴆᴀᴉᴍץᴀץ

ᴈפᴊᴋצפᴆװᴈᴈפᴤ ᴈפ ᴈװᴊᴋצפᴉᴇװᴋᴈᴉפ״צ װᴀᴇᴉװתᴁᴌᴍצᴀװṞ ᴊᴉᴆᴎᴒװᴈᴀװ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṞ ᴈפᴋᴎᴔװᴈᴀװ ᴊᴉᴋᴤתᴄפ ᴀ ᴊᴋצפᴀᴆ ᴉץᴋץפᴉᴍᴄᴀ פתᴈᴈᴙᴑṞ 

ᴉץᴑᴉצפ תᴍᴉᴋᴀפ״ᴓᴀᴀṞ ᴊᴉצᴙᴔװᴈᴀװ ᴊᴋצפ ᴀ ᴍṣתṣ 

https://ru.wikipedia.org/wiki/Криптографический_протокол
https://ru.wikipedia.org/wiki/SSL
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ӛװᴋᴇᴀᴈ   ӗᴊᴋװתװᴆװᴈᴀװ 

Ӄӈ Ӄפת פ״פᴈᴈᴙᴑṣ 

Ӛᴀᴌᴍװᴇפ 

Ӓᴉᴇᴊᴆװᴄᴌᴈᴉװ ᴋװᴔװᴈᴀװṞ צᴄᴆᴣᴒפᴣᴕװװ ᴌᴆתװᴎᴣᴕᴀװ ᴊᴉתᴌᴀᴌᴍװᴇᴙṝ 

 ᴉץᴈפᴋᴎװ׳ᴈᴀᴤ פᴍפᴄṨ 

 ᴁṶṨװᴀᴇᴉᴌᴍצ״ṵᴊᴉᴀᴌᴄ ᴎᴤ פ״ᴆᴀפᴈפ ᴉקᴌᴄᴉװᴇᴀᴒפᴀᴈת 

 ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴎᴤצ״ᴀᴇᴉᴌᴍװᴁṨ 

 ᴎᴊᴋצפᴆװᴈᴀᴤ ᴀ ᴉᴍᴒװᴍᴈᴉᴌᴍᴀṣ 

Әᴉתᴌᴀᴌᴍװᴇפ 
ӄᴌᴍᴋᴉװᴈᴈᴙᴁ ᴇᴉתᴎᴆᴗ ᴌᴀᴌᴍװᴇᴙṞ ᴉᴍװצᴒפᴣᴕᴀᴁ פ״ ᴒפᴌᴍᴗ 

ᴐᴎᴈᴄᴓᴀᴉᴈפᴆפ ᴌᴀᴌᴍװᴇᴙṣ 

ӄץװ-ᴄᴉᴈᴌᴉᴆᴗ 

ᴎᴊᴋצפᴆװᴈᴀᴤ 

Ӆᴋפᴐᴀᴒװᴌᴄᴀᴁ ᴀᴈᴍװᴋᴐװᴁᴌ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤṣ Әᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ 

ᴎᴊᴋצפᴆװᴈᴀᴤ ᴌᴀᴌᴍװᴇᴉᴁ ṵתפᴇᴀᴈᴀᴌᴍᴋᴀᴋᴉפצᴈᴀװ ᴌᴀᴌᴍװᴇᴙṞ 

ᴈפᴌᴍᴋᴉᴁᴄפ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀṞ פᴈפᴆᴀ״ ᴉץᴘװᴄᴍᴉצ ᴀ ᴍṣ ᴊṣṶṣ әץפᴉᴍװפᴍ ᴄפᴄ 

 ᴋṣװᴄᴉᴇᴊᴗᴣᴍ פᴄᴀ ᴈצᴈᴉפᴍ ᴎᴌᴍװᴎץװᴍᴋ װᴀ ᴈ װᴈᴀװ׳ᴊᴋᴀᴆᴉ-ץװצ

ӄץװ-ᴊᴋᴀᴆᴉװ׳ᴈᴀװ 

Әᴋᴉקᴋפᴇᴇᴈᴉװ ᴉװץᴌᴊװᴒװᴈᴀװṞ ᴉᴌᴎᴕװᴌᴍצᴆᴤᴣᴕפ״צ װװᴀᴇᴉװתᴁᴌᴍצᴀװ 

ᴊᴉ oÿÿæ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ ᴌ ץᴋפᴎװ״ᴋפᴇᴀṝ ᴊᴋᴀװᴇ פ״ᴊᴋᴉᴌᴉצṞ ᴊᴉᴀᴌᴄ 

ᴎᴄפ״פᴈᴈᴙᴑ ᴐפᴁᴆᴉצ ᴀ ᴊװᴋפתװᴒפ ᴀᴑ ᴌᴉװתᴋ׳ᴀᴇᴉקᴉ ṵᴍװᴄᴌᴍṞ ᴄᴉᴈᴍװᴈᴍṶṣ 

ӈᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴀ 

Ӛצᴉᴁᴌᴍצᴉ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṞ ᴉװץᴌᴊװᴒᴀפצᴣᴕצ װװᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴗ 

ᴊᴉᴆᴎᴒװᴈᴀᴤ ᴄ ᴈװᴁ תᴉᴌᴍᴎᴊפ ᴀ ײװ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤṣ 

ӎӃ ӎᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈפᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴗṣ 

ӎᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈפᴤ 

ᴌᴀᴌᴍװᴇפ 

Ӛᴉצᴉᴄᴎᴊᴈᴉᴌᴍᴗ ᴌᴉװתᴋפ׳ᴕװᴁᴌᴤ פ״פץ צᴑ פתᴈᴈᴙᴑ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀ ᴀ 

ᴉװץᴌᴊװᴒᴀפצᴣᴕᴀᴑ װװ ᴉץᴋץפᴉᴍᴄᴎ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴙᴑ ᴍװᴑᴈᴉᴆᴉקᴀᴁ ᴀ 

ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ ᴌᴋתװᴌᴍצṣ 

ӎᴈᴐᴉᴋᴇפᴓᴀᴤ 

ᴉקᴋפᴈᴀᴒװᴈᴈᴉקᴉ 

 פᴉᴌᴍᴎᴊת

ӈᴉᴄᴎᴇװᴈᴍᴀᴋᴉפצᴈᴈפᴤ ᴀᴈᴐᴉᴋᴇפᴓᴀᴤṞ תᴉᴌᴍᴎᴊ ᴄ ᴄᴉᴍᴉᴋᴉᴁ 

ᴉקᴋפᴈᴀᴒᴀװפצᴍᴌᴤ צ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ פ״ᴄᴉᴈᴉפתᴍװᴆᴗᴌᴍצᴉᴇ 

әᴉᴌᴌᴀᴁᴌᴄᴉᴁ ӞװתװᴋפᴓᴀᴀṞ פ ᴍפᴄצ װ׳ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ 

ᴈᴉᴋᴇפᴍᴀצᴈᴙᴇᴀ תᴉᴄᴎᴇװᴈᴍפᴇᴀ Ӎפᴄ״פᴒᴀᴄפṞ ᴄᴉᴍᴉᴋᴙװ 

ᴎᴌᴍפᴈצפᴆᴀפצᴣᴍ ᴌᴍװᴊװᴈᴗ ᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴌᴍᴀ ᴀᴌᴊᴉᴆᴗ״ᴎװᴇᴉᴁ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṣ 
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ӛװᴋᴇᴀᴈ   ӗᴊᴋװתװᴆװᴈᴀװ 

ӎᴈᴓᴀװתᴈᴍ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ 

 ᴌᴈᴉᴌᴍᴀפᴉᴊ״װץ

ӗתᴈᴉ ᴀᴆᴀ ᴌװᴋᴀᴤ ᴈװ׳װᴆפᴍװᴆᴗᴈᴙᴑ ᴀᴆᴀ ᴈװᴉ׳ᴀפתᴈᴈᴙᴑ ᴌᴉץᴙᴍᴀᴁ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṞ ᴀᴇװᴣᴕᴀᴑ ״ᴈפᴒᴀᴍװᴆᴗᴈᴎᴣ 

 ᴓᴀᴁ ᴀᴆᴀפᴋװᴌ-ᴉᴊװᴈ״ᴀץ ᴈᴀᴤװᴋᴎᴔפᴋᴉᴤᴍᴈᴉᴌᴍᴗ ᴈװצ

ᴊᴋתװᴌᴍצפᴆᴤᴣᴕᴀᴑ ᴎקᴋᴉ״ᴎ תᴆᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁṣ 

ӎᴌᴊᴉᴆᴈᴀᴍװᴆᴗ 
ӎᴌᴊᴉᴆᴈᴀᴍװᴆᴗ ᴉᴊᴋװתװᴆᴤװᴍᴌᴤ ᴊᴉ ᴋ״װᴎᴆᴗᴍפᴍפᴇ ᴊᴋᴉװתװצᴈᴈᴉקᴉ 

ᴄᴉᴈᴄᴎᴋᴌפ ᴀ צᴌװᴑ ᴈװᴉץᴑᴉתᴀᴇᴙᴑ פ״ᴄᴎᴊᴉᴒᴈᴙᴑ ᴇװᴋᴉᴊᴋᴀᴤᴍᴀᴁṣ 

Ӓפᴈפᴆ ᴊװᴋפתװᴒᴀ 

 ᴈᴈᴙᴑפת

ӚᴋפתװṞ ᴌᴉᴌᴍᴉᴤᴕפᴤ ᴀ״ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ ᴌᴋתװᴌᴍצ ᴊװᴋפתװᴒᴀ פתᴈᴈᴙᴑṞ 

ᴊᴋᴉקᴋפᴇᴇᴈᴉקᴉ ᴉװץᴌᴊװᴒװᴈᴀᴤ ᴀ ᴊᴋᴉᴍᴉᴄᴉᴆᴉצ ᴊװᴋפתװᴒᴀ פתᴈᴈᴙᴑṣ 

Ӓפᴈפᴆ ᴌץᴉᴋפת פᴈᴈᴙᴑ 

Ӛᴋפתװ ᴌץᴉᴋפת פᴈᴈᴙᴑṞ ᴌᴉᴌᴍᴉᴤᴕפᴤ ᴀ״ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ ᴌᴋתװᴌᴍצ ᴌץᴉᴋפ 

 צᴈᴀᴤ ᴀ ᴊᴋᴉᴍᴉᴄᴉᴆᴉװᴒװᴌᴊװץᴉ ᴉקᴇᴇᴈᴉפᴋקᴊᴋᴉ צᴌᴍתװᴈᴈᴙᴑṞ ᴌᴋפת

ᴊװᴋפתװᴒᴀ פתᴈᴈᴙᴑṣ 

Ӓפᴍקװᴉᴋᴀᴤ 

Ӭᴆװᴇװᴈᴍ ᴄᴆפᴌᴌᴀᴐᴀᴄפᴍᴉᴋפṞ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ ᴉᴊᴋװתװᴆװᴈᴈᴉᴁ 

ᴊᴋתװᴇװᴍᴈᴉᴁ ᴉץᴆפᴌᴍᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ קᴋᴀᴐᴙ ᴌװᴄᴋװᴍᴈᴉᴌᴍᴀ ᴀᴆᴀ 

ᴍװᴋᴇᴀᴈᴙ ᴊᴋᴉװᴄᴍפṶṣ Ӛᴉװתᴋ׳ᴀᴍ ᴆᴀץᴉ ᴊװᴋװᴒװᴈᴗ ᴄפᴍקװᴉᴋᴀᴁ 

ṵᴊᴉתᴄפᴍקװᴉᴋᴀᴁṶṞ ᴆᴀץᴉ ᴊװᴋװᴒװᴈᴗ ᴍװᴋᴇᴀᴈᴉצṞ ᴑפᴋפᴄᴍװᴋᴈᴙᴑ תᴆᴤ 

 ᴉᴋᴀᴀṣקװᴍפᴈᴈᴉᴁ ᴄפת

ӗץᴘװᴄᴍ פ״ᴕᴀᴍᴙ Ӗץפᴉᴋ ץװצ-ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ 

ӗӚ ӗᴊװᴋפᴓᴀᴉᴈᴈפᴤ ᴌᴀᴌᴍװᴇפṣ 

Әӗ Әᴋᴉקᴋפᴇᴇᴈᴉװ ᴉװץᴌᴊװᴒװᴈᴀװṣ 

Ӛᴉץᴙᴍᴀװ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ 

 ᴌᴈᴉᴌᴍᴀפᴉᴊ״װץ

ӎװתᴈᴍᴀᴐᴀᴓᴀᴋᴉפצᴈᴈᴉװ ᴊᴉᴤצᴆװᴈᴀװ ᴉᴊᴋװתװᴆװᴈᴈᴉקᴉ ᴌᴉᴌᴍᴉᴤᴈᴀᴤ 

ᴌᴀᴌᴍװᴇᴙṞ ᴌװᴋצᴀᴌפ ᴀᴆᴀ ᴌװᴍᴀṞ ᴎᴄ״פᴙפצᴣᴕקװᴉ ᴈצ פᴉ״ᴇᴉ׳ᴈᴉװ 

ᴈפᴋᴎᴔװᴈᴀװ ᴊᴉᴆᴀᴍᴀᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ᴀᴆᴀ 

ᴉᴍᴄפ״ ״פᴕᴀᴍᴈᴙᴑ ᴇװᴋṞ ᴀᴆᴀ צᴉ״ᴈᴀᴄᴈᴉװצᴈᴀװ ᴈװᴀװצ״ᴌᴍᴈᴉᴁ ᴋפᴈװװ 

ᴌᴀᴍᴎפᴓᴀᴀṞ ᴄᴉᴍᴉᴋפᴤ ᴇᴉװ׳ᴍ ᴀᴇװᴍᴗ ᴉᴍᴈᴉᴔװᴈᴀװ ᴄ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṣ 

Ӝᴤצ״ᴀᴇᴉᴌᴍᴗ 

Ӗתװᴉᴌᴍפᴍᴉᴄ צ ᴊᴋᴉקᴋפᴇᴇᴈᴉᴇ ᴄᴉװת ᴀᴆᴀ צ ᴈפᴌᴍᴋᴉᴁᴄפᴑ ץװצ-

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṞ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴄᴉᴍᴉᴋᴉקᴉṞ ᴊᴋᴀצᴉתᴀᴍ ᴄ ᴈפᴋᴎᴔװᴈᴀᴣ 

ᴓװᴆᴉᴌᴍᴈᴉᴌᴍᴀ ץװצ-ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ ᴀ ᴈװᴄᴉᴋᴋװᴄᴍᴈᴉᴁ ᴋץפᴉᴍװṣ 
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ӡװᴆᴉᴌᴍᴈᴉᴌᴍᴗ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴀ 

Ӛצᴉᴁᴌᴍצᴉ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṞ ᴉװץᴌᴊװᴒᴀפצᴣᴕװװ ᴌᴉᴑᴋפᴈᴈᴉᴌᴍᴗ פ״ᴋפᴈװװ 

ᴉᴊᴋװתװᴆװᴈᴈᴉקᴉ צᴀפת ᴀ ᴄפᴒװᴌᴍפצ ᴞᴍᴉᴁ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṣ 
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ӗץᴕפᴤ ᴀᴈᴐᴉᴋᴇפᴓᴀᴤ 

Әӗ ẇӕ׳װᴌװᴍצװᴉᴁ ᴞᴄᴋפᴈ תᴆᴤ ץװצ-ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ ṦӠװᴄ-әᴀᴌᴄṣᴋᴎṦ >oM>©-RISK.RU» 

ṵפתᴆװװ Ṿ Check  Risk ) ṽ ᴊᴆפᴍᴐᴉᴋᴇפ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴄᴆפᴌᴌפ ñǍǍñṞ 

ᴉץᴘתװᴀᴈᴤᴣᴕפᴤ צ ᴌװץװ ᴉץᴆפᴒᴈᴙᴁ ğ!f ᴎᴋᴉצᴈᴤ ¬ᶵṞ פᴈᴍᴀץᴉᴍ ᴌᴀᴌᴍװᴇᴎṞ ӂᴈᴍᴀ-DDoS  

ᴌᴀᴌᴍװᴇᴎ ᴈפ ᴎᴋᴉצᴈᴤᴑ ¬ᶱṞ ¬ᶲṞ ¬ᶵṣ әװᴔװᴈᴀװ ᴊᴋתװᴈ״פᴈפᴒװᴈᴉ תᴆᴤ פ״ᴕᴀᴍᴙ ץװצȤᴌפᴁᴍᴉצ, 

API ᴀ צᴈװᴔᴈᴀᴑ ᴌװᴋצᴀᴌᴉצ. 

 

Ӊתᴀᴈפᴤ ᴉץᴆפᴒᴈפᴤ ᴊᴆפᴍᴐᴉᴋᴇפ >țǸǪȶ éȡɾȶ ᴉװץᴌᴊװᴒᴀᴍ ץᴙᴌᴍᴋᴉצ װᴈתװᴋװᴈᴀפ״ װᴕᴀᴍᴈᴙᴑ 

ᴇװᴋṞ ᴇᴀᴈᴀᴇᴀ״ᴀᴋᴎװᴍ ᴊᴉװצᴋᴑᴈᴉᴌᴍᴗ פᴍפᴄᴀ צᴈװᴔᴈקװᴉ ᴌװᴍצװᴉקᴉ ᴊװᴋᴀᴇװᴍᴋפ״ פ ᴌᴒײᴍ 

ᴐᴀᴆᴗᴍᴋפᴓᴀᴀ ᴈפ ᴎᴋᴉצᴈװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ ᴀ ᴉװץᴌᴊװᴒᴀװפצᴍ ᴈװᴊᴋװᴋᴙצᴈᴙᴁ ᴄᴉᴈᴍᴋᴉᴆᴗ פ״ 

ᴎᴤצ״ᴀᴇᴉᴌᴍᴤᴇᴀṣ Ӄװᴌᴊᴆפᴍᴈᴙװ ᴎᴍᴀᴆᴀᴍᴙ ᴊᴉצ״ᴉᴆᴤᴣᴍ ᴉᴊװᴋפᴍᴀצᴈᴉ צᴙᴊᴉᴆᴈᴀᴍᴗ ״פץᴉצᴎᴣ 

ᴊᴋᴉװצᴋᴄᴎ פᴄᴍᴀצᴉצ ᴀ ᴎᴊᴋᴉᴌᴍᴀᴍᴗ ᴋץפᴉᴍᴎ uÿɾǪṞ uÿ ᴌᴊװᴓᴀפᴆᴀᴌᴍפᴇṣ 

 

Әᴋװᴀᴇᴎᴕװᴌᴍפצ ᴀ ᴉᴌᴉװץᴈᴈᴉᴌᴍᴀ Әӗṝ 

¶ Ӄᴙᴌᴍᴋᴉװ ᴊᴉתᴄᴆᴣᴒװᴈᴀװ ᴀ פ״ᴊᴎᴌᴄ ᴉץᴆפᴒᴈᴉᴁ WAFȤפ״ᴕᴀᴍᴙ. Әᴉᴆᴗ״ᴉפצᴍװᴆᴗ 

ᴊᴉתᴄᴆᴣᴒװפᴍ פ״ᴕᴀᴕװפᴇᴙץװצ װȤᴋװᴌᴎᴋᴌᴙ צ ᴌװᴋצᴀᴌ ᴀ ᴊᴉᴆᴎᴒװפᴍ קᴉᴍᴉצᴎᴣ ᴄ 

ᴋץפᴉᴍפ״ װᴕᴀᴍᴎ ״װץ ᴎᴌᴍפᴈᴉצᴄᴀ ᴈפ ᴌצᴉװᴁ ᴌᴍᴉᴋᴉᴈװ. 

¶ Ӎפᴕᴀᴍץװצ פȤᴋװᴌᴎᴋᴌᴉצ צᴈװᴔᴈקװᴉ ᴊװᴋᴀᴇװᴍᴋפ. ӄ ᴌװᴋצᴀᴌװ ᴊᴉװתתᴋ׳ᴀװפצᴍᴌᴤ 

 .ᴆᴙפᴁᴍᴙ ᴀ ᴊᴉᴋᴍפᴤ ᴌפᴄᴆᴣᴒצ ,ᴈᴀᴁװ׳Ȥᴊᴋᴀᴆᴉץװצ ᴆᴀᴒᴈᴙᴑץᴊᴎ פᴕᴀᴍפ״

¶ Ӎפᴕᴀᴍפ ᴐᴉᴋᴇṞ API  ᴀ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴀצᴈᴙᴑ ᴋװת״פᴆᴉצṣ Әᴉᴆᴗ״ᴉפצᴍװᴆᴗ ᴇᴉװ׳ᴍ 

ᴊᴋᴀᴇװᴈᴤᴍᴗ פ״ᴕᴀᴍᴎ ᴄ ᴄᴋᴀᴍᴀᴒᴈᴙᴇ ᴄᴉᴇᴊᴉᴈװᴈᴍפᴇ ץװצȤᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ (ᴐᴉᴋᴇᴙ, 

API  .(ᴆᴀװᴈפᴇᴀᴈȤᴊתפ ,

¶ Ӝᴊᴋצפᴆװᴈᴀװ ᴊᴉᴆᴀᴍᴀᴄפᴇᴀ ᴀ ᴊᴋצפᴀᴆפᴇᴀ פ״ᴕᴀᴍᴙṣ Әᴉᴆᴗ״ᴉפצᴍװᴆᴗ צᴄᴆᴣᴒװפᴍ ᴀ 

ᴎᴊᴋצפᴆᴤװᴍ ᴊᴉᴆᴀᴍᴀᴄפᴇᴀ ᴀ ᴊᴋצפᴀᴆפᴇᴀ WAFȤפ״ᴕᴀᴍᴙ תᴆᴤ ᴉץᴋץפᴉᴍᴄᴀ 

HTTP(S)Ȥᴍᴋפᴐᴀᴄפ. 
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¶ Ӎפᴕᴀᴍפ ᴉᴍ פᴄᴍᴎפᴆᴗᴈᴙᴑ ץװצȤᴎקᴋᴉ״. Ӛװᴋצᴀᴌ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ 

ᴊᴋᴉᴍᴀצᴉװתᴁᴌᴍצᴀᴤ פᴍפᴄפᴇ ᴈץװצ פȤᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ (צ ᴍ.ᴒ. ᴀ״ ᴊװᴋװᴒᴈᴤ OWASP  Top  

 .ᴇפᴞᴄᴌᴊᴆᴉᴁᴍ װ׳ᴄפᴍ פ ,(10

¶ Әᴋᴉᴍᴀצᴉװתᴁᴌᴍצᴀװ DDoSȤפᴍפᴄפᴇ ᴀ צᴋתװᴉᴈᴉᴌᴈᴉᴇᴎ ץᴉᴍȤᴍᴋפᴐᴀᴄᴎ. 

Әᴉᴆᴗ״ᴉפצᴍװᴆᴗ ᴊᴉᴆᴎᴒװפᴍ ᴇװᴑפᴈᴀ״ᴇᴙ ץᴆᴉᴄᴀᴋᴉפצᴈᴀᴤ פᴍפᴄᴎᴣᴕקװᴉ ᴍᴋפᴐᴀᴄפ, 

ᴤ DDoSפᴄᴆᴣᴒצ  ᴀ צᴋתװᴉᴈᴉᴌᴈᴙᴑ ץᴉᴍᴉצ. 

  

 

1. ӄװתװצᴈᴀװ 

1.1 әקװᴀᴌᴍᴋפᴓᴀᴤ פᴄᴄפᴎᴈᴍפ 

Ӡᴍᴉץᴙ ᴈפᴒפᴍᴗ ᴋץפᴉᴍᴎ ᴌ ᴊᴆפᴍᴐᴉᴋᴇᴉᴁ Check Risk Ṟ ᴈװᴉץᴑᴉתᴀᴇᴉ פ״ᴋקװᴀᴌᴍᴋᴀᴋᴉפצᴍᴗ 

 ᴋᴎ ᴇᴀᴈᴎᴍṣפᴉ ᴊקװᴌצ ᴍװפᴈᴀᴇפ״ ᴓᴀᴀ ᴊᴋᴉᴌᴍ ᴀפᴀᴌᴍᴋקװᴌᴌ ᴋװᴎᴈᴍṣ Әᴋᴉᴓפᴄᴄפ

 



14 

 

 

Әᴉᴌᴆװ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴊᴉתᴍװצᴋתᴀᴍᴗ ᴎᴄפ״פᴈᴈᴙᴁ ǸɃǍȡȺṞ ᴒᴍᴉץᴙ 

 ᴍᴐᴉᴋᴇᴙṣ ӈᴆᴤפᴆᴎ ᴊᴆפᴉᴌᴍᴎᴊ ᴄ ᴐᴎᴈᴄᴓᴀᴉᴈת ᴎᴈᴍ ᴀ ᴊᴉᴆᴎᴒᴀᴍᴗ ᴊᴉᴆᴈᴙᴁפᴄᴄפ ᴍᴗפצᴀᴋᴉצᴄᴍᴀפ

ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ פᴄᴄפᴎᴈᴍצ פᴙᴊᴉᴆᴈᴀᴍװ ᴌᴆתװᴎᴣᴕᴀװת װᴁᴌᴍצᴀᴤṝ 

1. ӗᴍᴄᴋᴉᴁᴍװ ᴊᴉᴒᴍᴉצᴙᴁ ᴤᴕᴀᴄṞ ᴄᴉᴍᴉᴋᴙᴁ צᴙ ᴎᴄפ״פᴆᴀ ᴊᴋᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ ṵװᴌᴆᴀ 

ᴊᴀᴌᴗᴇפ ᴈװᴍ צᴉ ẇӄᴑᴉתᴤᴕᴀᴑ», ᴊᴋᴉװצᴋᴗᴍװ ᴊפᴊᴄᴎ ẇӚᴊפᴇẈ). 

2. Ӗפᴁתᴀᴍװ ᴊᴀᴌᴗᴇᴉ ᴉᴍ ᴄᴉᴇפᴈתᴙ Check  Risk  ᴀ ᴉᴍᴄᴋᴉᴁᴍקװ װᴉṣ ӄ ᴍװᴄᴌᴍװ ᴊᴀᴌᴗᴇפ 

 ṣפᴎᴈᴍפᴄᴄפ ᴉקװᴔפצ ᴓᴀᴀפצᴄᴍᴀפ ᴆᴤת פᴤ ᴌᴌᴙᴆᴄפᴆᴗᴈפᴓᴀװᴍᴗᴌᴤ ᴌᴊפ׳ᴋװתᴍ ᴌᴉװתᴎץ

3. Әװᴋװᴁתᴀᴍװ ᴊᴉ ᴞᴍᴉᴁ ᴌᴌᴙᴆᴄװṞ ᴒᴍᴉץᴙ ᴊᴉתᴍװצᴋתᴀᴍᴗ פᴄᴄפᴎᴈᴍṣ Әᴉᴌᴆװ ᴊװᴋװᴑᴉצ פת 

 ᴓᴀᴀפצᴄᴍᴀפ ᴔᴈᴉᴁװᴎᴌᴊ ץᴉ װᴈᴀװᴉᴇᴆתװצᴀᴍᴗᴌᴤ ᴎצᴈᴉ ᴊᴉᴤ׳ᴉᴆת װᴋװ״ᴎפᴋץ

 ṣפᴎᴈᴍפᴄᴄפ

Әᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉקᴉ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ פᴄᴄפᴎᴈᴍצ פᴙ ᴌᴇᴉװ׳ᴍצ װᴉᴁᴍᴀ ᴈפ ᴊᴆפᴍᴐᴉᴋᴇᴎṞ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴤ ᴌצᴉᴁ ǸɃǍȡȺ ᴀ ᴊפᴋᴉᴆᴗṞ ᴀ ᴊᴋᴀᴌᴍᴎᴊᴀᴍᴗ ᴄ ᴋץפᴉᴍװ ᴌ ᴌװᴋצᴀᴌᴉᴇṣ 

1.1.1 Ӝᴌᴍᴋפᴈװᴈᴀצ װᴉ״ᴇᴉ׳ᴈᴙᴑ ᴊᴋᴉץᴆװᴇ 

Ӊᴌᴆᴀ ᴎ פצᴌ צᴉ״ᴈᴀᴄᴆᴀ ᴌᴆᴉ׳ᴈᴉᴌᴍᴀ ᴊᴋᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ ᴀᴆᴀ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴀ פᴄᴄפᴎᴈᴍפṞ 

 ᴓᴀᴤᴇᴀṝפתᴈװᴄᴉᴇװᴎᴣᴕᴀᴇᴀ ᴋתװᴌᴗ ᴌᴆװᴎᴁᴍ״ᴉᴌᴊᴉᴆᴗצ

 Әᴀᴌᴗᴇᴉ תᴆᴤ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴈװ ᴊᴋᴀᴔᴆᴉṣ  

Әᴋᴉװצᴋᴗᴍװ ᴊפᴊᴄᴎ ẇӚᴊפᴇẈ פצ צᴔװᴇ ᴊᴉᴒᴍᴉצᴉᴇ ᴤᴕᴀᴄװ ṽ ᴊᴀᴌᴗᴇᴉ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ 

ᴇᴉקᴆᴉ ᴊᴉᴊפᴌᴍᴗ ᴍᴎפתṣ ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊᴋᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ צᴙ ᴊᴋצפᴀᴆᴗᴈᴉ ᴎᴄפ״פᴆᴀ תפᴋװᴌ 

ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙ ṵ״װץ ᴉᴊװᴒפᴍᴉᴄṶṣ Әᴉתᴉת׳ᴀᴍװ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴇᴀᴈᴎᴍṞ ᴍפᴄ ᴄפᴄ תᴉᴌᴍצפᴄפ 

ᴊᴀᴌᴗᴇפ ᴇᴉװ׳ᴍ פ״ᴈᴤᴍᴗ ᶳṾɳ ᶮ ᴇᴀᴈᴎᴍṣ Ӊᴌᴆᴀ ᴊᴀᴌᴗᴇᴉ ᴍפᴄ ᴀ ᴈװ ᴊᴋᴀᴔᴆᴉṞ פ״ᴊᴋᴉᴌᴀᴍװ 

ᴊᴉצᴍᴉᴋᴈᴎᴣ ᴉᴍᴊᴋצפᴄᴎ ᴊᴀᴌᴗᴇפ ᴀᴆᴀ ᴉץᴋפᴍᴀᴍװᴌᴗ צ ᴊᴉװתתᴋ׳ᴄᴎṣ 
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 Ӛᴌᴙᴆᴄת פᴆᴤ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴈװ ᴋץפᴉᴍװפᴍṣ  

Ӊᴌᴆᴀ ᴊᴋᴀ ᴈפ׳פᴍᴀᴀ ᴈפ ᴌᴌᴙᴆᴄᴎ ᴀ״ ᴊᴀᴌᴗᴇפ פᴄᴍᴀפצᴓᴀᴤ פᴄᴄפᴎᴈᴍפ ᴈװ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍṞ 

ᴌᴄᴉᴊᴀᴋᴎᴁᴍװ ᴞᴍᴎ ᴌᴌᴙᴆᴄᴎ צᴋᴎᴒᴈᴎᴣ ᴀ צᴌᴍצפᴗᴍתפ צ ײװ װᴋװᴌᴈᴎᴣ ᴌᴍᴋᴉᴄᴎ ץᴋפᴎװ״ᴋפ ṵ׳פצᴈᴉ 

ᴌᴄᴉᴊᴀᴋᴉפצᴍᴗ ᴌᴌᴙᴆᴄᴎ ᴊᴉᴆᴈᴉᴌᴍᴗᴣṶṣ Ӊᴌᴆᴀ ᴌᴌᴙᴆᴄפ ᴉᴄפ״פᴆפᴌᴗ ᴈװתװᴁᴌᴍצᴀᴍװᴆᴗᴈᴉᴁ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ᴀᴌᴍײᴄ ᴌᴋᴉᴄ װת ײװᴁᴌᴍצᴀᴤṶṞ פ״ᴊᴋᴉᴌᴀᴍװ ᴈᴉצᴉװ ᴊᴀᴌᴗᴇᴉ תᴆᴤ 

ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ פᴄᴄפᴎᴈᴍפ ᴀᴆᴀ ᴌצᴤ׳ᴀᴍװᴌᴗ ᴌᴉ ᴌᴆᴎץ׳ᴉᴁ ᴊᴉװתתᴋ׳ᴄᴀṣ 

 Ӗװ ᴎײפתᴍᴌᴤ װצפ״ᴋᴔᴀᴍᴗ ᴋקװᴀᴌᴍᴋפᴓᴀᴣṣ 

 ӘᴋᴉװצᴋᴗᴍװṞ ᴒᴍᴉ צᴌװ ᴉץᴤפ״ᴍװᴆᴗᴈᴙװ ᴊᴉᴆᴤ ᴐᴉᴋᴇᴙ פ״ᴊᴉᴆᴈװᴈᴙ ᴄᴉᴋᴋװᴄᴍᴈᴉṣ ӜתװץᴀᴍװᴌᴗṞ 

ᴒᴍᴉ ᴊᴋᴀתᴎᴇפᴈᴈᴙᴁ ᴊפᴋᴉᴆᴗ ᴌᴉᴉᴍװצᴍᴌᴍצᴎװᴍ ᴍᴋץװᴉפצᴈᴀᴤᴇ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ 

ᴌᴉװתᴋ׳ᴀᴍ ᴈװ ᴇװᴈװװ ᶶ ᴌᴀᴇצᴉᴆᴉצṶṣ Ӊᴌᴆᴀ ᴌᴀᴌᴍװᴇפ ᴌᴉᴉץᴕװפᴍṞ ᴒᴍᴉ ᴍפᴄᴉᴁ ǸɃǍȡȺ ᴎװ׳ 

 ᴆᴤת ᴋᴉᴆᴤẈפᴊ װᴈᴀװᴆצᴈᴉפᴁ ẇӄᴉᴌᴌᴍװᴌᴗ ᴐᴎᴈᴄᴓᴀװᴎᴁᴍ״ᴉᴌᴊᴉᴆᴗצ ᴈṞפצᴀᴌᴍᴋᴀᴋᴉקװᴋפ״

 ᴄᴀ ᴊᴋᴀץᴉᴔᴀ װᴀקᴋᴎת ᴣᴍפᴈᴀᴄ״ᴉצ ṣ Ӊᴌᴆᴀפᴎᴈᴍפᴄᴄפ ᴉקᴉצᴈᴀᴤ ᴈᴉפת״ᴌᴍᴉ ᴌᴉװᴇצ פתᴑᴉצ

ᴋקװᴀᴌᴍᴋפᴓᴀᴀṞ ᴊᴉᴊᴋᴉץᴎᴁᴍװ ᴊᴉצᴍᴉᴋᴀᴍᴗ ᴊᴉᴊᴙᴍᴄᴎ ᴈװᴇᴈᴉקᴉ ᴊᴉװ׳״ ᴀᴆᴀ ᴉץᴋפᴍᴀᴍװᴌᴗ צ 

ᴌᴆᴎץ׳ᴎ ᴊᴉװתתᴋ׳ᴄᴀṣ 

1.2 Ӗפᴌᴍᴋᴉᴁᴄפ ᶰFA פᴎᴍװᴈᴍᴀᴐᴀᴄפᴓᴀᴀ 

ӈצᴎᴑᴐפᴄᴍᴉᴋᴈפᴤ פᴎᴍװᴈᴍᴀᴐᴀᴄפᴓᴀᴤ ṵᶰf!Ṷ ṽ ᴞᴍᴉ תᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙᴁ ᴎᴋᴉװצᴈᴗ פ״ᴕᴀᴍᴙ 

Check Risk פᴈ פתᴑᴉצ ᴆᴤת !ṣ Ӛ ᶰfפᴎᴈᴍפᴄᴄפ ᴉקװᴔפצ  ᴍᴋץװᴎװᴍᴌᴤ ᴈװ ᴍᴉᴆᴗᴄᴉ ᴊפᴋᴉᴆᴗṞ ᴈᴉ ᴀ 

ᴉתᴈᴉᴋ״פᴉצᴙᴁ ᴄᴉת ᴌ פצᴔקװᴉ ᴇᴉץᴀᴆᴗᴈᴉקᴉ ᴍװᴆװᴐᴉᴈפṣ Ӭᴍᴉ ᴌᴎᴕװᴌᴍװצᴈᴈᴉ ᴊᴉצᴙᴔװפᴍ 

 ᴉקᴍᴉᴋᴉצ ״װץ ᴋᴉᴆᴗṞפᴔ ᴊפצ ᴍװפᴈ״ᴈᴈᴀᴄ ᴎװᴆᴉᴎᴇᴙᴔᴆ״ ᴌᴆᴀװ װ׳פת ᴌᴈᴉᴌᴍᴗṝפᴉᴊ״װץ

ᴐפᴄᴍᴉᴋפ ᴉᴈ ᴈװ ᴌᴇᴉװ׳ᴍ ᴊᴉᴆᴎᴒᴀᴍᴗ תᴉᴌᴍᴎᴊ ᴄ פᴄᴄפᴎᴈᴍᴎṣ 

1.2.1 Ӓפᴄ צᴄᴆᴣᴒᴀᴍᴗ ᶰf! צ >țǸǪȶ éȡɾȶṝ ᴊᴉᴔקפᴉפצᴤ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤ 

1. ӄᴉᴁתᴀᴍצ װ ᴌצᴉᴁ פᴄᴄפᴎᴈᴍ >țǸǪȶ éȡɾȶṣ Әװᴋװᴁתᴀᴍװ ᴈפ ᴌפᴁᴍ >țǸǪȶ éȡɾȶ 

ᴀ צפᴍᴉᴋᴀ״ᴎᴁᴍװᴌᴗ ᴌ ᴊᴉᴇᴉᴕᴗᴣ ᴌצᴉקװᴉ ᴆᴉקᴀᴈפ ᴀ ᴊפᴋᴉᴆᴤṣ 

2. ӗᴍᴄᴋᴉᴁᴍװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṣ ӄ ᴊפᴈװᴆᴀ ᴎᴊᴋצפᴆװᴈᴀᴤ ᴈ׳פᴇᴀᴍװ ᴈפ 

 ᴊᴋᴉᴐᴀᴆᴗ װᴆװת״פᴆ «ӘᴋᴉᴐᴀᴆᴗẈ. ӄ ᴋװת״פᴋ װᴆᴤ ᴀ ᴉᴍᴄᴋᴉᴁᴍװᴍפצᴉ״ᴋ ᴊᴉᴆᴗפᴍפצפ

ᴊװᴋװᴁתᴀᴍצ װᴉ צᴄᴆתפᴄᴎ Ӄ״װᴉᴊפᴌᴈᴉᴌᴍᴗṣ 

Әᴋװת׳װ ᴒװᴇ ᴈפᴒפᴍᴗṞ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴈפצ פᴔװᴇ ᴌᴇפᴋᴍᴐᴉᴈװ ᴎᴌᴍפᴈᴉצᴆװᴈᴉ 
ᴊᴋᴀᴆᴉװ׳ᴈᴀפ-װᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ṵᴈפᴊᴋᴀᴇװᴋṞ Google Authenticator  ᴀᴆᴀ Authy), 
 ᴋᴀᴋᴎᴣᴍװᴈװק ᴈᴀᴤװ׳ɳɳ ñʌɐɶǸ ᴀ gɐɐȓȺǸ æȺǍʳṣ Ӭᴍᴀ ᴊᴋᴀᴆᴉ! צ ᴍᴈᴉפᴌᴊᴆװץ װᴉᴌᴍᴎᴊᴈᴉת
ᴉתᴈᴉᴋ״פᴉצᴙװ ᴄᴉתᴙṞ ᴈװᴉץᴑᴉתᴀᴇᴙת װᴆᴤ ᶰf!ṣ 

https://check-risk.ru/
https://check-risk.ru/login
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3. Ӗפᴒᴈᴀᴍצ װᴄᴆᴣᴒװᴈᴀװ ᶰf!. Ӗ׳פᴇᴀᴍװ ᴄᴈᴉᴊᴄᴎ ẇӄᴄᴆᴣᴒᴀᴍᴗ צתᴎᴑᴐפᴄᴍᴉᴋᴈᴎᴣ 

 ᴆᴤת ᴍᴈᴙᴁ ᴄᴆᴣᴒװᴄᴋװᴀ ᴌ תᴤᴍᴌᴤ èé-ᴄᴉצᴊᴉᴤ װᴈפᴞᴄᴋ פᴓᴀᴣẈ. Ӗפᴈᴍᴀᴐᴀᴄװᴎᴍפ

ᴈפᴌᴍᴋᴉᴁᴄᴀ ᶰf!ṣ 
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4. ӗᴍᴌᴄפᴈᴀᴋᴎᴁᴍװ èé-ᴄᴉת ᴒװᴋ״װ ᴊᴋᴀᴆᴉװ׳ᴈᴀפ-װᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋṣ Ӎפᴊᴎᴌᴍᴀᴍװ ᴈפ 

ᴌᴇפᴋᴍᴐᴉᴈװ ᴊᴋᴀᴆᴉװ׳ᴈᴀװ gɐɐȓȺǸ !ʔʌțǸɅʌȡǪǍʌɐɶ ᴀᴆᴀ !ʔʌțʳṣ Ӗ׳פᴇᴀᴍװ ᴄᴈᴉᴊᴄᴎ 

 ᴍᴗפצᴈᴀᴋᴉפᴈᴍ ẇӚᴄפᴋᴀפצ װᴋᴀᴍװץᴙצ ᴒᴉᴄ ẇọẈṶ ᴀפᴈ״ṵ פᴎᴈᴍפᴄᴄפ ᴉקᴉצᴈᴀᴤ ᴈᴉװᴆצפץᴉת

QR-ᴄᴉתẈṣ Ӗתװצפᴀᴍװ ᴄפᴇװᴋᴎ ᴍװᴆװᴐᴉᴈפ ᴈפ èé-ᴄᴉתṞ ᴉᴍᴉץᴋײ׳פᴈᴈᴙᴁ ᴈפ ᴌᴍᴋפᴈᴀᴓװ 

>țǸǪȶ éȡɾȶṞ ᴒᴍᴉץᴙ ᴊᴋᴀצᴤפ״ᴍᴗ פצᴔ פᴄᴄפᴎᴈᴍṣ 

5. Әᴉᴆᴎᴒᴀᴍװ ᴀ תװצצᴀᴍװ ᴄᴉת ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤṣ Әᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉקᴉ ᴌᴄפᴈᴀᴋᴉפצᴈᴀᴤ צ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴀ-פᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋװ ᴊᴉᴤצᴀᴍᴌᴤ ᴔװᴌᴍᴀ״ᴈפᴒᴈᴙᴁ ᴉתᴈᴉᴋ״פᴉצᴙᴁ ᴄᴉת תᴆᴤ 

>țǸǪȶ éȡɾȶṣ ӄתװצᴀᴍװ ᴞᴍᴉᴍ ᴄᴉצ ת ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕװװ ᴊᴉᴆװ ᴈפ ᴌפᴁᴍװ ᴀ 

ᴈ׳פᴇᴀᴍװ ẇӘᴋᴉתᴉᴆ׳ᴀᴍᴗẈ תᴆᴤ װצפ״ᴋᴔװᴈᴀᴤ ᴊᴉתᴄᴆᴣᴒװᴈᴀᴤ ᶰf!ṣ 

6. Ӛᴉᴑᴋפᴈᴀᴍװ ᴋװ״װᴋצᴈᴙװ ᴄᴉתᴙṣ Ӊᴌᴆᴀ ᴌװᴋצᴀᴌ ᴊᴋתװᴉᴌᴍצפᴀᴍ ᴋװ״װᴋצᴈᴙװ ᴄᴉתᴙ 

 פᴈ װᴙᴊᴀᴔᴀᴍצ ᴋṞװᴊᴋᴀᴇפṵᴈ װᴌᴍװᴈᴉᴇ ᴇ׳ײתפᴈ צ ᴀᴑ װᴈᴀᴍפᴈᴀᴤṞ ᴌᴉᴑᴋװᴆצᴈᴉפᴉᴌᴌᴍצ

 װᴍװᴋᴤװᴙ ᴊᴉᴍצ ᴌᴆᴀװ ᴤᴍᴌᴤṞתᴉקᴙ ᴊᴋᴀתᴄᴉ װᴈᴙצᴋװ״װᴁᴈṶṣ әפᴉᴐᴆ װᴈᴀᴍפᴎ ᴀ ᴑᴋקפᴎᴇץ

 ᴉᴁᴍᴀצ ᴍװתᴎץ ᴈᴉ׳ᴍᴉᴋᴎ ṽ ᴌ ᴀᴑ ᴊᴉᴇᴉᴕᴗᴣ ᴇᴉפᴈᴍᴀᴐᴀᴄװᴎᴍפ-ᴈᴀᴣװ׳ᴉᴌᴍᴎᴊ ᴄ ᴊᴋᴀᴆᴉת

 ᴎᴈᴍṣפᴄᴄפ צ

7. Ӎװצפᴋᴔװᴈᴀװ ᴈפᴌᴍᴋᴉᴁᴄᴀṣ Әᴉᴌᴆצצ װᴉפת ᴄᴉפת ᴀ ᴌᴉᴑᴋפᴈװᴈᴀᴤ ᴋװ״װᴋצᴈᴙᴑ ᴄᴆᴣᴒװᴁ 

 ᴉᴇת׳פᴋᴗ ᴊᴋᴀ ᴄװᴊװṣ ӛפᴈפצᴀᴋᴉצᴄᴍᴀפ ᴍװתᴎץ ᴓᴀᴤפᴈᴍᴀᴐᴀᴄװᴎᴍפ ᴤפᴄᴍᴉᴋᴈפᴎᴑᴐצת

-ᴈᴀᴤװ׳ᴊᴋᴀᴆᴉ ״ᴀ תᴙᴁ ᴄᴉצᴉ״פᴈᴉᴋתᴀᴍᴗ ᴉתᴉצצ ᴀᴍᴌᴤץᴉתפᴇ ᴊᴉᴈפצ ᴎᴈᴍפᴄᴄפ צ װתᴑᴉצ

 ᴋᴉᴆᴣṣפᴈᴉᴇᴎ ᴊצᴉᴄ ᴄ ᴉᴌᴈᴉצפץᴉתצ פᴍᴉᴋפᴈᴍᴀᴐᴀᴄװᴎᴍפ

1.2.2 Ӡᴍᴉ ᴍפᴄᴉװ ᶰf! ᴀ ᴊᴉᴒװᴇᴎ ᴞᴍᴉ ׳פצᴈᴉ 

ᶰf! ṵצתᴎᴑᴐפᴄᴍᴉᴋᴈפᴤ פᴎᴍװᴈᴍᴀᴐᴀᴄפᴓᴀᴤṶ תᴉצפץᴆᴤװᴍ ᴄᴉ צᴑᴉתᴎ צ ᴌᴀᴌᴍװᴇᴎ צᴍᴉᴋᴉᴁ ᴔקפ 

ᴊᴋᴉװצᴋᴄᴀṞ ᴉץᴙᴒᴈᴉ ᴌ ᴊᴉᴇᴉᴕᴗᴣ פצᴔקװᴉ ᴌᴇפᴋᴍᴐᴉᴈפṣ Әᴋᴀ פᴄᴍᴀפצᴓᴀᴀ ᶰf! צᴙ צצᴉתᴀᴍװ 
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ᴊפᴋᴉᴆᴗṞ פ״ פᴍװᴇ ᴊᴉתᴍװצᴋװפת׳ᴍװ ᴆᴀᴒᴈᴉᴌᴍᴗ צצᴉתᴉᴇ ᴌᴊװᴓᴀפᴆᴗᴈᴉקᴉ ᴄᴉפת ᴀ״ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴈפ ᴍװᴆװᴐᴉᴈװṣ ӛפᴄᴉᴁ ᴊᴉתᴑᴉת ᴉװץᴌᴊװᴒᴀװפצᴍṝ 

 ӈᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴎᴣ פ״ᴕᴀᴍᴎṝ ᴈᴀᴄᴍᴉṞ ᴄᴋᴉᴇפצ װᴌṞ ᴈװ ᴌᴇᴉװ׳ᴍ צᴉᴁᴍᴀ פ צᴄᴄפᴎᴈᴍṞ װ׳פת 

 ᴈ ᴊᴉᴌᴍᴉᴋᴉᴈᴈᴀᴇṣװᴌᴍװצ״ᴆ ᴀפᴋᴉᴆᴗ ᴌᴍפᴌᴆᴀ ᴊװ

 Ӄ״װᴉᴊפᴌᴈᴉᴌᴍᴗ פתᴈᴈᴙᴑṝ ᴌᴈᴀװפ׳ᴍᴌᴤ ᴋᴀᴌᴄ ״צᴆᴉᴇפ פᴄᴄפᴎᴈᴍפ ᴀ ᴎᴍװᴒᴄᴀ 

ᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴁ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀṣ 

 Ӝתᴉץᴌᴍצᴉ ᴀ ᴄᴉᴈᴍᴋᴉᴆᴗṝ צᴙ צᴌפתקװ ᴊᴉᴆᴎᴒװפᴍװ ᴎתװצᴉᴇᴆװᴈᴀװ ṵᴄᴉתṶ ᴈפ ᴍװᴆװᴐᴉᴈ 

ᴊᴋᴀ ᴊᴉᴊᴙᴍᴄצ װᴑᴉפתṞ ᴒᴍᴉ ᴊᴉצ״ᴉᴆᴤװᴍ ᴌצᴉצװᴋװᴇװᴈᴈᴉ ᴉץᴈפᴋᴎ׳ᴀᴍᴗ 

ᴈװᴌפᴈᴄᴓᴀᴉᴈᴀᴋᴉפצᴈᴈᴙᴁ תᴉᴌᴍᴎᴊṣ 

ӕᴙ ᴈפᴌᴍᴉᴤᴍװᴆᴗᴈᴉ ᴋװᴄᴉᴇװᴈתᴎװᴇ צᴌװᴇ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤᴇ צᴄᴆᴣᴒᴀᴍᴗ ᶰf! ᴈפ >țǸǪȶ éȡɾȶ 

 ṣפᴎᴈᴍפᴄᴄפ ᴕᴀᴍᴙפ״ ᴆᴗᴈᴉᴁפᴄᴌᴀᴇפᴆᴤ ᴇת

1.2.3 әװᴔװᴈᴀװ ᴊᴋᴉץᴆװᴇ ᴀ צᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀת װᴉᴌᴍᴎᴊפ 

Әᴋᴀ ᴈפᴌᴍᴋᴉᴁᴄװ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴀ ᶰf! ᴇᴉקᴎᴍ צᴉ״ᴈᴀᴄᴈᴎᴍᴗ צᴉᴊᴋᴉᴌᴙ ᴀᴆᴀ ᴌᴆᴉ׳ᴈᴉᴌᴍᴀṣ 

Ӗᴀװ׳ ᴊᴋᴀװתװצᴈᴙ ᴌᴉװצᴍᴙṞ ᴄᴉᴍᴉᴋᴙװ ᴊᴉᴇᴉקᴎᴍ ᴋװᴔᴀᴍᴗ ᴋפᴌᴊᴋᴉᴌᴍᴋפᴈײᴈᴈᴙװ 

ᴊᴋᴉץᴆװᴇᴙṝ 

Ӓᴉת ᴈװ ᴊᴋᴀᴈᴀᴇװפᴍᴌᴤṝ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ צצᴉתᴀᴍפ װᴄᴍᴎפᴆᴗᴈᴙᴁ ᴄᴉת ᴀ״ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ Ӓᴉתᴙ ᴉץᴈᴉצᴆᴤᴣᴍᴌᴤ ᴄת׳פᴙװ ộᶱᶮ ᴌװᴄᴎᴈתṞ ᴊᴉᴞᴍᴉᴇᴎ ׳פצᴈᴉ צצᴉתᴀᴍᴗ ᴀᴑ 

ᴌצᴉצװᴋװᴇװᴈᴈᴉṞ ᴊᴉᴄפ ᴍװᴄᴎᴕᴀᴁ ᴄᴉת ᴈװ ᴌᴇװᴈᴀᴆᴌᴤ ᴈפ ᴈᴉצᴙᴁṣ ӛפᴄװ׳ ᴊᴋᴉװצᴋᴗᴍװ 

ᴊᴋצפᴀᴆᴗᴈᴉᴌᴍᴗ צᴋװᴇװᴈᴀ ᴈפצ פᴔװᴇ ᴌᴇפᴋᴍᴐᴉᴈװ ṽ װᴌᴆᴀ ᴒפᴌᴙ ᴈװᴍᴉᴒᴈᴉ ᴀתᴎᴍṞ ᴄᴉת 

ᴇᴉװ׳ᴍ ᴈװ ᴌᴉצᴊפתפᴍᴗṣ ӄ gɐɐȓȺǸ !ʔʌțǸɅʌȡǪǍʌɐɶ ᴈפ !ɅǱɶɐȡǱ װᴌᴍᴗ ᴐᴎᴈᴄᴓᴀᴤ 

ᴌᴀᴈᴑᴋᴉᴈᴀפ״ᴓᴀᴀ צᴋװᴇװᴈᴀ ṵצ ᴈפᴌᴍᴋᴉᴁᴄפᴑ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṶṞ ᴊᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ 

 ᴣṣװ ᴌᴗװᴎᴁᴍ״ᴉᴌᴊᴉᴆᴗצ

Ӗװ ᴎײפתᴍᴌᴤ ᴉᴍᴌᴄפᴈᴀᴋᴉפצᴍᴗ èé-ᴄᴉתṝ װᴌᴆᴀ ᴄפᴇװᴋפ ᴈװ ᴋפᴌᴊᴉ״ᴈײפᴍ èé-ᴄᴉתṞ 

ᴊᴉᴊᴋᴉץᴎᴁᴍװ ᴎװצᴆᴀᴒᴀᴍᴗ ᴤᴋᴄᴉᴌᴍᴗ ᴞᴄᴋפᴈפ ᴇᴉᴈᴀᴍᴉᴋפṣ ӛפᴄװ׳ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴣ-פᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋᴎ ᴋ״פᴋװᴔײᴈ תᴉᴌᴍᴎᴊ ᴄ ᴄפᴇװᴋצ װ ᴈפᴌᴍᴋᴉᴁᴄפᴑ 

ᴍװᴆװᴐᴉᴈפṣ ӄ ᴄפᴒװᴌᴍפ װצᴆᴗᴍװᴋᴈפᴍᴀצᴙ ᴇᴉ׳ᴈᴉ תᴉצפץᴀᴍᴗ פᴄᴄפᴎᴈᴍ צᴋᴎᴒᴈᴎᴣṝ 

ᴌᴄᴉᴊᴀᴋᴎᴁᴍװ ᴌװᴄᴋװᴍᴈᴙᴁ ᴄᴆᴣᴒ ṵᴉᴈ ᴉᴍᴉץᴋװפ׳פᴍᴌᴤ ᴋᴤתᴉᴇ ᴌ èé-ᴄᴉתᴉᴇṶ ᴀ צ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴀ צᴙװץᴋᴀᴍװ ᴉᴊᴓᴀᴣ צצᴉפת ᴄᴆᴣᴒצ פᴋᴎᴒᴈᴎᴣṣ 

Әᴉᴍװᴋᴤᴈ ᴍװᴆװᴐᴉᴈ ᴀᴆᴀ ᴎפתᴆװᴈᴉ ᴊᴋᴀᴆᴉװ׳ᴈᴀװṝ װᴌᴆᴀ צᴙ ᴌᴇװᴈᴀᴆᴀ ᴀᴆᴀ 

ᴊᴉᴍװᴋᴤᴆᴀ ᴎᴌᴍᴋᴉᴁᴌᴍצᴉ ᴌ פᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋᴉᴇṞ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴋפᴈװװ ᴌᴉᴑᴋפᴈײᴈᴈᴙװ 

ᴋװ״װᴋצᴈᴙװ ᴄᴉתᴙ תᴆᴤ צᴑᴉפתṣ Әᴉᴌᴆצ װᴑᴉפת ᴌ ᴊᴉᴇᴉᴕᴗᴣ ᴋװ״װᴋצᴈᴉקᴉ ᴄᴉפת ᴌᴋ״פᴎ 

ᴉᴍᴄᴆᴣᴒᴀᴍװ ᶰf! צ ᴈפᴌᴍᴋᴉᴁᴄפᴑ פᴄᴄפᴎᴈᴍפ ᴀᴆᴀ ᴊᴋᴀצᴤ׳ᴀᴍװ ᴈᴉצᴉװ ᴎᴌᴍᴋᴉᴁᴌᴍצᴉṣ Ӊᴌᴆᴀ 

ᴋװ״װᴋצᴈᴙᴑ ᴄᴉתᴉצ ᴈװᴍṞ ᴉץᴋפᴍᴀᴍװᴌᴗ צ ᴌᴆᴎץ׳ᴎ ᴊᴉװתתᴋ׳ᴄᴀ ṽ ᴊᴉᴌᴆװ ᴊᴋᴉװצᴋᴄᴀ פצᴔᴀᴑ 
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 ᴋṞװᴊᴋᴀᴇפᴎᴈᴍᴎ ṵᴈפᴄᴄפ ᴉᴌᴍᴎᴊ ᴄת ᴀᴍᴗצᴈᴉפᴉᴌᴌᴍצ ᴎᴍקᴆᴀᴌᴍᴙ ᴊᴉᴇᴉפᴓᴀװᴈᴈᴙᴑ ᴌᴊפת

ᴉᴍᴄᴆᴣᴒפᴍ ᶰf!Ṟ ᴒᴍᴉץᴙ צᴙ ᴌᴇᴉקᴆᴀ צᴉᴁᴍᴀ ᴀ ᴈפᴌᴍᴋᴉᴀᴍᴗ פ״ ײװᴈᴉצᴉṶṣ 

ӗᴔᴀץᴄפ ᴊᴋᴀ צᴄᴆᴣᴒװᴈᴀᴀ ᶰf!ṝ װᴌᴆᴀ צᴉ צᴋװᴇᴤ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴊᴋᴉᴀ״ᴉᴔᴆפ 

ᴉᴔᴀץᴄפ ṵᴈפᴊᴋᴀᴇװᴋṞ èé-ᴄᴉת ᴈװ ᴌװקᴈװᴋᴀᴋᴉפצᴆᴌᴤ ᴀᴆᴀ ᴄᴉת ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴈװ 

ᴊᴋᴀᴈᴀᴇװפᴍᴌᴤṶṞ ᴊװᴋקפ״װᴋᴎ״ᴀᴍװ ᴌᴍᴋפᴈᴀᴓᴎ ᴀ ᴊᴉᴊᴋᴉץᴎᴁᴍװ ᴈפᴒפᴍᴗ ᴊᴋᴉᴓװᴌᴌ פ״ᴈᴉצᴉṣ 

ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍװ ᴊᴉᴌᴆתװᴈᴣᴣ װצᴋᴌᴀᴣ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ-פᴎᴍװᴈᴍᴀᴐᴀᴄפᴍᴉᴋפṣ  

Әᴋᴀ ᴊᴉצᴍᴉᴋᴤᴣᴕᴀᴑᴌᴤ ᴌץᴉᴤᴑ ᴌצᴤ׳ᴀᴍװᴌᴗ ᴌ ᴊᴉװתתᴋ׳ᴄᴉᴁ תᴆᴤ ᴊᴋᴉװצᴋᴄᴀ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ 

ᴈװᴊᴉᴆתפᴉᴄṣ 

ӄᴌפתקװ ᴑᴋפᴈᴀᴍװ ᴋװ״װᴋצᴈᴙװ ᴄᴉתᴙ ״װץ צᴉᴊפᴌᴈᴉᴇ ᴇװᴌᴍװ ᴀ ᴈᴀᴄᴉᴇᴎ ᴀᴑ ᴈװ ᴌᴉᴉץᴕפᴁᴍװṣ 

ӘᴉᴇᴈᴀᴍװṞ ᴒᴍᴉ ᴌᴆᴎפץ׳ ᴊᴉװתתᴋ׳ᴄᴀ >țǸǪȶ éȡɾȶ ᴈᴀᴄᴉפתק ᴈװ ᴊᴉᴊᴋᴉᴌᴀᴍ ᴎ פצᴌ ᴊפᴋᴉᴆᴗ 

ᴀᴆᴀ ᴄᴉתᴙ ᶰf!ṣ Ӄᴎתᴗᴍתץ װᴀᴍװᴆᴗᴈᴙ ᴀ ᴈװ ᴊװᴋפצפתװᴁᴍװ ᴊᴉתᴉץᴈᴎᴣ ᴀᴈᴐᴉᴋᴇפᴓᴀᴣ 

ᴍᴋװᴍᴗᴀᴇ ᴆᴀᴓפᴇṣ 

1.3 ӄᴋװᴇװᴈᴈפᴤ ץᴆᴉᴄᴀᴋᴉצᴄפ פᴍפᴄ 

ӄᴋװᴇװᴈᴈפᴤ ץᴆᴉᴄᴀᴋᴉצᴄפ פᴄᴄפᴎᴈᴍפ ṽ ᴞᴍᴉ ᴄᴋפᴍᴄᴉᴌᴋᴉᴒᴈᴉװ ᴉקᴋפᴈᴀᴒװᴈᴀת װᴉᴌᴍᴎᴊפ ᴄ 

Check Risk פᴇᴎ ᴊᴋᴉᴐᴀᴆᴣ ᴈװᴔפצ ṣ ӄ ᴍװᴒװᴈᴀװ ᴊװᴋᴀᴉץ פתᴆᴉᴄᴀᴋᴉצᴄᴀ צᴙ ᴈװ ᴌᴇᴉװ׳ᴍװ 

 פᴎᴈᴍפᴄᴄפ װᴈᴀװᴆפתᴎ װᴀᴌᴉᴇṣ Ӭᴍᴉ ᴈצᴋװᴍᴗᴌᴤ ᴌפצᴉ״ᴇᴎ ᴀᴆᴀ ᴊᴉᴆᴗװᴌᴀᴌᴍ צ ᴉᴁᴍᴀצ

ᴀ ᴈװ ᴊᴉᴌᴍᴉᴤᴈᴈᴙᴁ פץᴈṝ צᴌפצ װᴔᴀ פתᴈᴈᴙװ ᴌᴉᴑᴋפᴈᴤᴣᴍᴌᴤṞ ᴀ ᴊᴉ ᴀᴌᴍװᴒװᴈᴀᴀ ᴌᴋᴉᴄפ 

 ᴆᴤת ᴀᴍ׳ᴌᴆᴎ פᴋװᴤ ᴇפᴄפᴍᴌᴤṣ ӛװפצᴆᴀצפᴈפᴉᴌᴌᴍצ ᴌᴄᴀװᴍᴀᴒפᴍᴉᴇצפ ᴉᴌᴍᴎᴊת ᴄᴀצᴆᴉᴄᴀᴋᴉץ

 ᴀᴁ ᴀᴆᴀצᴁᴌᴍװת ᴈᴈᴙᴑפצᴈᴄᴓᴀᴉᴈᴀᴋᴉפᴌװᴇᴙ ᴉᴍ ᴈװᴁ ᴀ ᴌᴀᴌᴍװᴆװᴍפצᴉ״ᴕᴀᴍᴙ ᴊᴉᴆᴗפ״

ᴈװᴌװᴋᴗ״ײᴈᴙᴑ ᴈפᴋᴎᴔװᴈᴀᴁ ᴊᴋצפᴀᴆṣ 

1.3.1 ӄᴉ״ᴇᴉ׳ᴈᴙװ ᴊᴋᴀᴒᴀᴈᴙ ᴀ ᴌᴋᴉᴄᴀ ץᴆᴉᴄᴀᴋᴉצᴄᴀ 

Ӛᴎᴕװᴌᴍצᴎᴣᴍ ᴋ״פᴈᴙװ ᴊᴋᴀᴒᴀᴈᴙṞ ᴊᴉ ᴄᴉᴍᴉᴋᴙᴇ פᴄᴄפᴎᴈᴍ ᴇᴉװ׳ᴍ ץᴙᴍᴗ צᴋװᴇװᴈᴈᴉ 

 ᴄᴉᴁפᴌᴋᴉᴄᴀ ᴍ װᴓᴀᴀ ᴀ ᴍᴀᴊᴀᴒᴈᴙפᴌᴀᴍᴎ װᴈᴙצᴈᴙ ᴉᴌᴈᴉװᴒᴀᴌᴆװᴋװᴊ װ׳ᴈṣ Ӗᴀפצᴆᴉᴄᴀᴋᴉץפ״

 ᴄᴀṝצᴆᴉᴄᴀᴋᴉץ

 ӕᴈᴉקᴉᴄᴋפᴍᴈᴙᴁ ᴈװצװᴋᴈᴙᴁ צצᴉת ᴊפᴋᴉᴆᴤṣ Ӊᴌᴆᴀ צᴙ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴋ״פ ᴊᴉתᴋᴤװצצ תᴆᴀ 

ᴈװᴊᴋצפᴀᴆᴗᴈᴙᴁ ᴊפᴋᴉᴆᴗṞ ᴌᴀᴌᴍװᴇפ ᴇᴉװ׳ᴍ צᴋװᴇװᴈᴈᴉ ץפ״ᴆᴉᴄᴀᴋᴉפצᴍᴗ פצᴔ פᴄᴄפᴎᴈᴍ 

ṵᶯᶳ ᴇᴀᴈᴎᴍṶ תᴆᴤ פ״ᴕᴀᴍᴙ ᴉᴍ ᴊᴉץתᴉᴋפ ᴊפᴋᴉᴆᴤ ᴀ ᴈװᴌפᴈᴄᴓᴀᴉᴈᴀᴋᴉפצᴈᴈᴉקᴉ 

 ᴌᴄᴉᴆᴗᴄᴉװᴆᴀ ᴈפצᴉץᴊᴉᴊᴋᴉ תᴋᴤתᴋᴉᴆᴗ ᴀ ᴊᴉפᴙᴆᴀ ᴊץפ״ ᴙצ ᴌᴆᴀװ ᴋṞװᴊᴋᴀᴇפṣ Ӗפᴉᴌᴍᴎᴊת

ᴈװצװᴋᴈᴙᴑ פצᴋᴀפᴈᴍᴉצṞ צᴑᴉץ תᴎװתᴍ ᴊᴋᴀᴉᴌᴍפᴈᴉצᴆװᴈ ᴈפ ᴄᴉᴋᴉᴍᴄᴉצ װᴋװᴇᴤṣ 

 Әᴉתᴉ״ᴋᴀᴍװᴆᴗᴈפᴤ פᴄᴍᴀצᴈᴉᴌᴍᴗ ᴀᴆᴀ ᴊᴉᴊᴙᴍᴄ״צ פᴆᴉᴇפṣ Ӗװᴉץᴙᴒᴈᴙװת װᴁᴌᴍצᴀᴤ צ 

 ᴌᴆᴀװ ᴀᴍṞתṶṣ Ӭᴍᴉ ᴊᴋᴉᴀᴌᴑᴉצᴌᴉפᴉ ᶰᶲ ᴒתṵ פᴈ װᴄצᴆᴉᴄᴀᴋᴉץ ᴌᴍᴀ ᴄװצᴎᴍ ᴊᴋᴀקᴇᴉ װᴎᴈᴍפᴄᴄפ

ᴌᴀᴌᴍװᴇפ״ פᴊᴉתᴉ״ᴋᴀᴍṞ ᴒᴍᴉ פᴄᴄפᴎᴈᴍᴉᴇ ᴊᴙᴍװפᴍᴌᴤ צᴉᴌᴊᴉᴆᴗ״ᴉפצᴍᴗᴌᴤ 

https://check-risk.ru/
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 ᴉקװᴔפצ ᴀᴌᴎ ᴌצᴋװᴄ ᴌ צᴊᴋᴉᴌᴉפ״ ᴌᴄװᴌᴊᴆצ ᴄᴀᴁ״װᴋṞ ᴋװᴊᴋᴀᴇפᴈᴈᴀᴄṣ Ӗװᴆᴉᴎᴇᴙᴔᴆ״

ᴊᴋᴉᴐᴀᴆᴤ ᴀᴆᴀ צᴑᴉת ᴌ ᴈ״װᴈפᴄᴉᴇᴉקᴉ ᴎᴌᴍᴋᴉᴁᴌᴍפצ ᴇᴉװ׳ᴍ צᴙפצ״ᴍᴗ צᴋװᴇװᴈᴈᴎᴣ 

 ᴌᴈᴉᴌᴍᴀṣפᴉᴊ״װץ ᴋᴄᴀװצᴆᴤ ᴊᴋᴉת ᴄᴎצᴆᴉᴄᴀᴋᴉץ

 Ӗץװᴉᴆᴗᴔᴉװ ᴈפᴋᴎᴔװᴈᴀװ ᴊᴋצפᴀᴆ ᴌװᴋצᴀᴌפṣ Әᴋᴀ ᴈװᴌᴉץᴆᴣװתᴈᴀᴀ ᴎᴌᴆᴉצᴀᴁ 

ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ ṵᴉᴌᴉװץᴈᴈᴉ צᴊװᴋצᴙװ ᴀṞ װᴌᴆᴀ ᴈפᴋᴎᴔװᴈᴀװ ᴈק װᴋᴎץᴉװṶ פᴄᴄפᴎᴈᴍ 

ᴇᴉװ׳ᴍ ץᴙᴍᴗ ᴊᴋᴀᴉᴌᴍפᴈᴉצᴆװᴈ ᴈ1 פṾ3 תᴈᴤṣ Ӄᴆᴉᴄᴀᴋᴉצᴄפ ᴌᴆᴎ׳ᴀᴍ 

ᴊᴋתװᴎᴊᴋתװᴀᴍװᴆᴗᴈᴉᴁ ᴇװᴋᴉᴁ. ӖפᴊᴋᴀᴇװᴋṞ פ״ᴊᴎᴌᴄ ᴌᴄפᴈᴀᴋᴉפצᴈᴀᴤ ᴋװᴌᴎᴋᴌᴉצṞ 

ᴄᴉᴍᴉᴋᴙפ״ װᴊᴋװᴕװᴈᴙ ᴊᴋצפᴀᴆפᴇᴀ >țǸǪȶ éȡɾȶṞ ᴀᴆᴀ ᴀᴈᴉװ ᴈװᴄᴉᴋᴋװᴄᴍᴈᴉװ 

ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴌװᴋצᴀᴌפ ᴇᴉװ׳ᴍ ᴊᴉצᴆװᴒᴗ ץᴆᴉᴄᴀᴋᴉצᴄᴎ פᴄᴄפᴎᴈᴍפ ᴈפ ᴊפᴋᴎ תᴈװᴁṣ 

 Әᴋצװᴙᴔװᴈᴀװ ᴆᴀᴇᴀᴍᴉצ ᴀᴆᴀ ᴒᴋ״װᴇװᴋᴈפᴤ ᴈקפᴋᴎ״ᴄפṣ ӂצᴍᴉᴇפᴍᴀᴒװᴌᴄᴀװ 

 ᴌᴆᴀװ Ṟצᴌᴉפᴌᴄᴉᴆᴗᴄᴉ ᴒװᴈ פᴎᴈᴍ ᴈפᴄᴄפ ᴍᴗפצᴆᴉᴄᴀᴋᴉץפ״ ᴈᴈᴉװᴇװᴋצ ᴎᴍקᴉᴋᴀᴍᴇᴙ ᴇᴉקᴆפ

 װᴍײפת״ᴈᴀᴤ ᴀᴆᴀ ᴌᴉפצᴉ״ᴆᴀᴇᴀᴍᴙ ᴀᴌᴊᴉᴆᴗ װᴙᴒᴈᴙץᴙᴌᴀᴆᴀ ᴉצװᴙ ᴌᴀᴆᴗᴈᴉ ᴊᴋצ

ᴊᴉצᴙᴔװᴈᴈᴎᴣ ᴈקפᴋᴎ״ᴄᴎ ᴈפ ᴌᴀᴌᴍװᴇᴎṣ ӛפᴄᴉװ ᴇᴉװ׳ᴍ ᴌᴆᴎᴒᴀᴍᴗᴌᴤṞ װᴌᴆᴀ פ״ ᴄᴉᴋᴉᴍᴄᴀᴁ 

ᴊᴋᴉᴇ׳װᴎᴍᴉᴄ צᴋװᴇװᴈᴀ פ״ᴊᴎᴕװᴈᴉ ᴌᴆᴀᴔᴄᴉᴇ ᴇᴈᴉקᴉ ᴉתᴈᴉצᴋװᴇװᴈᴈᴙᴑ ᴊᴋᴉװצᴋᴉᴄ 

 ᴌᴈᴉᴌᴍᴀṣפᴉᴊ״װץ

1.3.2 ӗפ׳ץᴆᴉפצᴈᴀצ װᴋװᴇװᴈᴈᴉᴁ ץᴆᴉᴄᴀᴋᴉצᴄᴀ 

Ӊᴌᴆᴀ צᴙ ᴌᴒᴀᴍװפᴍװṞ ᴒᴍᴉ ץᴆᴉᴄᴀᴋᴉצᴄפ ᴊᴋᴉᴀ״ᴉᴔᴆפ ᴊᴉ ᴉᴔᴀץᴄװ ᴀᴆᴀ ᴎװ׳Ṟ ᴎᴌᴍᴋפᴈᴀᴆᴀ 

ᴊᴋᴀᴒᴀᴈᴎ ᴈפᴋᴎᴔװᴈᴀᴤṞ צᴙ ᴇᴉװ׳ᴍװ ᴉפ׳ץᴆᴉפצᴍᴗ ᴋװᴔװᴈᴀװṣ ӈᴆᴤ ᴞᴍᴉקᴉ ᴌצᴤ׳ᴀᴍװᴌᴗ ᴌ 

ᴈפᴔװᴁ ᴌᴆᴎץ׳ᴉᴁ ᴊᴉװתתᴋ׳ᴄᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ ᴒװᴋ״װ ᴐᴉᴋᴇᴎ ᴉץᴋפᴍᴈᴉᴁ ᴌצᴤ״ᴀ ᴈפ ᴌפᴁᴍװ 

ᴀᴆᴀ ᴊᴉ ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍװṶṞ ᴎᴄװת צפ״פᴍפᴆᴀ ᴌᴆᴎᴒᴀצᴔקװᴉᴌᴤṣ Ӗפᴔפ ᴄᴉᴇפᴈפת 

ᴉᴊװᴋפᴍᴀצᴈᴉ ᴋפᴌᴌᴇᴉᴍᴋᴀᴍ ᴉץᴋפᴕװᴈᴀװ ᴀ ᴊᴉᴇᴉװ׳ᴍ צᴉᴌᴌᴍפᴈᴉצᴀᴍᴗ תᴉᴌᴍᴎᴊṞ װᴌᴆᴀ 

 ᴔᴈᴉװᴉᴊᴋᴉᴌ ᴎᴌᴊצ ᴋᴈᴉ ᴀᴆᴀװᴉᴇצפᴊᴋװᴈ פᴈװ׳ᴆᴉפᴈ פᴙᴆץ ᴆᴗᴈᴉװᴀᴍצᴁᴌᴍװת פᴄצᴆᴉᴄᴀᴋᴉץ

ᴋװᴔײᴈṣ ӜᴒᴍᴀᴍװṞ ᴒᴍᴉ ᴊᴋᴀ ᴄᴋפᴍᴄᴉᴌᴋᴉᴒᴈᴙᴑ ץᴆᴉᴄᴀᴋᴉצᴄפᴑ ṵᴈװᴌᴄᴉᴆᴗᴄᴉ ᴇᴀᴈᴎᴍ ᴀᴆᴀ ᴒפᴌᴉצṶ 

ᴀᴈᴉץ פתקᴙᴌᴍᴋת װװᴉפת׳ᴍᴗᴌᴤ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴉקᴉ ᴌᴈᴤᴍᴀᴤ ᴉקᴋפᴈᴀᴒװᴈᴀᴤṞ ᴒװᴇ 

 ᴙṣץᴆᴉפ׳ װᴈᴀװᴌᴌᴇᴉᴍᴋפᴋᴔᴀᴍᴌᴤ ᴋװצפ״

1.3.3 ӄᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀת װᴉᴌᴍᴎᴊפ ᴊᴉᴌᴆץ װᴆᴉᴄᴀᴋᴉצᴄᴀ 

Әᴉ ᴉᴄᴉᴈᴒפᴈᴀᴀ ᴌᴋᴉᴄץ פᴆᴉᴄᴀᴋᴉצᴄᴀ תᴉᴌᴍᴎᴊ ᴄ פᴄᴄפᴎᴈᴍᴎ צᴉ״ᴉץᴈᴉצᴆᴤװᴍᴌᴤ 

 צ װᴀᴍתᴉᴁצ ᴍᴗᴌᴤ Ṿ ᴊᴋᴉᴌᴍᴉפצᴀᴌᴍᴋᴀᴋᴉקװᴍᴉᴋᴈᴉ ᴋצᴈᴉ ᴊᴉ׳ᴈᴎ װᴇ ᴈפᴌᴄᴀṣ ӄװᴍᴀᴒפᴍᴉᴇצפ

ᴌᴀᴌᴍװᴇᴎ ᴌᴉ ᴌצᴉᴀᴇᴀ ᴎᴒװᴍᴈᴙᴇᴀ פתᴈᴈᴙᴇᴀṞ ᴄפᴄ ᴉץᴙᴒᴈᴉṣ ӄᴌװ ᴐᴎᴈᴄᴓᴀᴀ ᴌװᴋצᴀᴌפ ᴌᴈᴉפצ 

ӎᴇװᴁᴍצ צ װᴀתᴎṞ ᴒᴍᴉ ᴊᴉצᴍᴉᴋᴈᴙװ ᴈפᴋᴎᴔװᴈᴀᴤ ᴇᴉקᴎᴍ ᴊᴋᴀװצᴌᴍᴀ ᴄ ץᴉᴆת װװᴆᴀᴍװᴆᴗᴈᴉᴁ 
 ᴈᴀᴁװᴋᴎᴔפᴌᴄᴀᴑ ᴈװᴍᴀᴒפᴇװᴈᴙᴑ ᴀᴆᴀ ᴌᴀᴌᴍ״ײᴋᴗװᴌ װפṣ ӄ ᴌᴆᴎᴒװᴄצᴆᴉᴄᴀᴋᴉץ
 ᴈᴉᴌᴍᴀ׳ᴇᴉ״ᴉצ ״װץṵ פᴎᴈᴍפᴄᴄפ פᴄצᴆᴉᴄᴀᴋᴉץ ᴤפᴈᴍᴈװᴈפᴋᴇװᴊ פᴈ׳ᴇᴉ״ᴉצ
 ᴎᴈᴍṶṣפᴄᴄפ ᴈᴈᴙᴁפת ״װᴋװᴒ פᴉᴌᴍᴎᴊת ᴈᴀᴤװᴆצᴈᴉפᴉᴌᴌᴍצ
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ᴌᴍפᴈᴎᴍ תᴉᴌᴍᴎᴊᴈᴙṣ Ӊᴌᴆᴀ ᴊᴋᴀᴒᴀᴈᴉᴁ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ץᴙᴆ ᴈװצװᴋᴈᴙᴁ ᴊפᴋᴉᴆᴗṞ ᴎתװץᴀᴍװᴌᴗṞ 

ᴒᴍᴉ ᴍװᴊװᴋᴗ צצᴉתᴀᴍװ ᴊᴋצפᴀᴆᴗᴈᴙᴁ ᴊפᴋᴉᴆᴗ ṵᴊᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ צᴉᴌᴊᴉᴆᴗ״ᴎᴁᴍװᴌᴗ 

ᴐᴎᴈᴄᴓᴀװᴁ צᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀᴤ ᴊפᴋᴉᴆᴤ). 

1.4 Әᴉᴌᴍᴉᴤᴈᴈפᴤ ץᴆᴉᴄᴀᴋᴉצᴄפ פᴍפᴄ 

>țǸǪȶ éȡɾȶ ᴇᴉװ׳ᴍ ץפ״ᴆᴉᴄᴀᴋᴉפצᴍᴗ פᴄᴄפᴎᴈᴍ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤ תᴆᴤ ᴉװץᴌᴊװᴒװᴈᴀᴤ 

 ᴀᴍ ᴊᴋᴀתᴊᴋᴉᴀᴌᴑᴉ פᴄצᴆᴉᴄᴀᴋᴉץ ᴙᴒᴈᴉץᴁṣ ӗװᴆװᴍפצᴉ״ᴉ ᴊᴉᴆᴗקװ ᴀ פᴀᴌצᴋװᴌᴈᴉᴌᴍᴀ ᴌפᴉᴊ״װץ

ᴉץᴈפᴋᴎװ׳ᴈᴀᴀ ᴈפᴋᴎᴔװᴈᴀᴁ ᴊᴋצפᴀᴆ ᴀᴆᴀ ᴊᴉתᴉ״ᴋᴀᴍװᴆᴗᴈᴉᴁ פᴄᴍᴀצᴈᴉᴌᴍᴀṣ 

Ӊᴌᴆᴀ ӄᴙ ᴍᴉᴆᴗᴄᴉ ᴒᴍᴉ פ״ᴋקװᴀᴌᴍᴋᴀᴋᴉפצᴆᴀᴌᴗ ᴀ ᴈװ ᴇᴉװ׳ᴍצ װᴉᴁᴍᴀ פ צᴄᴄפᴎᴈᴍṞ ᴌᴈפᴒפᴆפ 

ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ װצפ״ᴋᴔᴀᴆᴀ ᴊᴋᴉᴓװᴌᴌ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ ᴊᴉתᴍװצᴋתᴀᴆᴀ תפᴋװᴌ 

ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙ ṽ ᴌᴇṣ פᴈᴀᴇפᴓᴀᴣ ᴈᴀװ׳Ṷṣ Ӊᴌᴆᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴤ צᴙᴊᴉᴆᴈװᴈפ 

ᴊᴋצפᴀᴆᴗᴈᴉṞ ᴈᴉ פᴄᴄפᴎᴈᴍ צᴌײ ᴋצפᴈᴉ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈṞ ״ᴈפᴒᴀᴍ ᴌᴀᴌᴍװᴇצ פᴙᴤצᴀᴆפ 

ᴉᴊᴋװתװᴆײᴈᴈᴙװ ᴊᴋᴀᴒᴀᴈᴙ תᴆᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀṣ Ӗᴀװ׳ ᴉᴊᴀᴌפᴈᴙ צᴉ״ᴇᴉ׳ᴈᴙװ ᴊᴋᴀᴒᴀᴈᴙṞ 

 ᴆᴆᴤᴓᴀᴀṣװᴊפ ᴒᴀפתᴉᴄ ᴊᴉתᴄᴀ ᴀ ᴊᴉᴋᴤצᴆᴉᴄᴀᴋᴉץ װᴈᴀװᴒפᴈ״

1.4.1 Әᴋᴀᴒᴀᴈᴙ ץᴆᴉᴄᴀᴋᴉצᴄᴀ 

Ӗפᴋᴎᴔװᴈᴀװ ᴎᴌᴆᴉצᴀᴁ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤṣ ӂᴄᴄפᴎᴈᴍ ᴇᴉװ׳ᴍ ץᴙᴍᴗ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈ פ״ 

ᴌװᴋᴗ״ײᴈᴉװ ᴈפᴋᴎᴔװᴈᴀװ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴗᴌᴄᴉקᴉ ᴌᴉקᴆפᴔװᴈᴀᴤ. ӖפᴊᴋᴀᴇװᴋṞ ᴊᴉᴊᴙᴍᴄᴀ 

ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ >țǸǪȶ éȡɾȶ תᴆᴤ ᴈװᴆפקװᴆᴗᴈᴉקᴉ ᴌᴄפᴈᴀᴋᴉפצᴈᴀᴤ ᴒᴎ׳ᴀᴑ ᴋװᴌᴎᴋᴌᴉ״װץ צ 

ᴋ״פᴋװᴔװᴈᴀᴤ צᴆװתפᴆᴗᴓצװ ᴀᴆᴀ תᴆᴤ װתᴤᴍװᴆᴗᴈᴉᴌᴍᴀṞ ᴈפᴋᴎᴔפᴣᴕװᴁ פ״ᴄᴉᴈ ᴀ ᴊᴋצפᴀᴆפ 

ᴌװᴋצᴀᴌפṣ ӛפᴄᴀװת װᴁᴌᴍצᴀᴤ ᴋפᴌᴌᴇפᴍᴋᴀפצᴣᴍᴌᴤ ᴄפᴄ ᴈתװᴉᴊᴎᴌᴍᴀᴇᴙװ ᴀ תװצᴎᴍ ᴄ 

ᴈװᴇתװᴆװᴈᴈᴉᴁ ץᴆᴉᴄᴀᴋᴉצᴄװṣ 

Әᴉתᴉ״ᴋᴀᴍװᴆᴗᴈפᴤ פᴄᴍᴀצᴈᴉᴌᴍᴗ. Ӛᴀᴌᴍװᴇצפ פᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ ᴇᴉᴈᴀᴍᴉᴋᴀᴍ פᴈᴉᴇפᴆᴗᴈᴉװ 

ᴊᴉװתװצᴈᴀפ װᴄᴄפᴎᴈᴍᴉצṣ ӄ ᴌᴆᴎᴒצ װפᴙᴤצᴆװᴈᴀᴤ ᴊᴉתᴉ״ᴋᴀᴍװᴆᴗᴈᴉᴁ פᴄᴍᴀצᴈᴉᴌᴍᴀ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ᴈװᴉץᴙᴒᴈᴉ ץᴉᴆᴗᴔᴉקᴉ ᴒᴀᴌᴆפ״ פᴊᴋᴉᴌᴉפ״ צ ᴄᴉᴋᴉᴍᴄᴀᴁ ᴊװᴋᴀᴉתṞ ᴊᴉᴊᴙᴍᴉᴄ 

ᴉץᴑᴉפת ᴆᴀᴇᴀᴍᴉצ ᴀᴆᴀ צᴑᴉצ פת ᴌᴀᴌᴍװᴇᴎ ᴀ״ ᴈװᴊᴋᴀצᴙᴒᴈᴙᴑ װקᴉᴆᴉᴄפᴓᴀᴁṶ פᴄᴄפᴎᴈᴍ ᴇᴉװ׳ᴍ 

 ᴍװפקᴊᴉᴇᴉ פᴋװᴤ ᴇפᴈצᴈᴍᴀװצװᴤ ᴊᴋפᴄפᴌᴈᴉᴌᴍᴀṣ ӛפᴉᴊ״װץ ᴆᴤᴑװᴓ צ ᴈפצᴆᴉᴄᴀᴋᴉץפ״ ᴙᴍᴗץ

ᴊᴋתװᴉᴍצᴋפᴍᴀᴍᴗ צᴉ״ᴇᴉ׳ᴈᴙװ ᴎקᴋᴉ״ᴙ ṽ ᴈפᴊᴋᴀᴇװᴋṞ ᴄᴉᴇᴊᴋᴉᴇװᴍפᴓᴀᴣ פᴄᴄפᴎᴈᴍפ ᴀᴆᴀ 

 ṣפᴀᴌצᴋװᴇᴀ ᴌפᴌᴎᴋᴌװᴋ װᴈᴀװᴆץװᴆᴉᴎᴊᴉᴍᴋ״

Ӛᴉפת״ᴈᴀװ ᴈװᴌᴄᴉᴆᴗᴄᴀᴑ פᴄᴄפᴎᴈᴍᴉצṣ Ӎפᴊᴋװᴕװפᴍᴌᴤ ᴋקװᴀᴌᴍᴋᴀᴋᴉפצᴍᴗ ץᴉᴆװװ ᴉתᴈᴉקᴉ 

 ᴍᴈᴙᴑפᴌᴊᴆװץ ᴆᴗᴈᴙᴑװᴉᴊᴉᴆᴈᴀᴍת ᴈᴀᴤװᴈᴀᴁ ᴀᴆᴀ ᴊᴉᴆᴎᴒװᴈᴀᴒפᴋקᴉ פתᴑᴉץᴆᴤ ᴉת פᴎᴈᴍפᴄᴄפ

 װᴆᴀᴋᴎᴣᴕᴀץᴎת ᴉᴁץᴎ ᴌᴉת׳װᴇ װᴈᴈᴙפ״ᴤצᴀᴍ ᴌ׳ᴋᴎפᴈץᴉ פᴇװᴁṣ Ӊᴌᴆᴀ ᴌᴀᴌᴍװᴈᴉᴌᴍ׳ᴇᴉ״ᴉצ

 ᴈᴀᴤṣװת׳װᴎᴊᴋתװᴊᴋ ״װץ ᴈᴙפצᴆᴉᴄᴀᴋᴉץפ״ ᴙᴍᴗץ ᴎᴍקᴉᴈᴀ ᴇᴉ װᴌצ ᴎᴈᴍᴙṞפᴄᴄפ
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Ӆᴋᴎץᴙװ ᴈפᴋᴎᴔװᴈᴀᴤ ᴀ ״ᴆᴉᴎᴊᴉᴍᴋץװᴆװᴈᴀᴤṣ ӄ ᴌᴆᴎᴒפᴤᴑ קᴋᴎץᴙᴑ ᴀᴆᴀ ᴊᴉצᴍᴉᴋᴈᴙᴑ 

ᴈפᴋᴎᴔװᴈᴀᴁ ץᴆᴉᴄᴀᴋᴉצᴄפṞ ᴄפᴄ ᴊᴋצפᴀᴆᴉṞ ᴈᴉᴌᴀᴍ ᴊװᴋᴇפᴈװᴈᴍᴈᴙᴁ ᴑפᴋפᴄᴍװᴋṣ Ӓ ᴍפᴄᴀᴇ 

ᴈפᴋᴎᴔװᴈᴀᴤᴇ ᴉᴍᴈᴉᴌᴤᴍᴌᴤ ᴊᴉᴊᴙᴍᴄᴀ ״צᴆᴉᴇפᴍᴗ ᴌפᴇ ᴌװᴋצᴀᴌ >țǸǪȶ éȡɾȶṞ ᴎᴇᴙᴔᴆװᴈᴈᴉװ 

ᴈפᴈװᴌװᴈᴀצ װᴋת פתװᴋᴎקᴀᴇ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤᴇṞ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴌװᴋצᴀᴌצ פ ᴓװᴆᴤᴑṞ 

ᴊᴋᴉᴍᴀצᴉᴋװᴒפᴕᴀᴑ ᴊᴋᴀᴈᴓᴀᴊפᴇ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṣ ӄ ᴊᴉתᴉץᴈᴙᴑ ᴌᴀᴍᴎפᴓᴀᴤᴑ תᴉᴌᴍᴎᴊ 

 ᴁṣװᴆװᴍפצᴉ״ᴊᴉᴆᴗ ײװ ᴍᴐᴉᴋᴇᴙ ᴀפᴆᴤ ᴊᴆת ״ᴋᴉקᴎ װᴈᴀפ׳װץ״ᴉ ᴀצ ᴍᴌᴤװᴆᴉᴄᴀᴋᴎץ

1.4.2 Ӡᴍᴉ ᴉ״ᴈפᴒװפᴍ ץᴆᴉᴄᴀᴋᴉצᴄפ 

Ӄᴆᴉᴄᴀᴋᴉצᴄפ פᴄᴄפᴎᴈᴍפ ᴉ״ᴈפᴒװפᴍṞ ᴒᴍᴉ ӄᴙ ᴈװ ᴇᴉװ׳ᴍװ ᴊᴉᴆᴗ״ᴉפצᴍᴗᴌᴤ ᴌװᴋצᴀᴌᴉᴇṣ Әᴋᴀ 

ᴊᴉᴊᴙᴍᴄצ װᴑᴉצ פת ᴆᴀᴒᴈᴙᴁ ᴄץפᴀᴈװᴍ ӄᴙ ᴎצᴀתᴀᴍװ ᴎתװצᴉᴇᴆװᴈᴀװ ᴉ ץᴆᴉᴄᴀᴋᴉצᴄװṞ ᴀ 

 ᴈṣװᴈᴀᴒפᴋקᴍ ᴉװתᴎץ ᴆᴎ >țǸǪȶ éȡɾȶפᴉᴌᴍᴎᴊ ᴄ ᴐᴎᴈᴄᴓᴀᴉᴈת

Ӛᴄפᴈᴀᴋᴉפצᴈᴀצ װᴉ צᴋװᴇᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴈצװᴉ״ᴇᴉ׳ᴈᴉṣ әפᴈװװ ᴌᴉᴑᴋפᴈײᴈᴈᴙפת װᴈᴈᴙװ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ᴉᴍᴒײᴍᴙ ᴉ ᴊᴋᴉװצᴋᴄפᴑ ᴀ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴊᴋᴉװᴄᴍᴉצṶ ᴉᴌᴍפᴣᴍᴌᴤ צ ᴌᴀᴌᴍװᴇװṞ 

ᴈᴉ ᴈתװᴉᴌᴍᴎᴊᴈᴙ תᴉ ᴌᴈᴤᴍᴀᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀṣ Ӄᴆᴉᴄᴀᴋᴉצᴄװת פᴁᴌᴍצᴎװᴍ ᴈפ 

ᴈװᴉᴊᴋװתװᴆײᴈᴈᴙᴁ ᴌᴋᴉᴄ ṵתᴉ ᴋװᴔװᴈᴀᴤ צᴉᴊᴋᴉᴌפṶ ṽ ᴌפᴇפ ᴊᴉ ᴌװץװ ᴉᴈפ ᴈװ ᴉᴍᴇװᴈᴤװᴍᴌᴤ 

ᴌᴉ צᴋװᴇװᴈװᴇṞ ᴍᴋץװᴎװᴍᴌᴤ צᴇװᴔפᴍװᴆᴗᴌᴍצᴉ ᴊᴉװתתᴋ׳ᴄᴀ תᴆᴤ ײװ ᴌᴈᴤᴍᴀᴤṣ 

1.4.3 Ӓפᴄ ᴊᴉפתᴍᴗ פᴊװᴆᴆᴤᴓᴀᴣ 

ӂᴊװᴆᴆᴤᴓᴀᴤ ṽ ᴞᴍᴉ פ״ᴊᴋᴉᴌ ᴈפ ᴊװᴋװᴌᴇᴉᴍᴋ ᴋװᴔװᴈᴀᴤ ᴉ ץᴆᴉᴄᴀᴋᴉצᴄפ װᴄᴄפᴎᴈᴍפṣ Ӊᴌᴆᴀ ӄᴙ 

ᴌᴒᴀᴍװפᴍץ װᴆᴉᴄᴀᴋᴉצᴄᴎ ᴉᴔᴀץᴉᴒᴈᴉᴁ ᴀᴆᴀ ᴎװ׳ ᴎᴌᴍᴋפᴈᴀᴆᴀ ᴈפᴋᴎᴔװᴈᴀᴤṞ צᴙᴊᴉᴆᴈᴀᴍװ 

ᴌᴆתװᴎᴣᴕᴀװ ᴔקפᴀṞ ᴒᴍᴉץᴙ ᴊᴉפתᴍᴗ פᴊװᴆᴆᴤᴓᴀᴣṝ 

 Ӛצᴤ׳ᴀᴍװᴌᴗ ᴌ ᴍװᴑᴈᴀᴒװᴌᴄᴉᴁ ᴊᴉװתתᴋ׳ᴄᴉᴁṣ ӗᴍᴊᴋצפᴗᴍװ ᴉץᴋפᴕװᴈᴀװ ᴒװᴋ״װ 

ᴉᴈᴆפᴁᴈ-ᴒפᴍ ᴈפ ᴈפᴔװᴇ ᴌפᴁᴍװ ᴀᴆᴀ ᴈפ ᴞᴆװᴄᴍᴋᴉᴈᴈᴎᴣ ᴊᴉᴒᴍᴎ support@check -risk.ru . 

ӄ ᴍװᴇװ ᴌᴉᴉץᴕװᴈᴀᴤ ᴎᴄ׳פᴀᴍװṞ ᴒᴍᴉ ᴋװᴒᴗ ᴀײתᴍ ᴉפ ץᴊװᴆᴆᴤᴓᴀᴀ ץᴆᴉᴄᴀᴋᴉצᴄᴀ פᴄᴄפᴎᴈᴍפṣ  

mailto:support@check-risk.ru
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 Әᴋתװᴉᴌᴍצפᴗᴍװ ᴀᴈᴐᴉᴋᴇפᴓᴀᴣ ᴀ ᴉץᴘᴤᴌᴈװᴈᴀᴤṣ ӄ ᴍװᴄᴌᴍװ ᴉץᴋפᴕװᴈᴀᴤ ᴉᴊᴀᴔᴀᴍװ 

ᴌᴀᴍᴎפᴓᴀᴣṣ ӗץᴤפ״ᴍװᴆᴗᴈᴉ ᴎᴄ׳פᴀᴍתפ װᴋװᴌ ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙṞ ᴈפ ᴄᴉᴍᴉᴋᴙᴁ 

 ᴈᴀᴣṞװᴇᴎ ᴇᴈװᴔפᴇᴎṞ ᴊᴉ ӄװṞ ᴊᴉᴒװᴘᴤᴌᴈᴀᴍץᴈᴉ ᴉץᴋᴉתᴎᴈᴍṞ ᴀ ᴊᴉפᴄᴄפ ᴈפצᴀᴌᴍᴋᴀᴋᴉקװᴋפ״

 װװᴌᴍᴈװᴀ ᴒ װװᴇ ᴊᴉᴆᴈװṣ Ӡװᴈᴀװᴋᴎᴔפᴀᴆᴀ ᴈצפᴄ ӄᴙ ᴀᴌᴊᴋפᴀᴆᴀ ᴄ פᴋᴈװצװᴈ פᴄצᴆᴉᴄᴀᴋᴉץ

 ᴓᴀᴀṣפᴁ ᴌᴀᴍᴎװᴔפӄ צ ᴍᴗᴌᴤפᴋץᴉ״פᴇ ᴋפᴆᴀᴌᴍפᴓᴀװᴌᴊ װᴇ ᴊᴋᴉᴕװᴓᴀᴤṞ ᴍפᴍ ᴀᴈᴐᴉᴋᴇװתᴎץ

 ӗ׳ᴀפתᴁᴍװ ᴉᴍװצᴍṣ Ӛᴊװᴓᴀפᴆᴀᴌᴍᴙ ᴈפᴔװᴁ ᴊᴉװתתᴋ׳ᴄᴀ ᴋפᴌᴌᴇᴉᴍᴋᴤᴍ פ״ᴊᴋᴉᴌ 

ᴀᴈתᴀצᴀתᴎפᴆᴗᴈᴉṣ ӗץᴙᴒᴈᴉ ᴈפ ᴞᴍᴉ ᴍᴋץװᴎװᴍᴌᴤ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴋץפᴉᴒᴀᴑ תᴈװᴁṣ Әᴉᴌᴆװ 

ᴊᴋᴉװצᴋᴄᴀ ӄᴙ ᴊᴉᴆᴎᴒᴀᴍװ ᴉᴍ ᴈפᴌ ᴊᴀᴌᴗᴇᴉ ᴌ ᴋ״װᴎᴆᴗᴍפᴍᴉᴇ ᴋפᴌᴌᴇᴉᴍᴋװᴈᴀᴤṣ Ӊᴌᴆᴀ 

 צ ᴈṣ Ӊᴌᴆᴀפצᴆᴉᴄᴀᴋᴉץ״פᴍ ᴋװתᴎץ ᴎᴈᴍפᴄᴄפ Ṟפᴈװᴉᴋצᴍװᴆצᴉתᴆᴆᴤᴓᴀᴤ ᴎװᴊפ

ᴋץ״פᴆᴉᴄᴀᴋᴉפצᴈᴀᴀ ᴉᴍᴄפ״פᴈᴉṞ ᴇᴙ ᴊᴉᴤᴌᴈᴀᴇ ᴊᴋᴀᴒᴀᴈᴙ ᴉᴍᴄפ״פṣ 

Ӗװ ᴊᴙᴍפᴁᴍװᴌᴗ פ״ᴋקװᴀᴌᴍᴋᴀᴋᴉפצᴍᴗ ᴈᴉצᴙᴁ פᴄᴄפᴎᴈᴍṞ ᴒᴍᴉץᴙ ᴉץᴉᴁᴍᴀ ץᴆᴉᴄᴀᴋᴉצᴄᴎṣ ӛפᴄᴀװ 
 ᴌ װᴈᴈᴙפת״ᴎᴈᴍᴙṞ ᴌᴉפᴄᴄפ װᴍᴉᴋᴈᴙצᴊᴉ װṣ ӄᴌפᴀᴌצᴋװᴌ פᴀᴆצפᴣᴍ ᴊᴋפᴋᴎᴔפᴀᴤ ᴈצᴁᴌᴍװת
ᴓװᴆᴗᴣ ᴉץᴑᴉץ פתᴆᴉᴄᴀᴋᴉצᴄᴀṞ ᴍפᴄץ װ׳ᴎתᴎᴍ ᴉץᴈפᴋᴎװ׳ᴈᴙ ᴀ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴙṣ 
Әᴉתᴉץᴈᴙװ ᴊᴉᴊᴙᴍᴄᴀ ᴉץᴑᴉפת ᴉקᴋפᴈᴀᴒװᴈᴀᴁ ᴇᴉקᴎᴍ ᴈפקװᴍᴀצᴈᴉ ᴊᴉצᴆᴀᴤᴍᴗ ᴈפ 
ᴋפᴌᴌᴇᴉᴍᴋװᴈᴀװ ӄפᴔװᴁ פᴊװᴆᴆᴤᴓᴀᴀṣ 
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1.5 ӄᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀת װᴉᴌᴍᴎᴊפ ᴄ פᴄᴄפᴎᴈᴍᴎ 

ӄᴉ״ᴈᴀᴄᴆᴀ ᴊᴋᴉץᴆװᴇᴙ ᴌᴉ צᴑᴉתᴉᴇ פ צᴄᴄפᴎᴈᴍ Check Risk Ṥ Ӗᴀצ װ׳ᴙ ᴈפᴁװתᴍװ 

ᴋװᴄᴉᴇװᴈפתᴓᴀᴀṞ ᴒᴍᴉ װתᴆפᴍᴗṞ װᴌᴆᴀ צᴙ ץפ״ᴙᴆᴀ ᴆᴉקᴀᴈ ᴀᴆᴀ ᴊᴉᴍװᴋᴤᴆᴀ תᴉᴌᴍᴎᴊ ᴄ 

ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍװṞ ᴎᴄפ״פᴈᴈᴉᴁ ᴊᴋᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ. 

1.5.1 Ӊᴌᴆᴀ צᴙ ץפ״ᴙᴆᴀ ᴆᴉקᴀᴈ 

Әᴉᴊᴋᴉץᴎᴁᴍצ װᴉᴁᴍᴀ ᴊᴉ תפᴋװᴌᴎ ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙṣ ӄתװצᴀᴍתפ װᴋװᴌ 

ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙṞ ᴄᴉᴍᴉᴋᴙᴁ צᴙ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴆᴀ ᴊᴋᴀ ᴋקװᴀᴌᴍᴋפᴓᴀᴀṞ צ ᴊᴉᴆת װᴆᴤ 

ᴆᴉקᴀᴈפ ᴈפ ᴌᴍᴋפᴈᴀᴓצ װᴑᴉפתṣ ӂתᴋװᴌ ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ צ ᴄפᴒװᴌᴍװצ 

ᴆᴉקᴀᴈפṞ ᴀ צᴙ ᴌᴇᴉװ׳ᴍװ ᴎᴌᴊװᴔᴈᴉ צᴉᴁᴍᴀ צ ᴌᴀᴌᴍװᴇᴎṣ 

ӄᴉᴌᴊᴉᴆᴗ״ᴎᴁᴍװᴌᴗ צᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀװᴇ ᴊפᴋᴉᴆᴤṣ Ӊᴌᴆᴀ צᴉᴁᴍᴀ ᴊᴉ ǸɃǍȡȺ ᴈװ 

ᴊᴉᴆᴎᴒᴀᴆᴉᴌᴗṞ ᴈ׳פᴇᴀᴍװ ᴈפ ᴌᴌᴙᴆᴄᴎ «Ӎץפᴙᴆᴀ ᴊפᴋᴉᴆᴗṤ» ᴈפ ᴌᴍᴋפᴈᴀᴓצפ װᴍᴉᴋᴀפ״ᴓᴀᴀ ᴀ 

ᴎᴄ׳פᴀᴍתפ װᴋװᴌ ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙṞ ᴊᴋᴀצᴤפ״ᴈᴈᴙᴁ ᴄ פצᴔװᴇᴎ פᴄᴄפᴎᴈᴍᴎṣ Ӗפ ᴞᴍᴉᴍ 

 ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ צᴋᴉᴆᴤṣ ӄᴙᴊᴉᴆᴈᴀפᴋᴉᴌᴎ ᴊץᴍ ᴊᴀᴌᴗᴇᴉ ᴌ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤᴇᴀ ᴊᴉ ᴌײתᴌ ᴊᴋᴀװᴋתפ

ᴀ״ ᴊᴀᴌᴗᴇפṞ צᴙ ᴌᴇᴉװ׳ᴍפתפ״ װᴍᴗ ᴈᴉצᴙᴁ ᴊפᴋᴉᴆᴗ ᴀ צᴉᴌᴌᴍפᴈᴉצᴀᴍᴗ תᴉᴌᴍᴎᴊ ᴄ פᴄᴄפᴎᴈᴍᴎṣ ӄ 

ᴊᴀᴌᴗᴇװ ᴍפᴄװ׳ ᴇᴉװ׳ᴍ ץᴙᴍᴗ ᴎᴄפ״פᴈ פצᴔ ᴆᴉקᴀᴈṣ 

ӗץᴋפᴕװᴈᴀצ װ ᴌᴆᴎץ׳ᴎ ᴊᴉװתתᴋ׳ᴄᴀ ṵᴊᴋᴀ ᴉᴍᴌᴎᴍᴌᴍצᴀᴀ תᴉᴌᴍᴎᴊפṶṣ Ӊᴌᴆᴀ צᴙ ᴈװ 

ᴇᴉװ׳ᴍצ װᴉᴁᴍᴀ פ צᴄᴄפᴎᴈᴍ ṵᴈפᴊᴋᴀᴇװᴋṞ ץפ״ᴙᴆᴀ ᴊפᴋᴉᴆᴗṞ פ ᴌץᴋᴉᴌᴀᴍᴗ קװᴉ ᴒװᴋ״װ ᴌᴍפᴋᴙᴁ 

ǸɃǍȡȺ ᴈװ ᴊᴉᴆᴎᴒװפᴍᴌᴤṶṞ ᴌצᴤ׳ᴀᴍװᴌᴗ ᴌ ᴈפᴔװᴁ ᴌᴆᴎץ׳ᴉᴁ ᴊᴉװתתᴋ׳ᴄᴀṣ ӕᴙ ᴊᴉᴇᴉװ׳ᴇ 

ᴊᴉתᴍװצᴋתᴀᴍᴗṞ ᴒᴍᴉ פᴄᴄפᴎᴈᴍ ᴊᴋᴀᴈתפᴆ׳װᴀᴍ פצᴇṞ ᴀ ᴊᴋᴀצᴤװ׳ᴇ ᴄ ᴈװᴇᴎ ᴈᴉצᴙᴁ תפᴋװᴌ 

ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁ ᴊᴉᴒᴍᴙṞ ᴒᴍᴉץᴙ צᴙ ᴌᴈᴉפצ ᴊᴉᴆᴎᴒᴀᴆᴀ תᴉᴌᴍᴎᴊ ᴄ ᴌצᴉװᴇᴎ ᴊᴋᴉᴐᴀᴆᴣṣ 

1.6 Ӝפתᴆװᴈᴀפ װᴄᴄפᴎᴈᴍפ 

Ӊᴌᴆᴀ ӄᴙ ᴋװᴔᴀᴆᴀ ᴎפתᴆᴀᴍᴗ ᴌצᴉᴁ פᴄᴄפᴎᴈᴍ ᴈפ ᴊᴆפᴍᴐᴉᴋᴇװ Check Risk Ṟ ӄᴙ ᴇᴉװ׳ᴍװ 

ᴌװתᴆפᴍᴗ ᴞᴍᴉṞ ᴉᴍᴊᴋצפᴀצ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ פ״ᴊᴋᴉᴌṣ ӕᴙ ᴊᴉᴈᴀᴇװפᴇ ׳פצᴈᴉᴌᴍᴗ ӄפᴔװᴁ 

ᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴌᴍᴀ ᴀ װתᴁᴌᴍצᴎװᴇ ᴌᴍᴋᴉקᴉ צ ᴋפᴇᴄפᴑ פ״ᴄᴉᴈᴉפתᴍװᴆᴗᴌᴍפצ ᴉ 

ᴊװᴋᴌᴉᴈפᴆᴗᴈᴙᴑ פתᴈᴈᴙᴑ ṵӞװתװᴋפᴆᴗᴈᴙᴁ פ״ᴄᴉᴈ Ἐ 152-ӞӍ ẇӗ ᴊװᴋᴌᴉᴈפᴆᴗᴈᴙᴑ פתᴈᴈᴙᴑẈṶṣ 

Ӗᴀצ װ׳ᴙ ᴈפᴁװתᴍװ ᴊᴋᴉᴌᴍᴎᴣ ᴊᴉᴔקפᴉצᴎᴣ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴣ ᴊᴉ ᴎפתᴆװᴈᴀᴣ פᴄᴄפᴎᴈᴍפṞ 

ᴉץᴘᴤᴌᴈװᴈᴀװ ᴊᴉᴌᴆתװᴌᴍצᴀᴁ ᴞᴍᴉקᴉ װתᴁᴌᴍצᴀᴤ ᴀ פקᴋפᴈᴍᴀᴀ ᴌᴉץᴆᴣװתᴈᴀᴤ 

ᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴌᴍᴀṣ 

1.6.1 Ӓפᴄ ᴉᴍᴊᴋצפᴀᴍᴗ פ״ᴊᴋᴉᴌ ᴈפ ᴎפתᴆװᴈᴀפ װᴄᴄפᴎᴈᴍפ 

Ӡᴍᴉץᴙ ᴎפתᴆᴀᴍᴗ פᴄᴄפᴎᴈᴍṞ צᴙᴊᴉᴆᴈᴀᴍװ ᴌᴆתװᴎᴣᴕᴀװ ᴔקפᴀṝ 

https://check-risk.ru/
https://check-risk.ru/register
https://check-risk.ru/password
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1.6.2 Ӡᴍᴉ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ ᴊᴉᴌᴆװ ᴎפתᴆװᴈᴀᴤ פᴄᴄפᴎᴈᴍפ 

Ӄצ״װᴉצ״ᴋפᴍᴈᴉװ ᴎפתᴆװᴈᴀפת װᴈᴈᴙᴑṝ ӄᴌפת װᴈᴈᴙװṞ ᴌצᴤפ״ᴈᴈᴙװ ᴌ ӄפᴔᴀᴇ פᴄᴄפᴎᴈᴍᴉᴇ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ᴆᴀᴒᴈפᴤ ᴀᴈᴐᴉᴋᴇפᴓᴀᴤṞ ǸɃǍȡȺṞ ᴋ״װᴎᴆᴗᴍפᴍᴙ ᴌᴄפᴈᴀᴋᴉפצᴈᴀᴤṶṞ ץᴎתᴎᴍ 

ᴊᴉᴆᴈᴉᴌᴍᴗᴣ ᴎפתᴆװᴈᴙ ᴀ״ ᴈפᴔװᴁ ᴌᴀᴌᴍװᴇᴙ ᴀ ᴈװ ᴊᴉתᴆפ׳װᴍ צᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀᴣṣ Ӭᴍᴉ 

ᴉ״ᴈפᴒװפᴍṞ ᴒᴍᴉ ᴀᴈᴐᴉᴋᴇפᴓᴀᴤ ᴉפ ץᴄᴄפᴎᴈᴍװ ᴀᴌᴒ״װᴈװᴍ צ ״װץᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴀ צᴉצ״ᴋפᴍפṣ 

ӗᴍᴌᴎᴍᴌᴍצᴀת װᴉᴌᴍᴎᴊפ: ᴊᴉᴌᴆװ ᴎפתᴆװᴈᴀᴤ פᴄᴄפᴎᴈᴍפ ӄᴙ ᴈװ ᴌᴇᴉװ׳ᴍצ װᴉᴁᴍᴀ צ >țǸǪȶ éȡɾȶ 

ᴌ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװᴇ ӄפᴔᴀᴑ ᴊᴋ׳װᴈᴀᴑ ᴎᴒײᴍᴈᴙᴑ פתᴈᴈᴙᴑ ṵᴆᴉקᴀᴈפ ᴀ ᴊפᴋᴉᴆᴤṶ ᴀᴆᴀ ᴄפᴄᴀᴇ-

ᴆᴀץᴉ ᴉץᴋ״פᴉᴇ צᴉᴌᴌᴍפᴈᴉצᴀᴍᴗ ᴎפתᴆײᴈᴈᴙᴁ פᴄᴄפᴎᴈᴍṣ Ӊᴌᴆᴀ ץ צᴎתᴎᴕװᴇ ӄᴙ ᴋװᴔᴀᴍװ 

ᴌᴈᴉצ פצᴉᴌᴊᴉᴆᴗ״ᴉפצᴍᴗᴌᴤ ᴌװᴋצᴀᴌᴉᴇṞ ᴊᴉᴍᴋץװᴎװᴍᴌᴤ פ״ᴋקװᴀᴌᴍᴋᴀᴋᴉפצᴍᴗ ᴈᴉצᴙᴁ פᴄᴄפᴎᴈᴍṣ 

Ӛᴋᴉᴄᴀ צᴙᴊᴉᴆᴈװᴈᴀᴤ פ״ᴊᴋᴉᴌפṝ ӄפᴔ פ״ᴊᴋᴉᴌ ᴈפ ᴎפתᴆװᴈᴀװ ᴉץᴋפץפᴍᴙװפצᴍᴌᴤ ᴄפᴄ 

ᴇᴉ׳ᴈᴉ ץᴙᴌᴍᴋװװṣ Ӓפᴄ ᴊᴋצפᴀᴆᴉṞ ᴊᴋᴉᴓװᴌᴌ פ״ᴈᴀᴇװפᴍ ᴈץ װᴉᴆװװ ᶵ ᴋץפᴉᴒᴀᴑ תᴈװᴁ ᴌ 

ᴇᴉᴇװᴈᴍפ ᴉץᴋפᴕװᴈᴀᴤ Ṿ ᴞᴍᴉ ᴌᴉᴉᴍװצᴍᴌᴍצᴎװᴍ ᴍᴋץװᴉפצᴈᴀᴤᴇ פ״ᴄᴉᴈᴉפתᴍװᴆᴗᴌᴍפצṣ ӄᴙ 

 ᴈᴉṣװᴋᴔװצפ״ פᴎᴈᴍפᴄᴄפ װᴈᴀװᴆפתᴎ פתקᴈᴙṞ ᴄᴉװᴉᴇᴆתװצᴎ װᴍװתᴎץ

Ӛᴉᴉᴍװצᴍᴌᴍצᴀפ״ װᴄᴉᴈᴉפתᴍװᴆᴗᴌᴍצᴎṝ Ӝפתᴆװᴈᴀפ װᴄᴄפᴎᴈᴍפ ᴀ ᴎᴈᴀᴒᴍᴉװ׳ᴈᴀװ 

ᴊװᴋᴌᴉᴈפᴆᴗᴈᴙᴑ פתᴈᴈᴙᴑ ᴊᴋᴉצᴉתᴀᴍᴌᴤ צ ᴌᴍᴋᴉקᴉᴇ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ Ӟװתװᴋפᴆᴗᴈᴙᴇ 

 װᴈᴀװתᴆᴣץᴍ ᴌᴉװᴈᴍᴀᴋᴎפᴋפק ᴈᴈᴙᴑẈṣ Ӭᴍᴉפת ᴆᴗᴈᴙᴑפᴋᴌᴉᴈװᴄᴉᴈᴉᴇ Ἐ 152-ӞӍ ẇӗ ᴊפ״

ӄפᴔᴀᴑ ᴊᴋצפṞ פ ᴍפᴄװ׳ ᴊᴉᴆᴈᴎᴣ ᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴌᴍᴗ ᴀ פ״ᴄᴉᴈᴈᴉᴌᴍᴗ צᴌװᴑ װתᴁᴌᴍצᴀᴁ ᴌ 

   ᴈᴈᴙᴇᴀṣפת
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2. Ӗפᴒפᴆᴉ ᴋץפᴉᴍᴙ 

ᶰṣᶯ ӗᴊᴀᴌפᴈᴀצ װᴙװתᴆװᴈᴈᴉᴁ ᴀᴈᴐᴋפᴌᴍᴋᴎᴄᴍᴎᴋᴙ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋתװᴌᴍצפᴆװᴈᴉ ᴉᴊᴀᴌפᴈᴀצ װᴙװתᴆװᴈᴈᴉᴁ ᴀᴈᴐᴋפᴌᴍᴋᴎᴄᴍᴎᴋᴙ WAF 

SaaS, ᴊᴋתװᴉᴌᴍצפᴆᴤװᴇᴉᴁ צᴌװᴇ ᴄᴆᴀװᴈᴍפᴇ ᴌ ᴍᴀᴊᴉᴇ ᴆᴀᴓװᴈ״ᴀᴀ ẇӒᴉᴇᴇװᴋᴒװᴌᴄפᴤẈṣ 

ӕפᴍװᴋᴀפᴆ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ ᴌᴊװᴓᴀפᴆᴀᴌᴍᴉצ ᴊᴉ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ 

ᴌװᴍצװᴙᴑ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴉᴋᴉצṞ ᴄᴉᴍᴉᴋᴙװ ᴊᴆפᴈᴀᴋᴎᴣᴍ ᴞᴄᴌᴊᴆᴎפᴍפᴓᴀᴣ ᴌװᴋצᴀᴌצ פ 

 ᴇᴄᴉᴌᴍᴀװ ᴈᴀᴤ ᴊᴉװᴔװᴣᴕᴀᴑ ᴋפᴆᴤ ᴆᴀᴓṞ ᴊᴋᴀᴈᴀᴇת װ׳ᴄפᴍ פ Ṟװᴈᴈᴉᴇ ᴄᴉᴈᴍᴎᴋװᴆװתᴙצ

ᴄפᴈפᴆᴉצ ᴌצᴤ״ᴀ ᴀ ᴋ׳װᴀᴇפᴇ ᴉᴍᴄ״פᴉᴎᴌᴍᴉᴁᴒᴀצᴉᴌᴍᴀṣ 

2.1.1 Әᴉᴋᴤתᴉᴄ פ״צᴀᴇᴉװתᴁᴌᴍצᴀᴤ ᴀ ᴊפᴋפᴇװᴍᴋᴙ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀ 

Ӛᴉᴌᴍצ צפᴙװתᴆװᴈᴈᴉᴁ ᴀᴈᴐᴋפᴌᴍᴋᴎᴄᴍᴎᴋᴙ 

Ӄפᴆפᴈᴌᴀᴋᴉצᴕᴀᴄᴀ ᴍᴋפᴐᴀᴄפ ᴎᴋᴉצᴈᴤ ¬ᶲṩ¬ᶵṝ ᴉתᴀᴈ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴞᴄװ״ᴇᴊᴆᴤᴋᴉצṣ 

Ӄ״פᴉפצᴤ ᴊᴋᴉᴊᴎᴌᴄᴈפᴤ ᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴗ ᴄת׳פᴉקᴉ פץᴆפᴈᴌᴀᴋᴉצᴕᴀᴄפ ᴉᴍ ᶯ ӅץᴀᴍṩᴌṞ פצᴋᴀפᴈᴍᴙ 

ᶯᶮ ᴀ ᶯᶮᶮ Ӆץᴀᴍṩᴌ תᴉᴌᴍᴎᴊᴈᴙ ᴊᴉ ᴌᴉקᴆפᴌᴉפצᴈᴀᴣ. 

Ӝ״ᴆᴙ ğ!f צ צᴀצ װתᴀᴋᴍᴎפᴆᴗᴈᴙᴑ ᴌװᴋװצᴋᴉצ ṵ©Ğ¶Ṷṝ ᴈװ ᴇװᴈצת װװᴎᴑ ᴞᴄװ״ᴇᴊᴆᴤᴋᴉצṞ 

 ᴤפצᴉ״פᴒᴈᴙᴇṶ ӡӗӈṣ Ӄפᴆץᴈᴙᴇ ṵᴉ״פᴎᴇ ᴋצת ᴈᴙ ᴊᴉװᴆװת״פᴌᴄᴀ ᴋװᴐᴀᴒפᴋקᴉװק

ᴊᴋᴉᴊᴎᴌᴄᴈפᴤ ᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴗ ᴌװᴍצװᴙᴑ ᴀᴈᴍװᴋᴐװᴁᴌᴉצ ᴄת׳פᴉקᴉ ᴎ״ᴆפ ᴉᴍ ᶯ Ӆץᴀᴍṩᴌ, 

 .ᴈᴀᴣפצᴌᴉפᴆקᴉᴌᴍᴎᴊᴈᴙ ᴊᴉ ᴌᴉת ᴀᴍṩᴌץᴈᴍᴙ ᶯᶮ ᴀ ᶯᶮᶮ Ӆפᴋᴀפצ

Ӛװᴍפצװᴤ ᴆᴉקᴀᴒװᴌᴄפᴤ ᴇᴉװתᴆᴗ 

ӄᴙװתᴆװᴈᴀװ ᴀ״ᴉᴆᴀᴋᴉפצᴈᴈᴉקᴉ ᴊװᴋᴀᴇװᴍᴋפ ṵĞæ>ṩĞ¬!¸Ṷ תᴆᴤ ᴌװᴋצᴀᴌᴈᴙᴑ ᴊᴉתᴌװᴍװᴁṣ 

Ӗ״פᴈפᴒװᴈᴀצ װᴙװתᴆװᴈᴈᴙᴑ ᴊᴎץᴆᴀᴒᴈᴙᴑ ᴀṩᴀᴆᴀ ᴊᴋᴀפצᴍᴈᴙᴑ uæ-תפᴋװᴌᴉת צᴆᴤ 

 ᴇṞפᴕᴀᴄצᴈᴌᴀᴋᴉפᴆפץ ᴄ צᴈᴍᴉװᴉᴍ ᴄᴆᴀ פᴐᴀᴄפᴓᴀᴤ ᴍᴋפ״ᴋᴔᴋᴎᴍᴀפṨ ᴇצᴕᴀᴄᴉצᴈᴌᴀᴋᴉפᴆפץ

 ṣפᴒᴀᴄ״פᴄפᴈᴀᴤᴇ Ӎװ׳ᴈᴙᴇ ᴊᴋᴀᴆᴉתᴄ ᴀᴌᴑᴉ װװᴆפת ᴇ ğ!f ᴀפᴆ״ᴄ ᴎ װװᴆפת

ӄᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴗ ᴊᴎץᴆᴀᴄפᴓᴀᴀ ᴌװᴋצᴀᴌᴉצ ᴌ ÿ¬ñ-ᴍװᴋᴇᴀᴈפᴓᴀװᴁ ᴈפץ פᴆפᴈᴌᴀᴋᴉצᴕᴀᴄפᴑ 

ᴆᴀץᴉ ᴊᴋᴉץᴋᴉᴌᴉᴇ ÿ¬ñ תᴉ ᴎ״ᴆᴉצ ğ!f ṵᴋ׳װᴀᴇᴙ ᴊᴉ ᴌᴉקᴆפᴌᴉפצᴈᴀᴣ ᴌ ӄפᴔᴀᴇᴀ 

ᴍᴋץװᴉפצᴈᴀᴤᴇᴀṶṣ 

2.1.2 ӗקᴋפᴈᴀᴒװᴈᴀᴤ ᴀ תᴉᴊᴎᴌᴄᴀ 

Ӟפᴄᴍᴀᴒװᴌᴄפᴤ ᴊᴋᴉᴊᴎᴌᴄᴈפᴤ ᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴗ ᴉקᴋפᴈᴀᴒᴀװפצᴍᴌᴤ צᴙץᴋפᴈᴈᴙᴇᴀ 

ᴊפᴋפᴇװᴍᴋפᴇᴀ ᴀ ᴑפᴋפᴄᴍװᴋᴀᴌᴍᴀᴄפᴇᴀ צᴈװᴔᴈᴀᴑ ᴊᴉתᴄᴆᴣᴒװᴈᴀᴁ Ӎפᴄ״פᴒᴀᴄפṣ 
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әפᴌᴔᴀᴋװᴈᴈᴙװ ᴌᴓװᴈפᴋᴀᴀ ᴐᴀᴆᴗᴍᴋפᴓᴀᴀ EEɐñ ᴀ ᴉᴍװתᴆᴗᴈᴙװ ᴍᴋץװᴉפצᴈᴀᴤ ᴄ 

ᴄᴋᴀᴊᴍᴉᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ Ƀÿ¬ñṞ װצᴋᴌᴀᴀ ᴀ ᴈץפᴉᴋᴙ ᴔᴀᴐᴋᴉצṶ 

ᴈפᴌᴍᴋפᴀפצᴣᴍᴌᴤ ᴊᴉ ᴌᴉקᴆפᴌᴉפצᴈᴀᴣ ᴀ ᴇᴉקᴎᴍ ᴍᴋץװᴉפצᴍᴗ תᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴉקᴉ 

ᴌᴉקᴆפᴌᴉפצᴈᴀᴤ צᴋװᴇװᴈᴀ צᴈתװᴋװᴈᴀᴤṣ 

Ӗפᴀᴇװᴈᴉפצᴈᴀᴤ ᴞᴆװᴇװᴈᴍᴉצ ᴀᴈᴍװᴋᴐװᴁᴌפ ᴀ ᴋפᴌᴊᴉᴆᴉװ׳ᴈᴀװ ᴊᴎᴈᴄᴍᴉצ ᴇװᴈᴣ ᴇᴉקᴎᴍ 

ᴈ״װᴈפᴒᴀᴍװᴆᴗᴈᴉ ᴉᴍᴆᴀᴒפᴍᴗᴌᴤ צפ״ צᴀᴌᴀᴇᴉᴌᴍᴀ ᴉᴍ װצᴋᴌᴀᴀ ᴊᴉᴋᴍפᴆפṣ 

ӄᴙװתᴆװᴈᴈפᴤ ᴀᴈᴐᴋפᴌᴍᴋᴎᴄᴍᴎᴋפ ᴉװץᴌᴊװᴒᴀװפצᴍ ᴌװᴍצװᴎᴣ ᴀ״ᴉᴆᴤᴓᴀᴣṞ ᴊᴋתװᴌᴄ״פᴎװᴇᴎᴣ 

ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴗ ᴀ ᴊᴉצᴙᴔװᴈᴈᴎᴣ ᴉᴍᴄ״פᴉᴎᴌᴍᴉᴁᴒᴀצᴉᴌᴍᴗ פ״ ᴌᴒװᴍ 

ᴋפᴌᴊᴋװתװᴆװᴈᴀᴤ ᴊᴉ צתᴎᴇ ᴈצפ״װᴀᴌᴀᴇᴙᴇ ӡӗӈṣ Әᴋתװᴎᴌᴇᴉᴍᴋװᴈᴙ פצᴋᴀפᴈᴍᴙ 

ᴈפᴋפᴕᴀפצᴈᴀᴤ װᴇᴄᴉᴌᴍᴀ ᴄפᴈפᴆᴉצ ᴀ ᴋפᴌᴔᴀᴋװᴈᴀᴤ ᴒᴀᴌᴆפ ᴄᴉᴇᴊᴉᴈװᴈᴍᴉ״װץ צ 

ᴊװᴋװᴋᴙצᴉצ צ ᴋץפᴉᴍװṣ  

ᶰṣᶯṣᶱ ӗᴍᴄ״פᴉᴎᴌᴍᴉᴁᴒᴀצᴉᴌᴍᴗ ᴀ ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴗ 

әפᴌᴊᴋװתװᴆװᴈᴀװ ᴍᴋפᴐᴀᴄפ ᴇת׳װᴎ ᴎ״ᴆפᴇᴀ ğ!f פ צᴄᴍᴀצᴈᴉᴇ ᴋ׳װᴀᴇװ ᴌ ᴊᴉᴌᴍᴉᴤᴈᴈᴙᴇᴀ 

ᴊᴋᴉװצᴋᴄפᴇᴀ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴀ (health checks) . 

ӂצᴍᴉᴇפᴍᴀᴒװᴌᴄᴉװ ᴊװᴋװᴄᴆᴣᴒװᴈᴀװ ᴊᴋᴀ קװתᴋפתפᴓᴀᴀ ᴄפᴈפᴆפ ᴀᴆᴀ ᴎ״ᴆפṨ ᴊᴉװתתᴋ׳ᴄפ 

ᴌᴓװᴈפᴋᴀצװ ᴉץᴌᴆᴎ׳ᴀפצᴈᴀᴤ ״װץ ᴊᴋᴉᴌᴍᴉᴤ ᴊᴋᴀ ᴌᴉץᴆᴣװתᴈᴀᴀ ᴉקᴉצᴉᴋװᴈᴈᴙᴑ ᴉᴄᴉᴈ 

ᴀ״ᴇװᴈװᴈᴀᴁṣ 

ӕפᴌᴔᴍץפᴀᴋᴉפצᴈᴀװ ᴊᴉ קᴉᴋᴀ״ᴉᴈᴍפᴆᴀ פ״ ᴌᴒװᴍ ᴎװצᴆᴀᴒװᴈᴀᴤ ᴒᴀᴌᴆפץ פᴆפᴈᴌᴀᴋᴉצᴕᴀᴄᴉצ 

ᴀṩᴀᴆᴀ ᴎ״ᴆᴉצ ğ!f צ ᴊᴋװתװᴆפᴑ ᴌᴉקᴆפᴌᴉפצᴈᴈᴙᴑ ᴆᴀᴇᴀᴍᴉצṣ 

ᶰṣᶰ Ӗפᴌᴍᴋᴉᴁᴄפ ᴄפᴌᴍᴉᴇᴈᴙᴑ ᴌᴍᴋפᴈᴀᴓ ğ!f 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆת װᴉᴌᴍᴎᴊᴈᴙ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴄפᴌᴍᴉᴇᴈᴙᴑ ᴌᴆᴎץװ׳ᴈᴙᴑ ᴌᴍᴋפᴈᴀᴓṞ ᴄᴉᴍᴉᴋᴙװ 

 ṣ Ӭᴍᴉפ״ᴑ ᴔᴆᴣפᴄץᴀᴆᴀ ᴊᴋᴀ ᴉᴔᴀ צᴊᴋᴉᴌᴉפ״ ᴈᴀᴀפצᴆᴉᴄᴀᴋᴉץ ᴍ ğ!f ñǍǍñ ᴊᴋᴀװפᴕפᴋצ״ᴉצ

ᴊᴉצ״ᴉᴆᴤװᴍ ᴌᴉᴑᴋפᴈᴀᴍᴗ תװᴀᴈᴙᴁ ᴌᴍᴀᴆᴗ ᴄᴉᴇᴇᴎᴈᴀᴄפᴓᴀᴀṞ ᴊᴋתװᴉᴌᴍצפᴀᴍᴗ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴣ 

ᴊᴉᴈᴤᴍᴈᴉװ ᴉץᴘᴤᴌᴈװᴈᴀװṞ פ ᴌᴆᴎװץ׳ ᴊᴉװתתᴋ׳ᴄᴀ ṽ ץᴙᴌᴍᴋᴉ ᴌᴉᴊᴉᴌᴍצפᴀᴍᴗ ᴀᴈᴓᴀװתᴈᴍ ᴌ 

ᴄᴉᴈᴄᴋװᴍᴈᴙᴇ פ״ᴊᴋᴉᴌᴉᴇṣ 
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 ӄ ᴔץפᴆᴉᴈפᴑ תᴉᴌᴍᴎᴊᴈᴙ ᴊװᴋװᴇװᴈᴈᴙװṝ 

   ṽ ᴎᴈᴀᴄפᴆᴗᴈᴙᴁ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴉקᴉ פ״ᴊᴋᴉᴌפ 

   ṽ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ᴎ״ᴆפṞ װצᴋᴈᴎצᴔקװᴉ ᴌᴍᴋפᴈᴀᴓᴎ 

   ṽ ᴎᴈᴀװצᴋᴌפᴆᴗᴈᴙᴁ ᴍװᴄᴌᴍṞ ᴄᴉᴍᴉᴋᴙᴁ ӄᴙ ײפתפ״ᴍצ װ ᴊᴉᴆװ ẇӛװᴄᴌᴍ     

ᴌᴉᴉץᴕװᴈᴀᴤẈ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍצ װ ᴆᴣץᴉᴇ ᴔץפᴆᴉᴈװ 

 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ װתᴋפ׳ᴍᴗ ᴌᴍᴋפᴈᴀᴓᴙ ᴇᴀᴈᴀᴇפᴆᴀᴌᴍᴀᴒᴈᴙᴇᴀṞ ״װץ 
 ᴆᴗᴈᴉװᴍפ״ᴤץᴉᴁ ɅɐȡɅǱǸʲṞ ɅɐȒɐȺȺɐʭṞ ᴀ ᴉצᴄᴍᴀװᴀᴋת Ṟ ᴌצᴋᴉװᴄװᴀ ᴍᴋ צᴔᴈᴀᴑ ᴌᴄᴋᴀᴊᴍᴉװᴈצ
ᴉᴍᴉץᴋפ׳פᴍᴗ éMèĆMñÿṪuE תᴆᴤ ᴎᴌᴄᴉᴋװᴈᴀᴤ ᴋפᴌᴌᴆתװᴉפצᴈᴀᴁ ᴀᴈᴓᴀװתᴈᴍᴉצṣ 
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2.2.1 Әᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ 

ӈᴆᴤ ᴐᴉᴋᴇᴀᴋᴉפצᴈᴀᴤ תװᴀᴈᴉקᴉ ᴌᴉᴉץᴕװᴈᴀᴤ תװצצᴀᴍװ ᴍװᴄᴌᴍ צ ᴊᴉᴆװ ẇӛװᴄᴌᴍ ᴌᴉᴉץᴕװᴈᴀᴤẈṣ 

Ӭᴍᴉᴍ ᴍװᴄᴌᴍ ץᴎװתᴍ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ ᴊᴉתᴌᴍצפᴆᴤᴍᴗᴌᴤ צ צᴙץᴋפᴈᴈᴙװ ӄפᴇᴀ 

HTML ᴔץפᴆᴉᴈᴙ ᴒװᴋ״װ ᴊװᴋװᴇװᴈᴈᴎᴣ {{MESSAGE}}. Ӗ׳פᴇᴀᴍװ ẇӚᴉᴑᴋפᴈᴀᴍᴗẈ, ᴒᴍᴉץᴙ 

 .ᴈᴀᴤװᴈװᴇ״ᴍᴗ ᴀפצᴐᴀᴄᴌᴀᴋᴉפ״

ӈᴆᴤ ᴋפתװᴄᴍᴀᴋᴉפצᴈᴀᴤ ᴄᴉᴈᴄᴋװᴍᴈᴉᴁ ᴌᴆᴎץװ׳ᴈᴉᴁ ᴌᴍᴋפᴈᴀᴓᴙ ᴉᴍᴄᴋᴉᴁᴍװ 

ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ ᴔץפᴆᴉᴈ ᴒװᴋ״װ ᴀᴄᴉᴈᴄᴎ ᴋפתװᴄᴍᴀᴋᴉפצᴈᴀᴤṣ ӄ ᴊᴉᴤצᴀצᴔװᴇᴌᴤ 

ᴋפתװᴄᴍᴉᴋת װᴉᴌᴍᴎᴊᴈᴙ ᴉᴊװᴋפᴓᴀᴀṝ 
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Ӗᴀװ׳ ᴊᴋᴀײתװצᴈ ᴇᴀᴈᴀᴇפᴆᴗᴈᴙᴁ ᴊᴋᴀᴇװᴋ ״װץᴉᴊפᴌᴈᴉקᴉ oÿ¶¬ ᴄᴉת פתᴆᴤ ᴌᴍᴋפᴈᴀᴓᴙ 

 ᴈᴈᴙᴁ ᴌᴍᴀᴆᴗṣװᴐᴀᴋᴇ תᴊᴉ װᴊᴍᴀᴋᴎᴁᴍפתפ ᴎ ᴀצᴄ ᴉᴌᴈᴉפᴉ ᴄקװ װᴎᴁᴍ״ᴄᴀṣ ӎᴌᴊᴉᴆᴗצᴆᴉᴄᴀᴋᴉץ

ӄᴈᴎᴍᴋװᴈᴈᴀװ ᴌᴍᴀᴆᴀ ᴊᴋתװᴊᴉᴒᴍᴀᴍװᴆᴗᴈצ װװᴈװᴔᴈᴀᴑ ᴊᴉתᴄᴆᴣᴒװᴈᴀᴁṣ 

<!doctype html>  

<html lang="ru">  

<head>  

<meta charset="utf -8"> 

<meta name="robots" content="noindex,nofollow">  

<meta name="viewport" content="width=device -width, initial -scale=1"> 

<title> ӈᴉᴌᴍᴎᴊ ᴉקᴋפᴈᴀᴒװᴈ</title>  

<style>  

body {margin:  0; font -family:  system -ui,  -apple -system, Segoe  UI, 

Roboto,  Arial,  sans-serif; background:  #f6f7f9}  

.box {max -width:  760px; margin:  8vh auto; background:  #fff; padding:  

32px; border -radius:  12px; box -shadow:  0 4px 20px rgba(0,0,0,.06)}  

h1 {margin:0 0 12px}  

.kvs {display:  grid; grid -template -columns:  140px 1fr; gap:  6px 16px; 

margin -top:  16px; font -size:14px; color:  #555}  

.muted {color:  #666; margin:  6px 0 0}  

</style>  

</head>  

<body>  

<main class="box">  

<h1>ӈᴉᴌᴍᴎᴊ ᴉקᴋפᴈᴀᴒװᴈ</h1> 

<p class="muted">{{MESSAGE}}</p>  

<div class="kvs">  

<div>SERVER_ID</div><div>{{SERVER_ID}}</div>  

<div>REQUEST_ID</div><div>{{REQUEST_ID}}</div>  



31 

 

</div>  

</main>  

</body>  

</html>  

ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴊᴋתװᴊᴋᴉᴌᴇᴉᴍᴋ צᴈᴀ״ᴎ ᴉᴄᴈפ ᴋפתװᴄᴍᴉᴋפṞ ᴒᴍᴉץᴙ ᴇקᴈᴉװצᴈᴈᴉ ᴊᴋᴉװצᴋᴀᴍᴗ 

ᴀᴍᴉקᴉצᴙᴁ צᴀת ᴌᴍᴋפᴈᴀᴓᴙ צ ״װץᴙᴊᴉᴆᴈװᴈᴀᴤ פ״ᴊᴋᴉᴌפ ᴄ פ״ᴕᴀᴕװפᴇᴉᴇᴎ ᴋװᴌᴎᴋᴌᴎṣ 

 

2.2.2 әװᴄᴉᴇװᴈפתᴓᴀᴀ ᴊᴉ ᴌᴉװתᴋפ׳ᴈᴀᴣ ᴀ פ״ᴕᴀᴍװṝ 

Ӗצ װᴄᴆᴣᴒפᴍᴗ ᴈפ ᴌᴍᴋפᴈᴀᴓᴙ צᴈװᴔᴈᴀװ ᴌᴄᴋᴀᴊᴍᴙṞ ᴊᴀᴄᴌװᴆᴀ ᴀ צᴀװ׳תᴍᴙṞ ᴄᴉᴍᴉᴋᴙװ 

ᴇᴉקᴎᴍ ᴈפᴋᴎᴔᴀᴍᴗ ᴊᴉᴆᴀᴍᴀᴄᴎ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀᴆᴀ פ״ᴇתװᴆᴀᴍᴗ ᴉᴍפתᴒᴎ 

Ӗװ ᴋפᴌᴄᴋᴙפצᴍᴗ ᴊᴉתᴋᴉץᴈᴙװצ װᴋᴌᴀᴀ ӘӗṞ צᴈᴎᴍᴋװᴈᴈᴀת װᴉᴇװᴈᴈᴙװ ᴀᴇװᴈפ ᴀ 

ᴊᴋᴉᴒᴀװ ᴞᴆװᴇװᴈᴍᴙṞ ᴊᴉצᴙᴔפᴣᴕᴀװ ᴋᴀᴌᴄ פᴍפᴄ 
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Ӛᴉᴑᴋפᴈᴤᴍᴗ תװᴀᴈᴉᴉץᴋ״פᴈᴙᴁ ᴍװᴄᴌᴍ תᴆᴤ צᴌװᴑ ᴔץפᴆᴉᴈᴉצ ᴒװᴋ״װ ṱṱ¶Mññ!gMṲṲṞ צ פ 

 ᴄᴀצᴆᴉᴄᴀᴋᴉץ ᴍᴗ ᴊᴋᴀᴒᴀᴈᴎפצᴙ״פᴈᴉ ᴎᴄצᴈᴀᴓᴙ ᴤפᴌᴍᴋ װᴄצᴉᴆᴉקפ״

Әᴉװתתᴋ׳ᴀפצᴍᴗ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗṝ ᴊᴉᴈᴤᴍᴈᴙקפ״ װᴉᴆᴉצᴄᴀṞ ᴄᴉᴈᴍᴋפᴌᴍᴈᴙᴁ ᴍװᴄᴌᴍṞ 

ᴒᴀᴍװפᴇᴙװ ᴌᴉᴉץᴕװᴈᴀᴤ ᴉץ ᴉᴔᴀץᴄװ 

 

ӈᴆᴤ צᴉצ״ᴋפᴍפ ᴄ ״װץᴉᴊפᴌᴈᴉᴁ װ״פץ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ẇӄᴌᴍצפᴀᴍᴗ ᴔץפᴆᴉᴈ ᴊᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣẈ. 

ӟᴋפᴈװᴈᴀװ ᴀ ᴊᴎץᴆᴀᴄפᴓᴀᴤ ᴔץפᴆᴉᴈᴉצ צᴙᴊᴉᴆᴈᴤᴣᴍᴌᴤ ᴈפ ᴌᴍᴉᴋᴉᴈװ ğ!fṨ ᴊᴋᴀᴆᴉװ׳ᴈᴀװ 

ᴈװ ᴎᴒפᴌᴍצᴎװᴍ צ ᴉᴍפתᴒװ ᴌᴍᴋפᴈᴀᴓᴙṞ ᴒᴍᴉ ᴀᴌᴄᴆᴣᴒװפᴍ ᴎᴍװᴒᴄᴀ ᴀץ ״ᴞᴄװᴈפתṣ 

 

Ӓפᴌᴍᴉᴇᴈᴙװ ᴌᴆᴎץװ׳ᴈᴙװ ᴌᴍᴋפᴈᴀᴓᴙ ᴊᴉצᴙᴔפᴣᴍ ᴊᴋᴉ״ᴋפᴒᴈᴉᴌᴍᴗ פ״ᴕᴀᴍᴙ ᴀ ᴎᴇװᴈᴗᴔפᴣᴍ 

ᴈקפᴋᴎ״ᴄᴎ ᴈפ ᴊᴉװתתᴋ׳ᴄᴎṣ Ӎפᴐᴀᴄᴌᴀᴋᴎᴁᴍתװ װᴀᴈᴙᴁ ᴍװᴄᴌᴍ ᴒװᴋ״װ {{MESSAGE}}, 

 ᴋᴌᴍᴄᴎײצ װᴀᴍ׳ᴋװת Ṟפקᴁᴌᴀᴈװᴉ ᴍᴋקᴙᴌᴍᴋᴉץ ᴆᴤת REQUEST_ID ᴀ SERVER_ID װᴄᴆᴣᴒᴀᴍצ

ᴆקײᴄᴉᴁ ᴀ צפᴍᴉᴈᴉᴇᴈᴉᴁṣ Әᴋᴀ ᴀ״ᴇװᴈװᴈᴀᴤᴑ פᴄᴍᴎפᴆᴀ״ᴀᴋᴎᴁᴍװ ᴔץפᴆᴉᴈᴙ תᴆᴤ צᴌװᴑ 

ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴑ ᴄᴉתᴉצṞ ᴒᴍᴉץᴙ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴀ צᴌפתקװ ᴊᴉᴆᴎᴒפᴆᴀ ᴊᴋתװᴌᴄ״פᴎװᴇᴉװ ᴀ 

ᴀᴈᴐᴉᴋᴇפᴍᴀצᴈᴉװ ᴌᴉᴉץᴕװᴈᴀװṣ 

ᶰṣᶱ ӂᴈᴍᴀ EEÃñ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴐᴎᴈᴄᴓᴀᴉᴈפᴆᴗᴈᴉᴌᴍᴗ פ״ᴕᴀᴍᴙ ᴉᴍ ᴋפᴌᴊᴋװתװᴆײᴈᴈᴙᴑ 

ᴄ DDOSפᴍפ  ᴈפ ᴎᴋᴉצᴈװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ ṵL7ṝ oÿÿæṩoÿÿæñṶṣ ӡװᴆᴗ פ״ᴕᴀᴍᴙ ṽ 

 Ṟצᴊᴋᴉᴌᴉפ״ ᴆᴉᴈᴙץפᴔ װᴆᴗᴈᴙפᴈᴉᴇפ ᴆᴤᴍᴗצפתᴆᴤᴍᴗ ᴀ ᴊᴉצᴙᴤצ ᴌᴄᴀװᴍᴀᴒפᴍᴉᴇצפ

ᴊװᴋקװᴋᴎפ׳ᴣᴕᴀᴑ ץװצᴊᴋᴀᴆᴉװ׳ᴈᴀצ ״װץ ,װᴇװᴔפᴍװᴆᴗᴌᴍפצ ᴌᴉ ᴌᴍᴉᴋᴉᴈᴙ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤ. 

ӕװᴑפᴈᴀ״ᴇᴙ צᴄᴆᴣᴒפᴣᴍ פתפᴊᴍᴀצᴈᴙװ ᴆᴀᴇᴀᴍᴙ פ״ᴊᴋᴉᴌᴉצ, ᴊᴉװתװצᴈᴒװᴌᴄᴎᴣ פᴈפᴆᴀᴍᴀᴄᴎ, 

 .צᴄᴎ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצᴆᴉᴄᴀᴋᴉץ ᴀ ᴀ׳תᴈװᴆᴆװᴒ װᴌᴄᴀװᴇᴀᴒפᴀᴈת

Ӛᴀᴌᴍװᴇפ ᴋץפᴉᴍװפᴍ צפ צᴍᴉᴇפᴍᴀᴒװᴌᴄᴉᴇ ᴋ׳װᴀᴇװṞ ᴈᴉ ᴈװᴉץᴑᴉתᴀᴇ ᴇᴉᴈᴀᴍᴉᴋᴀᴈק ᴋץפᴉᴍᴙ 

ᴌᴀᴌᴍװᴇᴙ ᴌ ᴋ״פᴇװᴕװᴈᴈᴙᴇ ᴊᴋᴀᴆᴉװ׳ᴈᴀװᴇṣ ӈᴉᴌᴍᴎᴊᴈᴙ ᴌᴆתװᴎᴣᴕᴀװ ᴞᴆװᴇװᴈᴍᴙ 

ᴇᴉᴈᴀᴍᴉᴋᴀᴈפקṝ 

Ӟᴎᴈᴄᴓᴀᴤ פᴄᴍᴀצᴈת פᴆᴤ צᴌװᴑ ᴄᴆᴀװᴈᴍᴉצ ᴊᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣṣ ᴉᴍᴄᴆᴣᴒװᴈᴀװ ᴈװ 
ᴊᴋתװᴎᴌᴇᴉᴍᴋװᴈᴉ ᴊᴉᴆᴀᴍᴀᴄᴉᴁ ᴌװᴋצᴀᴌפṣ ӄפᴔ״ פᴉᴈפ ᴉᴍװצᴍᴌᴍװצᴈᴈᴉᴌᴍᴀ ṽ ᴄᴉᴋᴋװᴄᴍᴈᴉ 
ᴊᴉתᴄᴆᴣᴒᴀᴍᴗ ᴊᴋᴀᴆᴉװ׳ᴈᴀװ ᴄ ğ!fṞ ᴄᴉᴈᴍᴋᴉᴆᴀᴋᴉפצᴍᴗ ᴍװᴆװᴇװᴍᴋᴀᴣ ᴀ ᴊᴋᴀ 
ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ פצפתפ״ᴍᴗ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ṵǍȺȺɐʭȺȡɾʌṶ תᴆᴤ תᴉװצᴋװᴈᴈᴙᴑ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצṣ 
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Ӆᴋפᴐᴀᴄᴀ ᴈקפᴋᴎ״ᴄᴀṣ Әᴉᴄפ״פᴈᴙ èæñṩ éæñ ᴊᴉ צᴋװᴇװᴈᴀṞ תᴉᴆᴤ ᴉᴍᴄᴆᴉᴈײᴈᴈᴙᴑ פ״ᴊᴋᴉᴌᴉצṞ 

ᴊᴀᴄᴀ ᴊᴉ ĆéuṞ ᴇװᴍᴉפתᴇ ᴀ ᴄᴉפתᴇ ᴉᴍװצᴍפṣ әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴌװצᴋᴤᴍᴗ ᴊᴀᴄᴀ ᴌ ᴉᴄᴈפᴇᴀ 

 ṣפתᴈװᴞᴄץ װᴌᴍᴉᴋᴉᴈ פᴓᴀᴀ ᴈפתפᴋקװת

ӎᴌᴍᴉᴒᴈᴀᴄᴀ פᴍפᴄᴀṣ ӂקᴋקװᴀᴋᴎᴣᴍᴌᴤ ᴍᴉᴊ uæṞ ᴊᴉתᴌװᴍᴀ ᴀ !ñ¸Ṟ פ ᴍפᴄװ׳ ᴌᴍᴋפᴈᴙ ᴀ 

 ᴤפᴈᴈײᴈװᴍᴌᴤ ᴊᴋᴀᴇװפצᴙ״פᴎᴄ פᴉ ᴀᴌᴍᴉᴒᴈᴀᴄקᴉת׳פᴇᴙṣ ӈᴆᴤ ᴄװᴌᴀᴌᴍ װᴍᴉᴈᴉᴇᴈᴙצפ

ᴋפװᴄᴓᴀᴤṣ 

ӌᴎᴋᴈפᴆ ᴋװᴔװᴈᴀᴁṣ Ӟᴀᴄᴌᴀᴋᴎᴣᴍᴌᴤ װתᴍװᴄᴍᴀᴋᴉפצᴈᴈᴙװ ᴌᴀקᴈפᴍᴎᴋᴙ ᴀ ᴞצᴋᴀᴌᴍᴀᴄᴀṝ 

 ,ᴆᴗᴈᴙᴁ ĆɾǸɶAgentפᴈᴉᴇפ Ṟפᴄᴞᴔ פתᴑᴉץᴇᴙᴇ ĆéuṞ ᴊᴉᴊᴙᴍᴄᴀ ᴉװᴔᴀᴋᴎװᴄ װᴌᴄᴀ ᴊᴉ ᴈװᴌᴊᴆצ

ᴈפצװᴆᴀתᴈᴙװ ᴍᴉᴄװᴈᴙ, ᴒפᴌᴍᴙ4 װxx/5xx, «burst »-ᴊפᴍᴍװᴋᴈᴙ ᴀ פ״ᴇתװᴆװᴈᴈᴙװ 

ᴌᴉתװᴀᴈװᴈᴀᴤ. 

Ӎפᴕᴀᴍפ ¬ᶵ צᴄᴆᴣᴒװᴈפ ᴀ ᴋץפᴉᴍװפᴍ ᴊᴉᴌᴍᴉᴤᴈᴈᴉṞ ᴈפᴌᴍᴋᴉᴁᴄצ פᴙᴄᴆᴣᴒװᴈᴀᴤ ᴈתװᴉᴌᴍᴎᴊᴈפ. 

ӄפᴔפתפ״ פᴒפ ṽ ᴉװץᴌᴊװᴒᴀᴍᴗ ᴄᴉᴋᴋװᴄᴍᴈᴉװ ᴊᴉתᴄᴆᴣᴒװᴈᴀװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ ᴄ ğ!fṞ 

ᴉᴍᴌᴆ׳װᴀפצᴍᴗ ᴍװᴆװᴇװᴍᴋᴀᴣ ᴀ פᴄᴄᴎᴋפᴍᴈᴉ ᴎᴊᴋצפᴆᴤᴍᴗ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤᴇᴀṣ Әᴋᴀ ᴊᴋᴀ״ᴈפᴄפᴑ 

 װᴈᴈᴙװᴇװᴋצ װᴗᴍצפᴌᴉᴊᴉᴌᴍ פתᴈװᴞᴄץ װᴌᴍᴉᴋᴉᴈ פᴆᴗᴈᴉᴌᴍᴀ ᴈװᴀᴍתᴉצ״ᴓᴀᴀ ᴊᴋᴉᴀפתפᴋקװת

ᴉᴄᴈפ ᴌ ׳ᴎᴋᴈפᴆᴉᴇ ᴋװᴔװᴈᴀᴁ ᴀ קᴋפᴐᴀᴄפᴇᴀ ᴈקפᴋᴎ״ᴄᴀṣ Әᴋᴀ ᴌᴉᴑᴋפᴈװᴈᴀᴀ ᴊᴋᴉץᴆװᴇᴙ 

ᴌᴉפת״ᴁᴍװ ᴍᴀᴄװᴍ צ ᴌᴆᴎץ׳ᴎ ᴊᴉװתתᴋ׳ᴄᴀ ᴌ ᴎᴄפ״פᴈᴀװᴇ תᴉᴇװᴈפṞ ᴀᴈᴍװᴋפצᴆצ פᴋװᴇװᴈᴀ ᴀ 

ᴊᴋᴀᴇװᴋᴉפ״ צᴊᴋᴉᴌᴉצ. 

ᶰṣᶲ ә׳װᴀᴇᴙ ᴋץפᴉᴍᴙ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌפᴈᴙ ᴋ׳װᴀᴇᴙ ᴋץפᴉᴍᴙ WAF  װᴆᴀᴤᴈᴀצ ᴀ ᴀᴑ פᴀᴌצᴋװᴌ װצפᴌᴉᴌᴍ צ 

ᴈפ ᴉץᴋץפᴉᴍᴄᴎ L7 ᴍᴋפᴐᴀᴄפ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ. ә׳װᴀᴇ ᴉᴊᴋװתװᴆᴤװᴍ ᴊᴉᴆᴀᴍᴀᴄᴎ 

ᴋקפװᴀᴋᴉפצᴈᴀᴤ ᴈפ ᴉץᴈפᴋᴎװ׳ᴈᴈᴙװ ᴌᴉץᴙᴍᴀᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ ᴊᴉᴋᴤתᴉᴄ ᴐᴀᴄᴌפᴓᴀᴀ 

ᴍװᴆװᴇװᴍᴋᴀᴀṣ 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴈפᴌᴍᴋᴉᴁᴄצ פ ᴋפᴇᴄפᴑ ᴉᴊᴀᴌפᴈᴈᴙᴑ ᴊᴋᴉᴓתװᴎᴋ ᴉװץᴌᴊװᴒᴀװפצᴍ 
ᴎᴌᴍᴉᴁᴒᴀצᴉᴌᴍᴗ ᴄ ᴊᴋᴀᴄᴆתפᴈᴙᴇ EEɐñ ״װץ ᴈפᴋᴎᴔװᴈᴀᴤ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴀ ᴆקװᴀᴍᴀᴇᴈᴉקᴉ 
ᴍᴋפᴐᴀᴄפṣ 

Әᴋᴀᴇװᴒפᴈᴀװṝ צ ᴌᴆᴎᴒװ װפᴌᴆᴀ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ ץᴆᴉᴄᴀᴋᴉצᴄפ ṦᴒᴀᴌᴍᴉקᴉṦ ᴍᴋפᴐᴀᴄפṞ 
ᴈװᴉץᴑᴉתᴀᴇᴉ תᴉצפץᴀᴍᴗ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ תᴆᴤ ᴊᴋᴉᴊᴎᴌᴄת פᴉװצᴋװᴈᴈᴉקᴉ ᴍᴋפᴐᴀᴄפṣ 
ӈᴉᴌᴍᴎᴊᴈᴉ תᴉצפץᴆװᴈᴀ״װץ װᴉᴊפᴌᴈᴙᴑ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצ ᴊᴉ uæṩᴊᴉתᴌװᴍᴀṩ!ñ¸Ṟ פ ᴍפᴄװ׳ ᴊᴉ 
ᴊᴎᴍᴤᴇ ᴀ ᴇװᴍᴉפתᴇṣ ӎᴌᴄᴆᴣᴒװᴈᴀᴤ ᴊᴋᴀᴇװᴈᴤᴣᴍᴌᴤ ᴇᴉᴇװᴈᴍפᴆᴗᴈᴉ ᴀ ᴊᴋᴀᴉᴋᴀᴍװᴍᴈװװ 
 צ ᴈᴈᴉᴌᴍᴀװᴋװצӛӗӔӥӒӗ ᴊᴋᴀ ᴊᴉᴆᴈᴉᴁ ᴎ װᴎᴁᴍ״ᴀᴆṣ ӎᴌᴊᴉᴆᴗצפᴌᴄᴀᴑ ᴊᴋװᴍᴀᴒפᴍᴉᴇצפ
ᴀᴌᴍᴉᴒᴈᴀᴄװṣ 
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2.4.1 ӈᴉᴌᴍᴎᴊᴈᴙװ ᴋ׳װᴀᴇᴙ 

Ӎפᴕᴀᴍפṝ פ״ᴊᴋᴉᴌᴙ פᴈפᴆᴀ״ᴀᴋᴎᴣᴍᴌᴤ צ ᴋפװᴆᴗᴈᴉᴇ צᴋװᴇװᴈᴀṞ צᴋתװᴉᴈᴉᴌᴈᴙװ 

 ᴈᴀᴤ ᴀפצᴍᴙפץפᴌᴋ װᴇṣ ӄᴌפᴈᴙᴇ ᴊᴉᴆᴀᴍᴀᴄצᴄᴍᴀפ ᴌᴈᴉפᴆקᴆᴉᴄᴀᴋᴎᴣᴍᴌᴤ ᴌᴉץ ᴀᴤצᴁᴌᴍװת

ᴊפᴋפᴇװᴍᴋᴙ פ״ᴊᴋᴉᴌפ ᴐᴀᴄᴌᴀᴋᴎᴣᴍᴌᴤ ׳ צᴎᴋᴈפᴆפᴑṣ 

ӕᴉᴈᴀᴍᴉᴋᴀᴈקṝ פ״ᴊᴋᴉᴌᴙ ᴊᴋᴉᴑᴉתᴤᴍ ץ ״װץᴆᴉᴄᴀᴋᴉצᴄᴀṞ ᴈᴉ ᴊᴉᴆᴈᴉᴌᴍᴗᴣ 

 צ ᴉᴌᴍᴎᴊᴈᴙת ᴑ ᴀפᴆפᴎᴋᴈ׳ צ ᴈᴤᴣᴍᴌᴤפᴀᴆ ᴌᴉᴑᴋצפᴈᴀᴤ ᴊᴋפצᴍᴙפץפᴀᴋᴎᴣᴍᴌᴤṣ Ӛᴋ״ᴆᴀפᴈפ

ᴋװת״פᴆװ ᴌᴉץᴙᴍᴀᴁṣ ә׳װᴀᴇ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ ״װץᴉᴊפᴌᴈᴉᴁ ᴉץᴄפᴍᴄᴀ ᴊᴋצפᴀᴆ ᴀ 

ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṣ 

ӗᴍᴄᴆᴣᴒװᴈṝ פᴈפᴆᴀ״ ᴀ ᴋקפװᴀᴋᴉפצᴈᴀװ ğ!f ᴈצ װᴙᴊᴉᴆᴈᴤᴣᴍᴌᴤṣ Ӎפᴊᴋᴉᴌᴙ 

ᴊװᴋפתװᴣᴍᴌᴤ ץᴞᴄװᴈתᴎ ״װץ ᴊᴋᴉװצᴋᴄᴀṨ ׳ᴎᴋᴈפᴆᴙ ğ!f ᴊᴉ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴣ ᴈװ 

ᴊᴉᴊᴉᴆᴈᴤᴣᴍᴌᴤṣ ӎᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᴍᴉᴆᴗᴄᴉ ᴊᴋᴀ ᴉᴍᴆתפᴄװ ᴀᴈᴓᴀװתᴈᴍᴉצ ᴀ ᴄᴋפᴍᴄᴉצᴋװᴇװᴈᴈᴙᴑ 

ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ ᴋץפᴉᴍפᴑṣ 

ӈᴆᴤ ᴀ״ᴇװᴈװᴈᴀᴤ ᴋ׳װᴀᴇפ ᴈװᴉץᴑᴉתᴀᴇᴉṞ ᴒᴍᴉץᴙ ᴊᴋᴀᴆᴉװ׳ᴈᴀץ װᴙᴆᴉ תᴉצפץᴆװᴈᴉ צ 

ᴌᴀᴌᴍװᴇᴎṣ Әװᴋװᴄᴆᴣᴒװᴈᴀװ ᴉᴌᴎᴕװᴌᴍצᴆᴤװᴍᴌᴤ צ ᴋװת״פᴆװ ᴊװᴋװᴒᴈᴤ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ 

ӈᴆᴤ ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴤ ᴋ׳װᴀᴇפ ᴈװᴉץᴑᴉתᴀᴇᴉ צᴙᴊᴉᴆᴈᴀᴍᴗ ᴌᴆתװᴎᴣᴕᴀװת װᴁᴌᴍצᴀᴤṝ 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴎᴊᴋצפᴆװᴈᴀװ ᴇᴉתᴎᴆᴤᴇᴀ ẇӂᴈᴍᴀץᴉᴍẈ ᴀ ẇӂᴈᴍᴀDDoS  ᴍᴌᴤװᴙᴊᴉᴆᴈᴤצ «
ᴉᴍװתᴆᴗᴈᴉ ᴉᴍ ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴤ ᴋ׳װᴀᴇפ WAF.  
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1. ӗᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ᴌ ᴊװᴋװᴒᴈװᴇ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ Ӗפᴁתᴀᴍװ ᴈᴎ׳ᴈᴉװ ᴊᴋᴀᴆᴉװ׳ᴈᴀצ װ 

ᴍץפᴆᴀᴓװṣ 

2. ӄ ᴊפᴈװᴆᴀ ᴎᴊᴋצפᴆװᴈᴀᴤ ᴊᴋᴀᴆᴉװ׳ᴈᴀװᴇ ᴈ׳פᴇᴀᴍװ ᴈפ ᴄᴈᴉᴊᴄᴎ ẇӚᴇװᴈᴀᴍᴗ ᴋ׳װᴀᴇẈ. 

ӄ ᴊᴉᴤצᴀצᴔװᴇᴌᴤ ᴉᴄᴈװ ᴀ״ᴇװᴈװᴈᴀᴤ ᴋ׳װᴀᴇװṞ צᴙװץᴋװᴍװ ᴈװᴉץᴑᴉתᴀᴇᴙᴁ ӄפᴇ 

ᴋ׳װᴀᴇ פ״ᴕᴀᴍᴙṝ ẇӍפᴕᴀᴍפẈ, ẇӕᴉᴈᴀᴍᴉᴋᴀᴈקẈ ᴀᴆᴀ ẇӗᴍᴄᴆᴣᴒװᴈẈ. 
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3. Әᴉתᴍװצᴋתᴀᴍװ ᴊᴋᴀᴇװᴈװᴈᴀװṣ Ӡװᴋ״װ ᴄᴉᴋᴉᴍᴄᴉצ װᴋװᴇᴤ ᴈᴉצᴙᴁ ᴋ׳װᴀᴇ 

ᴉᴍᴉץᴋ״פᴀᴍᴌᴤ צ ᴀᴈᴍװᴋᴐװᴁᴌװṞ פ ᴌᴉץᴙᴍᴀᴤ ᴈפᴒᴈᴎᴍ ᴐᴀᴄᴌᴀᴋᴉפצᴍᴗᴌᴤ צ 

ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ צᴙץᴋפᴈᴈᴉᴁ ᴊᴉᴆᴀᴍᴀᴄᴉᴁṣ 

2.4.2 әװᴄᴉᴇװᴈתᴎװᴇᴙװ ᴊᴋפᴄᴍᴀᴄᴀ ᴊᴋᴀ ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴀ 

 Әװᴋצצ תװᴉתᴉᴇ ץ צᴉצװᴉᴁ ᴄᴉᴈᴍᴎᴋ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ẇӕᴉᴈᴀᴍᴉᴋᴀᴈקẈ תᴆᴤ ᴉᴓװᴈᴄᴀ 

ᴆᴉ׳ᴈᴙᴑ ᴌᴋפץפᴍᴙפצᴈᴀᴁṞ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁ ᴀ װצᴋᴀᴐᴀᴄפᴓᴀᴀ ᴇפᴋᴔᴋᴎᴍᴉצṣ 

 Әᴉᴌᴆפצ װᴆᴀפתᴓᴀᴀ ᴊᴉᴆᴀᴍᴀᴄ ᴊװᴋצװᴉתᴀᴍװ ᴊᴋᴀᴆᴉװ׳ᴈᴀצ װ ẇӍפᴕᴀᴍפẈ תᴆᴤ 

 ᴈᴀᴤṣפצᴀᴋᴉקפװᴉ ᴋקᴈᴉצᴄᴍᴀפ ᴄ ᴀפᴍפ ᴈᴀᴤפצᴆᴉᴄᴀᴋᴉץ

 ә׳װᴀᴇ ẇӗᴍᴄᴆᴣᴒװᴈẈ ᴊᴋᴀᴇװᴈᴤᴁᴍװ ᴍᴉᴆᴗᴄᴉ ᴍᴉᴒװᴒᴈᴉ ᴀ ᴈפ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉצ װᴋװᴇᴤṨ ᴊᴉ 

 .ẈקẈ ᴀᴆᴀ ẇӕᴉᴈᴀᴍᴉᴋᴀᴈפᴕᴀᴍפẇӍ װᴁᴍפᴕפᴋצ״ᴉצ ᴉᴍץפᴈᴀᴀ ᴋװᴋᴔװצפ״

Ӓᴉᴋᴋװᴄᴍᴈᴙᴁ צᴙץᴉᴋ ᴋ׳װᴀᴇפ ᴊᴉצ״ᴉᴆᴤװᴍ ᴌפץᴆפᴈᴌᴀᴋᴉפצᴍᴗ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ ᴀ 

 ᴈᴀᴀṞװᴋתװᴈצ ᴉᴄ ᴊᴋᴀצᴆᴉᴄᴀᴋᴉץ ᴈᴙᴑ׳ᴍ ᴋᴀᴌᴄ ᴆᴉװפ׳Ẉ ᴌᴈᴀקᴌᴈᴉᴌᴍᴗṣ ẇӕᴉᴈᴀᴍᴉᴋᴀᴈפᴉᴊ״װץ

ẇӍפᴕᴀᴍפẈ ᴉװץᴌᴊװᴒᴀװפצᴍ ᴈװᴇתװᴆװᴈᴈᴉװ ᴊᴋװᴌװᴒװᴈᴀפ װᴍפᴄṞ ẇӗᴍᴄᴆᴣᴒװᴈẈ תᴉᴊᴎᴌᴍᴀᴇ 

ᴀᴌᴄᴆᴣᴒᴀᴍװᴆᴗᴈᴉ ᴄפᴄ צᴋװᴇװᴈᴈפᴤ ᴇװᴋפṣ Әᴉᴌᴆװ ᴄת׳פᴉקᴉ ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴤ ᴊᴋᴉװצᴋᴤᴁᴍװ 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ צ ᴄפᴋᴍᴉᴒᴄװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴉץᴈᴉצᴀᴆᴌᴤ ᴀᴈתᴀᴄפᴍᴉᴋ 
ᴋ׳װᴀᴇפ ᴀ ᴈפᴒפᴆᴉᴌᴗ ᴊᴉᴤצᴆװᴈᴀװ ᴌᴉץᴙᴍᴀᴁ ᴍװᴆװᴇװᴍᴋᴀᴀṣ 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴊᴋᴉװצᴋᴗᴍ׳ צ װᴎᴋᴈפᴆװ ᴌᴉץᴙᴍᴀᴁ ᴊᴉᴤצᴆװᴈᴀפ״ װᴊᴀᴌװᴁ צ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ 
ᴌ צᴙץᴋפᴈᴈᴙᴇ ᴋ׳װᴀᴇᴉᴇṣ 
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 װᴈᴀװתװצᴊᴉ װᴇᴉװפתᴀ׳ᴀᴍᴗ ᴉתᴋװצᴍתᴙ ᴊᴉץᴈᴀᴤṞ ᴒᴍᴉװ׳ᴍᴋᴀᴄᴀ ᴊᴋᴀᴆᴉװᴆᴙ ᴀ ᴇפᴎᴋᴈ׳

ᴍᴋפᴐᴀᴄפṣ 

ᶰṣᶳ Әᴋᴉװצᴋᴄפ ᴋץפᴉᴍᴙ ğ!f 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴋᴉװצᴋᴄᴀ ᴋץפᴉᴍᴉᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴀ ğ!fṞ 

ᴄᴉᴍᴉᴋפᴤ ᴊᴉצ״ᴉᴆᴀᴍ ᴊᴋᴉװצᴌᴍᴀ ᴍװᴌᴍᴀᴋᴉפצᴈᴀװ ᴋץפᴉᴍᴉᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴀ ᴊᴉᴌᴆצ װᴈתװᴋװᴈᴀᴤṣ 

ӡװᴆᴗ ᴊᴋᴉװתװצᴈᴀװ ᴊᴋᴉװצᴋᴄᴀ ṽ ץᴙᴌᴍᴋᴉװ ᴊᴉתᴍװצᴋװת׳ᴈᴀװ ᴊᴋᴉᴑᴉװת׳ᴈᴀᴤ ᴍᴋפᴐᴀᴄפ 

ᴒװᴋ״װ ğ!fṞ ᴊᴋצפᴀᴆפ ᴌᴋפץפᴍᴙפצᴣᴍ ᴄᴉᴋᴋװᴄᴍᴈᴉṞ פ ᴇװᴍᴋᴀᴄᴀ ᴀ ׳ᴎᴋᴈפᴆᴙ ᴐᴀᴄᴌᴀᴋᴎᴣᴍ 

ᴌᴉץᴙᴍᴀᴤṣ 

ӛװᴌᴍᴀᴋᴉפצᴈᴀװ ᴋץפᴉᴍᴉᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴀ ᴌᴀᴌᴍװᴇᴙ ᴀ פᴄᴍᴀצᴈᴉᴁ פ״ᴕᴀᴍᴙ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ צ ᶵ 

ᴞᴍפᴊᴉצṝ 

 

Ӓᴉᴋᴋװᴄᴍᴈפᴤ ᴋץפᴉᴍפ ğ!f ᴊᴉתᴍװצᴋװפת׳ᴍᴌᴤ צᴉצ״ᴋפᴍᴉᴇ ᴄᴉפת ᴉᴍװצᴍפ ᶲᶮᶱ ᴀᴆᴀ 

ᴌᴍᴋפᴈᴀᴓװᴁ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴌ Request ID  װᴀᴇ׳װᴋ צ צᴊᴋᴉᴌᴉפ״ ᴄᴎᴣᴕᴀᴑפᴍפ ᴆᴤת 

ӄᴈᴀᴇפᴈᴀװṝ ᴊװᴋתװ ᴈפᴒפᴆᴉᴇ ᴍװᴌᴍᴀᴋᴉפצᴈᴀᴤ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ תᴉᴇװᴈ תᴉצפץᴆװᴈ ᴀ 
 ᴈṣפ״ᴤצᴍ ᴊᴋᴀפᴋᴍᴀᴐᴀᴄװṞ ᴌפᴈװᴒפᴈ״פᴈ פᴈṞ ᴊᴉᴆᴀᴍᴀᴄװצᴄᴍᴀפ
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ӃᴆᴉᴄᴀᴋᴉפצᴈᴀװṞ פ ᴍפᴄװ׳ ᴊᴉᴤצᴆװᴈᴀװᴇ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴑ פ״ᴊᴀᴌװᴁ ׳ צᴎᴋᴈפᴆפᴑ ᴀ 

ᴀ״ᴇװᴈװᴈᴀװᴇ ᴇװᴍᴋᴀᴄ ᴈפת פᴔץᴉᴋװתṣ  

ᶰṣᶴ ӈᴉצפץᴆװᴈᴀװ ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆצ װᴙᴊᴉᴆᴈᴤװᴍᴌᴤ קפ״ᴋᴎ״ᴄפ ᴀ ᴑᴋפᴈװᴈᴀװ ᴊפᴋ ᴄᴆᴣᴒװᴁ SSL 

ᴔᴀᴐᴋᴉפצᴈᴀᴤ ᴍᴋפᴐᴀᴄפ ᴇת׳װᴎ ӄפᴔᴀᴇᴀ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤᴇᴀ ᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤᴇᴀṞ 

 ᴀ פᴍפᴋᴍᴀᴐᴀᴄװᴌ װᴈᴀװᴆצפץᴉת ᴍᴌᴤװפצᴀ׳ᴋװתתᴇᴙᴇᴀ WAFṣ Әᴉװפᴕᴀᴕפ״

ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕקװᴉ ᴊᴋᴀפצᴍᴈᴉקᴉ ᴄᴆᴣᴒפ ᴀ״ ᴉᴍװתᴆᴗᴈᴙᴑ ᴐפᴁᴆᴉצ צ ᴐᴉᴋᴇפᴍפᴑ .crt ᴀ .key . 

Ӟᴎᴈᴄᴓᴀᴉᴈפᴆᴗᴈᴉᴌᴍᴗ ᴊᴋתװᴈ״פᴈפᴒװᴈת פᴆᴤ ᴋ״פᴇװᴕװᴈᴀᴤ ᴌᴉץᴌᴍװצᴈᴈᴙᴑ פצᴆᴀתᴈᴙᴑ 

ᴌװᴋᴍᴀᴐᴀᴄפᴍᴉצṞ תᴆᴤ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ צ ᴈפᴌᴍᴋᴉᴁᴄפᴑ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴌᴉᴑᴋפᴈᴀᴍᴗ Request  ID  ᴀ צᴋװᴇᴤ ᴄת׳פᴉקᴉ ᴍװᴌᴍת פᴆᴤ ᴊᴉᴌᴆתװᴎᴣᴕװᴁ 
ᴄᴉᴋᴋװᴆᴤᴓᴀᴀ ᴀ ᴋקװᴋװᴌᴌᴀᴉᴈᴈᴙᴑ ᴊᴋᴉװצᴋᴉᴄ ᴊᴉᴌᴆװ ᴋװᴆᴀ״ᴉצ ᴀ ᴀ״ᴇװᴈװᴈᴀᴤ ᴊᴉᴆᴀᴍᴀᴄṣ 
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 ẇññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍẈṣ ӄᴌᴍצפᴗᴍװ ᴌᴉװתᴋ׳ᴀᴇᴉװ ᴐפᴁᴆפ ᴌװᴋᴍᴀᴐᴀᴄפᴍצ פ ᴄᴉתᴀᴋᴉצᴄװ 

æM¶ ᴀᴆᴀ צᴉᴌᴊᴉᴆᴗ״ᴎᴁᴍװᴌᴗ ᴄᴈᴉᴊᴄᴉᴁ ẇӘᴉᴆᴎᴒᴀᴍᴗ ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍ ᴀ״ ᴐפᴁᴆפẈ ᴀ 

ᴎᴄ׳פᴀᴍװ ᴐפᴁᴆ ᴌ ᴋפᴌᴔᴀᴋװᴈᴀװᴇ .crtṣ ӈᴉᴊᴎᴌᴍᴀᴇᴉ ᴋ״פᴇװᴕװᴈᴀװ ᴊᴉᴆᴈᴉᴁ ᴓװᴊᴉᴒᴄᴀṝ 

ᴄᴉᴈװᴒᴈᴙᴁ ᴌװᴋᴍᴀᴐᴀᴄפᴍṞ פ״ᴍװᴇ ᴊᴋᴉᴇ׳װᴎᴍᴉᴒᴈᴙװ ᴓװᴈᴍᴋᴙ ᴌװᴋᴍᴀᴐᴀᴄפᴓᴀᴀṣ 

 ẇӘᴋᴀפצᴍᴈᴙᴁ ᴄᴆᴣᴒẈṣ ӄᴌᴍצפᴗᴍװ ᴌᴉװתᴋ׳ᴀᴇᴉװ ᴊᴋᴀפצᴍᴈᴉקᴉ ᴄᴆᴣᴒצ פ ᴐᴉᴋᴇפᴍװ æM¶ 

ᴀᴆᴀ צᴉᴌᴊᴉᴆᴗ״ᴎᴁᴍװᴌᴗ ᴄᴈᴉᴊᴄᴉᴁ ẇӘᴉᴆᴎᴒᴀᴍᴗ ᴊᴋᴀפצᴍᴈᴙᴁ ᴄᴆᴣᴒ ᴀ״ ᴐפᴁᴆפẈ ᴀ ᴎᴄ׳פᴀᴍװ 

ᴐפᴁᴆ ᴌ ᴋפᴌᴔᴀᴋװᴈᴀװᴇ .keyṣ Ӓᴆᴣᴒ תᴉᴆװ׳ᴈ ᴌᴉᴉᴍװצᴍᴌᴍצᴉפצᴍᴗ קפ״ᴋᴎװפ׳ᴇᴉᴇᴎ 

ᴌװᴋᴍᴀᴐᴀᴄפᴍᴎ ᴊᴉ ᴊפᴋװ ᴄᴆᴣᴒװᴁ ᴀ ץᴙᴍᴗ ״װץ ᴊפᴋᴉᴆᴗᴈᴉᴁ ᴐᴋ״פᴙṞ ᴊᴉᴌᴄᴉᴆᴗᴄᴎ ᴊᴉᴆװ 

  ᴈᴉṣװᴎᴌᴇᴉᴍᴋתװᴊᴋ װᴋᴉᴆᴤ ᴈפᴊ פתᴉצצ ᴆᴤת

Әᴋᴀᴇװᴒפᴈᴀװṝ צᴄᴆתפᴄפ ẇӘᴉᴆᴎᴒᴀᴍᴗ ᴌװᴋᴍᴀᴐᴀᴄפᴍẈ ᴊᴋתװᴈ״פᴈפᴒװᴈת פᴆᴤ 
 ᴊᴋᴀ װװ װᴎᴁᴍ״ᴇᴙṣ ӎᴌᴊᴉᴆᴗװᴈᴎᴍᴋᴀ ᴌᴀᴌᴍצ פᴍפᴋᴍᴀᴐᴀᴄװᴈᴀᴤ ᴌװᴉ ᴊᴉᴆᴎᴒקᴈᴉצᴍᴀפᴋᴈװᴆᴗᴍפ
ᴈפᴆᴀᴒᴀᴀ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴑ ᴋקװᴆפᴇװᴈᴍᴉצ ᴀ ᴍᴉᴆᴗᴄᴉ תᴆᴤ פתפ״ᴒṞ װתק ᴞᴍᴉ תᴉᴊᴎᴌᴍᴀᴇᴉ 
ᴊᴉᴆᴀᴍᴀᴄᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ӄפᴔװᴁ ᴉᴋפקᴈᴀפ״ᴓᴀᴀṣ 
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2ṣᶵ ӛᴋץװᴉפצᴈᴀᴤ ᴄ ᴄפצᴆᴀᴐᴀᴄפᴓᴀᴀ ᴌᴉᴍᴋᴎתᴈᴀᴄᴉצ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴎᴌᴍפᴈצפᴆᴀפצᴣᴍᴌᴤ ᴇᴀᴈᴀᴇפᴆᴗᴈᴙװ ᴍᴋץװᴉפצᴈᴀᴤ ᴄ ᴄפצᴆᴀᴐᴀᴄפᴓᴀᴀ 

ᴌᴉᴍᴋᴎתᴈᴀᴄᴉצṞ ᴄᴉᴍᴉᴋᴙᴇ ᴊᴋתװᴉᴌᴍצפᴆᴤװᴍᴌᴤ תᴉᴌᴍᴎᴊ ᴄ ᴐᴎᴈᴄᴓᴀᴉᴈפᴆᴗᴈᴉᴌᴍᴀ ğ!f ñǍǍñ ᴀ 

ᴄ ᴉᴊװᴋפᴓᴀᴤᴇ ᴌᴉᴊᴋᴉצᴉװת׳ᴈᴀᴤṣ ӡװᴆᴗ ṽ ᴉװץᴌᴊװᴒᴀᴍᴗ ״װץᴉᴊפᴌᴈᴎᴣ ᴞᴄᴌᴊᴆᴎפᴍפᴓᴀᴣ 

ᴌװᴋצᴀᴌפṞ ᴄᴉᴋᴋװᴄᴍᴈᴎᴣ ᴈפᴌᴍᴋᴉᴁᴄᴎ ᴊᴉᴆᴀᴍᴀᴄṞ ᴌצᴉצװᴋװᴇװᴈᴈᴉװ ᴋקפװᴀᴋᴉפצᴈᴀװ ᴈפ 

ᴀᴈᴓᴀװתᴈᴍᴙ ᴀ ᴌᴉץᴆᴣװתᴈᴀװ ᴋקװᴎᴆᴤᴍᴉᴋᴈᴙᴑ ᴍᴋץװᴉפצᴈᴀᴁṣ ӗᴍװצᴍᴌᴍװצᴈᴈᴉᴌᴍᴗ פ״ 

ᴌᴉᴉᴍװצᴍᴌᴍצᴀװ ᴍᴋץװᴉפצᴈᴀᴤᴇ ᴈװᴌᴎᴍ ᴋᴎᴄᴉצᴉתᴀᴍװᴆᴗ ᴊᴉתᴋװת״פᴆװᴈᴀᴤ 

ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ צᴆװתפᴆᴗᴓᴙ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṞ ᴀᴌᴊᴉᴆᴗ״ᴎᴣᴕᴀᴑ 

 ᴕᴀᴍᴎ ğ!fṣפ״

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴊᴋᴉװצᴋᴤᴁᴍװ ᴌᴉᴉᴍװצᴍᴌᴍצᴀת װᴉᴇװᴈᴈᴙᴑ ᴀᴇװᴈ צ ᴊᴉᴆװ >¸ṩñ!¸ 
ᴊפᴋפᴇװᴍᴋפᴇ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴀ צᴄᴆᴣᴒפᴍᴗ ᴓװᴊᴉᴒᴄᴎ ᴊᴋᴉᴇ׳װᴎᴍᴉᴒᴈᴙᴑ ᴌװᴋᴍᴀᴐᴀᴄפᴍᴉת צᴆᴤ 
ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ פצᴆᴀפתᴓᴀᴀ ᴄᴆᴀװᴈᴍפᴇᴀṣ Әװᴋקפ״ תװᴋᴎ״ᴄᴉᴁ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍװ 
 ᴈפצᴍᴈᴙᴁ ᴄᴆᴣᴒ ᴌᴐᴉᴋᴇᴀᴋᴉפצᴍᴋᴙ ᴀ ᴒᴍᴉ ᴊᴋᴀװᴇפᴋפᴊ װᴌᴄᴀװᴐᴀᴒפᴋקᴄᴋᴀᴊᴍᴉ װᴆᴗᴈᴙפᴄᴍᴎפ
 ᴍṣפᴋᴍᴀᴐᴀᴄװṞ ᴒᴍᴉ ᴀ ᴌפᴉᴋᴀᴍᴇקᴆפ װ׳ ᴉקᴆᴤ ᴍᴉת
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2.7.1 ӂתᴇᴀᴈᴀᴌᴍᴋפᴍᴉᴋ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ğ!f 

 Ӆᴆᴎץᴉᴄᴉװ ᴊᴉᴈᴀᴇפᴈᴀװ ᴌװᴍצװᴉᴁ ᴀ ץװצᴇᴉװתᴆᴀ: L3ṾL7, HTTP/1.1Ṿ3, TLS 1.2/1.3 

 Ӗפᴌᴍᴋᴉᴁᴄפ ᴀ פצᴆᴀפתᴓᴀᴤ ᴊᴋצפᴀᴆṩᴀᴌᴄᴆᴣᴒװᴈᴀᴁ ğ!fṞ ᴎᴊᴋצפᴆװᴈᴀװ ᴋ׳װᴀᴇפᴇᴀ 

block/challenge/log  

 ӎᴈᴍקװᴋפᴓᴀᴤ ׳ᴎᴋᴈפᴆᴉצ ᴌ ñuM¶Ṟ ״ᴈפᴈᴀװ ᴐᴉᴋᴇפᴍᴉצ ¦ñÃ¸ṩ>Mf ᴀ ᴋװᴍװᴈᴓᴀᴀ 

2.7.2 ӂᴈפᴆᴀᴍᴀᴄ ğ!f ṵᴉᴊװᴋפᴍᴉᴋ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפקṶ 

 ӛװᴌᴍᴀᴋᴉפצᴈᴀצ װᴆᴀᴤᴈᴀᴤ ᴊᴉᴆᴀᴍᴀᴄ ᴈת פᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ ᴀ ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴗ 

 ӂᴈפᴆᴀᴍᴀᴄ ğ!f ṵᴉᴊװᴋפᴍᴉᴋ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפקṶ 

 ӛᴋᴀ׳פ ᴌᴉץᴙᴍᴀᴁ ᴀ ᴄᴆפᴌᴌᴀᴐᴀᴄפᴓᴀᴤ fæṩÿæ ᴊᴉ ᴌװᴋᴗ״ײᴈᴉᴌᴍᴀ 

 Әᴉᴌᴍᴋᴉװᴈᴀצ װᴙץᴉᴋᴉᴄ ᴀ ᴉᴍᴒײᴍᴉצṞ צᴆװתפᴈᴀפ״ װᴊᴋᴉᴌפᴇᴀ ᴄ ׳ᴎᴋᴈפᴆפᴇ 

 ӎװתᴈᴍᴀᴐᴀᴄפᴓᴀᴤ פᴍפᴄ ᴊᴉ ᴌᴀקᴈפᴍᴎᴋפᴇ ᴀ ᴊᴉװתװצᴈᴒװᴌᴄᴀᴇ ᴀᴈתᴀᴄפᴍᴉᴋפᴇ 

 ӗᴐᴉᴋᴇᴆװᴈᴀװ ᴉץᴉᴌᴈᴉפצᴈᴈᴙᴑ פ״ᴤצᴉᴄ ᴈפ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ 

 Ӓᴉᴈᴍᴋᴉᴆᴗ ᴇװᴍᴋᴀᴄ ᴄפᴒװᴌᴍפצṝ ץᴆᴉᴄᴋװᴁᴍ, FP ᴋװᴁᴍ, ᴆפᴍװᴈᴍᴈᴉᴌᴍᴗ 

2.7.3 ӗᴊװᴋפᴍᴉᴋ ᴋקפװᴀᴋᴉפצᴈᴀᴤ ᴈפ ᴀᴈᴓᴀװתᴈᴍᴙ 

 ӗᴊװᴋפᴍᴉᴋ ᴋקפװᴀᴋᴉפצᴈᴀᴤ ᴈפ ᴀᴈᴓᴀװתᴈᴍᴙ 

 Әᴋᴀᴇװᴈװᴈᴀצ װᴋװᴇװᴈᴈᴙᴑ ᴇװᴋṝ ǪțǍȺȺǸɅȓǸṞ ɶǍʌǸ ȺȡɃȡʌṞ ᴍᴉᴒװᴒᴈᴉץ װᴆᴉᴄᴀᴋᴉפצᴈᴀװ 

 ӂᴄᴍᴀצᴀᴋᴉפצᴈᴀװ EEɐñᴊᴋᴉᴐᴀᴆװᴁ ᴀ ᴋ׳װᴀᴇᴉקװת צᴋפתפᴓᴀᴀ ״װץ ᴊᴋᴉᴌᴍᴉᴤ 

 Ӭᴌᴄפᴆפᴓᴀᴤ ᴊᴉ ᴇפᴍᴋᴀᴓװṞ פ״צᴀᴇᴉװתᴁᴌᴍצᴀװ ᴌ צᴆװתפᴆᴗᴓפᴇᴀ ᴌװᴋצᴀᴌᴉצ 

 Ӄᴙᴌᴍᴋᴙᴁ ᴉᴍᴄפᴍ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀ ᴀ צᴉצ״ᴋפᴍ ᴄ ᴌᴍץפᴀᴆᴗᴈᴉᴇᴎ ᴌᴉᴌᴍᴉᴤᴈᴀᴣ 

2.7.4 ӂᴎתᴀᴍᴉᴋṩᴈץפᴆᴣפתᴍװᴆᴗ 

 ӂᴎתᴀᴍᴉᴋṩᴈץפᴆᴣפתᴍװᴆᴗ 

 Ӟᴉᴋᴇᴀᴋᴉפצᴈᴀת װᴉᴄפ״פᴍװᴆᴗᴈᴉᴁ ״פץᴙ ᴊᴉ ᴄᴉᴈᴍᴋᴉᴆᴤᴇ ӎӃ 

 Әᴋᴉװצᴋᴄפ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴤ ᴊᴋצפ ᴊᴋᴀᴈᴓᴀᴊᴎ ᴈפᴀᴇװᴈᴗᴔᴀᴑ ᴊᴋᴀצᴀᴆקװᴀᴁ 

 ӗᴓװᴈᴄפ ᴊᴉᴆᴈᴉᴍᴙṩᴓװᴆᴉᴌᴍᴈᴉᴌᴍᴀṩᴋװᴍװᴈᴓᴀᴀ ׳ᴎᴋᴈפᴆᴉצ 

 Әᴉקתᴉᴍᴉצᴄפ ᴉᴍᴒײᴍᴈᴉᴌᴍᴀ תᴆᴤ צᴈᴎᴍᴋװᴈᴈᴀᴑ ᴀ צᴈװᴔᴈᴀᴑ ᴊᴋᴉװצᴋᴉᴄ 

 Ӎᴈפᴈᴀװ ᴊᴋᴀᴇװᴈᴀᴇᴙᴑ ᴋקװᴎᴆᴤᴍᴉᴋᴈᴙᴑ ᴍᴋץװᴉפצᴈᴀᴁ ᴀ ᴄᴉᴋᴊᴉᴋפᴍᴀצᴈᴙᴑ ᴊᴉᴆᴀᴍᴀᴄ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴐᴀᴄᴌᴀᴋᴎᴣᴍᴌᴤ ᴄᴋᴀᴍװᴋᴀᴀ תᴉᴊᴎᴌᴄפ ᴀ ᴊᴉװתתᴋפ׳ᴈᴀᴤ 

ᴄפצᴆᴀᴐᴀᴄפᴓᴀᴀṣ әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴊᴋᴉצᴉתᴀᴍᴗ ᴊװᴋפװᴍᴍװᴌᴍפᴓᴀᴣ ᴈװ ᴋװ׳װ ᴉתᴈᴉקᴉ ᴋפ״פ 

 װᴄᴍᴎᴋװᴋᴑᴀᴍפ ᴑ ᴀᴆᴀפᴊᴉᴆᴀᴍᴀᴄ צ ᴈᴀᴁװᴈװᴇ״ᴈᴈᴙᴑ ᴀװצᴌᴍװᴌᴎᴕ װᴉ ᴊᴉᴌᴆץᴆᴀ צװᴌᴤᴓװɳᶰ ᴇ צ

 ᴕᴀᴍᴙṣפ״
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2.8 әפᴌᴒװᴍ ᴄᴉᴆᴀᴒװᴌᴍפצ èæñ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌפᴈ ᴊᴉᴋᴤתᴉᴄ ᴉᴊᴋװתװᴆװᴈᴀᴤ ᴍᴋץװᴎװᴇᴉᴁ ᴄצᴉᴍᴙ èæñ תᴆᴤ ğ!f 

SaaS. QPS ᴀᴈᴍװᴋᴊᴋװᴍᴀᴋᴎװᴍᴌᴤ ᴄפᴄ ᴄᴉᴆᴀᴒװᴌᴍצᴉ oÿÿæṵñṶ פ״ᴊᴋᴉᴌᴉצ צ ᴌװᴄᴎᴈתᴎṞ ᴄᴉᴍᴉᴋᴙװ 

ᴊᴉתᴌᴀᴌᴍװᴇᴙ ᴐᴀᴆᴗᴍᴋפᴓᴀᴀ ᴉץᴤפ״ᴈᴙ ᴉץᴋפץפᴍᴙפצᴍᴗ קװת ״װץᴋפתפᴓᴀᴀ צᴋװᴇװᴈᴀ 

ᴉᴍᴄᴆᴀᴄפ ᴀ ᴄפᴒװᴌᴍפ״ פצᴕᴀᴍᴙṣ Ӓᴉᴋᴋװᴄᴍᴈᴙᴁ ᴋפᴌᴒװᴍ QPS ᴊᴉצ״ᴉᴆᴤװᴍ צᴙץᴋפᴍᴗ ᴍפᴋᴀᴐṞ 

ᴊᴋתװᴉᴍצᴋפᴍᴀᴍᴗ ᴆᴉ׳ᴈᴙװ ᴉקᴋפᴈᴀᴒװᴈᴀᴤ ᴈפ ᴊᴀᴄװ ᴍᴋפᴐᴀᴄפ ᴀ ᴉװץᴌᴊװᴒᴀᴍᴗ פ״ᴊפᴌ ᴈפ 

 ᴓᴀᴀṣפᴋװᴉᴊ װᴌᴄᴀװᴑᴈᴀᴒװᴀ ᴍ צᴉᴍᴉץ ᴌᴄᴀṞװᴌᴊᴆצ

 

Ӟפᴄᴍᴀᴒװᴌᴄᴎᴣ ᴈקפᴋᴎ״ᴄᴎ ᴈפ ᴊᴋᴀᴆᴉװ׳ᴈᴀװ ӄᴙ ᴇᴉװ׳ᴍװ ᴊᴋᴉᴌᴇᴉᴍᴋװᴍᴗ צ ᴋװת״פᴆװ 

ṦӚצᴉתᴄפṦ צ ᴋװת״פᴆװ ṦӍפᴊᴋᴉᴌᴙ צ ᴌװᴄᴎᴈתᴎ ṵèæñṶṦ. 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴊᴋᴀ ᴊᴉᴆᴎᴒװᴈᴀᴀ פתᴈᴈᴙᴑ צᴙᴊᴉᴆᴈᴤᴣᴍᴌᴤ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴤ ᴐᴉᴋᴇפᴍᴉצṞ 
 ᴈᴉᴌᴍᴀ׳װתפᴈ פᴈᴄװᴇ ᴀ ᴉᴓפᴀᴌᴍᴉᴒᴈᴀᴄ צᴍᴉװᴊᴋᴀᴉᴋᴀᴍ װᴈᴀװᴒפᴈ״פᴓᴀᴤṞ ᴈפᴎᴊᴆᴀᴄתװת
 ᴈᴀᴁ ᴀפצᴍᴙפץפᴈᴙᴑ ᴌᴋ׳ᴉ ᴆᴉצᴌᴍװᴈᴗᴔᴀᴍᴗ ᴄᴉᴆᴀᴒװᴍ ᴎᴇװᴉᴆᴤצ״ᴈᴈᴙᴑṣ Ӭᴍᴉ ᴊᴉפת
ᴉװץᴌᴊװᴒᴀᴍᴗ ᴊᴋתװᴌᴄ״פᴎװᴇᴉװ ᴊᴋᴀᴇװᴈװᴈᴀװ ᴊᴉᴆᴀᴍᴀᴄṣ 
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ӄ׳פᴈᴙװ ᴎᴍᴉᴒᴈװᴈᴀᴤṝ 

 RPP צפ״ᴀᴌᴀᴍ ᴉᴍ פᴋᴑᴀᴍװᴄᴍᴎᴋᴙ ᴐᴋᴉᴈᴍװᴈפתṞ ᴈפᴆᴀᴒᴀᴤ SPAṞ ᴌᴍװᴊװᴈᴀ פץᴈתᴆᴀᴈפקṞ 

ᴄᴞᴔᴀᴋᴉפצᴈᴀᴤ ᴈפ ᴎᴋᴉצᴈװ CDN  ᴀ ץᴋפᴎװ״ᴋפṞ פ ᴍפᴄװ׳ ᴉᴍ ᴍᴉקᴉṞ װתק ᴀᴇװᴈᴈᴉ צᴄᴆᴣᴒװᴈ 

ğ!f ᴉᴍᴈᴉᴌᴀᴍװᴆᴗᴈᴉ ᴓװᴊᴉᴒᴄᴀ תᴉᴌᴍצפᴄᴀṣ 

 ӈᴉᴆᴤ ץᴉᴍᴉצ ᴀ ᴌᴄפᴈװᴋᴉצ ᴇᴉװ׳ᴍ ᴎװצᴆᴀᴒᴀפצᴍᴗ ᴈקפᴋᴎ״ᴄᴎṣ Ӊᴌᴆᴀ פᴈפᴆᴀᴍᴀᴄפ 

ᴉᴒᴀᴕװᴈפ ᴉᴍ ץᴉᴍᴉצṞ פ״ᴄᴆתפᴙפצᴁᴍת װᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙᴁ פ״ᴊפᴌṣ 

 ӈᴆᴤ API ᴌװᴋצᴀᴌᴉצ ᴎתᴉץᴈװװ ᴉᴊװᴋᴀᴋᴉפצᴍᴗ RPM ᴀ 95 ᴇ ᴊᴋᴉᴓװᴈᴍᴀᴆװᴇ RPS ᴀ״ 

ᴆᴉקᴉפת ,צᴆװװ ᴊᴋᴀᴇװᴈᴤᴍᴗ K_פ״ᴊפᴌפ ᴀ ᴉᴄᴋᴎקᴆᴀᴍᴗ. 

2.9 ӗץᴈᴉצᴆװᴈᴀװ ᴐᴀתᴉצ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙפצᴣᴍᴌᴤ ᴊᴋᴀᴈᴓᴀᴊ ᴇװᴑפᴈᴀ״ᴇפ ᴉץᴈᴉצᴆװᴈᴀᴤ ᴐᴀתᴉצ ᴎקᴋᴉצ ״ 

WAF SaaS צפ צᴍᴉᴇפᴍᴀᴒװᴌᴄᴉᴇ ᴋ׳װᴀᴇ״װץ װ ᴎᴒפᴌᴍᴀᴤ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤṣ ӡװᴆᴗ ᴇᴉתᴎᴆᴤ 

ᴌᴉᴌᴍᴉᴀᴍ צ ᴊᴉװתתᴋפ׳ᴈᴀᴀ פᴄᴍᴎפᴆᴗᴈᴉᴁ ᴇᴉװתᴆᴀ ᴋᴀᴌᴄᴉת צᴆᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴀ 

ᴉקᴋפᴈᴀᴒᴀפצᴈᴀᴤ צᴋתװᴉᴈᴉᴌᴈᴉᴁ פᴄᴍᴀצᴈᴉᴌᴍᴀṣ Ӛᴀᴌᴍװᴇצפ פᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ ᴀ ᴋקװᴎᴆᴤᴋᴈᴉ 

ᴊᴉᴆᴎᴒװפᴍ ᴀᴈתᴀᴄפᴍᴉᴋᴙ ᴄᴉᴇᴊᴋᴉᴇװᴍפᴓᴀᴀ ᴀ״ ᴇᴈᴉװ׳ᴌᴍװץ פצᴌᴊᴆפᴍᴈᴙᴑ ᴀ 

ᴄᴉᴇᴇװᴋᴒװᴌᴄᴀᴑ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצṞ פ ᴍפᴄװ׳ ᴉץᴉפקᴕװפᴍ ᴀᴑ ᴌᴉץᴌᴍװצᴈᴈᴙᴇᴀ פתᴈᴈᴙᴇᴀ ᴉ 

ᴍװᴄᴎᴕᴀᴑ פᴍפᴄפᴑṣ Әᴉװתתᴋ׳ᴀפצᴣᴍᴌᴤ ᴍᴀᴊᴉצᴙפ װᴋᴍװᴐפᴄᴍᴙ ᴎקᴋᴉ״ṝ IP  ,ᴍᴀװᴌתᴀ ᴊᴉ פᴌװᴋתפ

 ᴈᴍᴌᴄᴀᴑװᴋᴀᴌᴍᴀᴄᴀ ᴄᴆᴀװᴄᴍפᴋפӚ2, ᴑ ,צᴋᴉװᴈפᴀ ᴌᴄ צᴉᴍᴉץ ᴍᴎᴋᴙפᴈקᴈᴙ ᴀ URL, ᴌᴀװᴉᴇת

ᴉᴍᴊװᴒפᴍᴄᴉצṞ ᴊפᴍᴍװᴋᴈᴙ פ״ᴊᴋᴉᴌᴉצ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴊᴋᴀ ᴊᴉᴆᴎᴒװᴈᴀᴀ פתᴈᴈᴙᴑ צᴙᴊᴉᴆᴈᴤᴣᴍᴌᴤ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴤ ᴐᴉᴋᴇפᴍᴉצṞ 
 ᴈᴉᴌᴍᴀ׳װתפᴈ פᴈᴄװᴇ ᴀ ᴉᴓפᴀᴌᴍᴉᴒᴈᴀᴄ צᴍᴉװᴊᴋᴀᴉᴋᴀᴍ װᴈᴀװᴒפᴈ״פᴓᴀᴤṞ ᴈפᴎᴊᴆᴀᴄתװת
 ᴈᴀᴁ ᴀפצᴍᴙפץפᴈᴙᴑ ᴌᴋ׳ᴉ ᴆᴉצᴌᴍװᴈᴗᴔᴀᴍᴗ ᴄᴉᴆᴀᴒװᴍ ᴎᴇװᴉᴆᴤצ״ᴈᴈᴙᴑṣ Ӭᴍᴉ ᴊᴉפת
ᴉװץᴌᴊװᴒᴀᴍᴗ ᴊᴋתװᴌᴄ״פᴎװᴇᴉװ ᴊᴋᴀᴇװᴈװᴈᴀװ ᴊᴉᴆᴀᴍᴀᴄṣ 
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2.9.1 Ӛᴀᴌᴍװᴇᴙ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴉקᴉ ᴈפ ᴉᴌᴈᴉװצ ᴐᴀתᴉצ 

ӚӘӂ (Ӛᴀᴌᴍװᴇפ Әᴋתװᴉᴍצᴋפᴕװᴈᴀᴤ ӂᴍפᴄṶ IPṝ פתᴈᴈפᴤ ᴌᴀᴌᴍװᴇפ ᴊᴋתװᴌᴍצפᴆᴤװᴍ ᴌᴉץᴉᴁ 

 Ṟצᴌᴉװᴋתפ ᴌᴈᴙᴑ uæפᴉᴈᴉᴌᴈᴙᴑ ᴀ ᴉᴊתװᴋצ ᴎ״פץ ᴆᴤᴣᴕᴎᴣᴌᴤצᴈᴉץᴇᴉ ᴉפᴈᴈᴎᴣ ᴌפצᴀᴋᴉקװᴋקפ

ᴄᴉᴍᴉᴋפᴤ ᴉץᴈᴉצᴆᴤװᴍᴌᴤ ᴄת׳פᴎᴣ ᴇᴀᴈᴎᴍᴎṣ Ӄᴆᴉᴄᴀᴋᴉצᴄפ ᴎקᴋᴉ״ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ צ 

 ṣװᴀᴇ׳װᴌᴄᴉᴇ ᴋװᴍᴀᴒפᴍᴉᴇצפ

ӚӘӂ (Ӛᴀᴌᴍװᴇפ Әᴋתװᴉᴍצᴋפᴕװᴈᴀᴤ ӂᴍפᴄṶ User Agent ṝ פתᴈᴈפᴤ ᴌᴀᴌᴍװᴇפ ᴊᴋתװᴌᴍצפᴆᴤװᴍ 

ᴌᴉץᴉᴁ קפᴋקװᴀᴋᴉפצᴈᴈᴎᴣ ᴌפᴇᴉ ᴉץᴈᴉצᴆᴤᴣᴕᴎᴣᴌᴤ ״פץᴎ צᴋתװᴉᴈᴉᴌᴈᴙᴑ ᴀ ᴉᴊפᴌᴈᴙᴑ ĆɾǸɶ 

!ȓǸɅʌ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṞ ᴄᴉᴍᴉᴋפᴤ ᴉץᴈᴉצᴆᴤװᴍᴌᴤ ᴄת׳פᴎᴣ ᴇᴀᴈᴎᴍᴎṣ Ӄᴆᴉᴄᴀᴋᴉצᴄפ ᴎקᴋᴉ״ 

ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ צפ צᴍᴉᴇפᴍᴀᴒװᴌᴄᴉᴇ ᴋ׳װᴀᴇװṣ 

ӄ ᴋ״װᴎᴆᴗᴍפᴍװ ᴞᴄᴌᴊᴆᴎפᴍפᴓᴀᴀ פתᴈᴈᴉקᴉ ᴇװᴑפᴈᴀ״ᴇפ ӄᴙ ᴊᴉᴆᴎᴒװפᴍװ ᴈװᴊᴋװᴋᴙצᴈᴉ 

 ᴔᴈᴀᴑװᴈצ װᴈᴈᴙפת ᴀᴈᴤᴣᴕᴀᴁתװᴘץṞ ᴉ״ᴋᴉקᴎ צᴍᴉᴋᴉפᴀᴄתᴉᴋ ᴀᴈץפᴇᴙᴁ ᴈװᴀᴋᴎ״ᴆᴀפᴄᴍᴎפ

ᴊᴋᴉפצᴁװתᴋᴉצ ᴀ צᴈᴎᴍᴋװᴈᴈᴣᴣ ᴍװᴆװᴇװᴍᴋᴀᴣ פᴍפᴄṣ 

ᶰṣᶯᶮ ӄװᴋᴀᴐᴀᴄפᴓᴀᴤ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴋᴤתᴉᴄ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴊᴋצפ ᴈת פᴉᴇװᴈ תᴆᴤ 

 ᴍᴌᴤװᴙᴊᴉᴆᴈᴤצ װᴈᴀװת׳ᴋװצᴍתWAF SaaS. Әᴉ צ ᴈᴀᴤװ׳ᴊᴋᴀᴆᴉץװצ ᴈᴀᴤװᴆצפץᴉת

ᴊᴉᴌᴋתװᴌᴍצᴉᴇ ᴋ״פᴇװᴕװᴈᴀᴤ TXTפ״ᴊᴀᴌᴀ צ DNS  ᴌ ᴍᴉᴒᴈᴙᴇ ״ᴈפᴒװᴈᴀװᴇ ᴐᴉᴋᴇפᴍפ 

cr=<key -16>. Әᴋᴉᴓתװᴎᴋפ ᴊᴋᴉצᴉתᴀᴍᴌᴤ ᴉתᴈᴉᴄᴋפᴍᴈᴉ תᴆᴤ ᴄᴉᴋᴈצװᴉקᴉ תᴉᴇװᴈפṣ 

Әᴉתתᴉᴇװᴈᴙ ᴆᴣץᴉקᴉ ᴎᴋᴉצᴈᴤ ᴊᴉתᴍװצᴋפת׳ᴍᴗ ᴈװ ᴍᴋץװᴎװᴍᴌᴤṝ ᴊᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉᴁ 

 ״װץ ᴉᴌᴍᴎᴊᴈᴉת ᴑפᴈװᴉᴇתתᴉ ᴊᴉקװ פᴈᴀᴁ ᴈװ׳ᴊᴋᴀᴆᴉ װᴈᴀװᴆצפץᴉת פᴈװᴉᴇת ᴓᴀᴀפᴋᴀᴐᴀᴄװצ

 ᴋᴉᴄṣװצᴆᴗᴈᴙᴑ ᴊᴋᴉװᴉᴊᴉᴆᴈᴀᴍת

Әᴋᴀᴇװᴒפᴈᴀװṝ װᴌᴆᴀ פצᴇ ᴊᴉ ᴄפᴄᴉᴁ-ᴆᴀץᴉ ᴊᴋᴀᴒᴀᴈװ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴊᴋתװᴉᴌᴍצפᴀᴍᴗ 
 װᴈᴀᴤṞ ᴄᴉᴍᴉᴋᴉװ׳ᴀᴆᴀ ĆɾǸɶ !ȓǸɅʌ ᴊᴋᴀᴆᴉ פᴌװᴋתפ ᴈᴀᴤ uæװ׳ᴉ ᴊᴋᴀᴆᴉקװᴔפצ ᴉת ᴉᴌᴍᴎᴊת
 ᴀᴆᴉṣצפᴊᴋ װᴆᴗᴈᴉװᴔᴀᴍװᴋ״פᴍᴗ ᴋפת״ᴀᴇᴉ ᴌᴉתᴑᴉץᴉװᴇ ᴈפצ ᴍ ӚӘӂṞ ᴍᴉװᴆᴉᴄᴀᴋᴎץ
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2.10.1 Әᴉᴋᴤתᴉᴄ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴊᴋצפ 

Әװᴋתװ ᴈפᴌᴍᴋᴉᴁᴄᴉᴁ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṞ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴊᴋᴉװצᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴎ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

 ᴇװᴋᴑᴈװצ צ ᴄᴈᴉᴊᴄᴎ פᴈ װᴇᴀᴍ׳פᴈᴀᴤ ᴈװת׳ᴋװצᴍתṣ ӈᴆᴤ ᴊᴉפᴉᴌᴍᴎᴊת ᴈᴀᴤװת׳ᴋװצᴍתᴆᴤ ᴊᴉת

ᴇװᴈᴣ ẇӈᴉצפץᴀᴍᴗ ᴊᴋᴀᴆᴉװ׳ᴈᴀװẈṣ ӄ ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ פ״ᴊᴉᴆᴈᴀᴍװ Ćé¬ תפᴋװᴌ ᴌפᴁᴍפ, 

ᴊᴉᴌᴆצ װ ᴉᴄᴈװ ᴉᴍᴉץᴋ״פᴀᴍᴌᴤ ᴎᴈᴀᴄפᴆᴗᴈᴙᴁ ᴄᴆᴣᴒ צ ᴐᴉᴋᴇפᴍװ cr=<key -16>ṣ Ӛᴄᴉᴊᴀᴋᴎᴁᴍװ 

 ṣװ׳ᴇ ᴈᴀפקפᴔ װᴎᴁᴍתװᴈᴀᴁ ᴀ ᴌᴆװᴈװᴇ״ᴀ ״װץ װᴈᴀװᴒפᴈ״

 

 ӗᴍᴄᴋᴉᴁᴍװ ᴊפᴈװᴆᴗ ᴎᴊᴋצפᴆװᴈᴀᴤ E¸ñ ᴎ ӄפᴔקװᴉ ᴋקװᴀᴌᴍᴋפᴍᴉᴋפ ᴀᴆᴀ ᴊᴋᴉפצᴁװתᴋפ 

ᴑᴉᴌᴍᴀᴈפק. 

 ӄ ״ᴉᴈװ ᴊᴋᴉװצᴋᴤװᴇᴉקᴉ תᴉᴇװᴈפ ᴌᴉפת״ᴁᴍװ ᴈᴉצᴎᴣ פ״ᴊᴀᴌᴗ ᴍᴀᴊפ ÿĤÿṣ ӎᴇᴤ פ״ᴊᴀᴌᴀ 

ᴉᴌᴍצפᴗᴍװ ᴊᴎᴌᴍᴙᴇ ᴀᴆᴀ ᴎᴄ׳פᴀᴍװ ᴌᴀᴇצᴉᴆ Ἀ ṵᴞᴍᴉ ᴌᴉᴉᴍװצᴍᴌᴍצᴎװᴍ ᴄᴉᴋᴈצװᴉᴇᴎ 

 ᴈᴎṶṣװᴉᴇת
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 ӄ ᴊᴉᴆ״ װᴈפᴒװᴈᴀᴤ צᴌᴍצפᴗᴍװ ᴌᴍᴋᴉᴄᴎṞ ᴊᴉᴆᴎᴒװᴈᴈᴎᴣ צ ᴉᴄᴈת װᴉצפץᴆװᴈᴀᴤ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ Әᴋᴀᴇװᴋ ᴄᴉᴋᴋװᴄᴍᴈᴉקᴉ ״ᴈפᴒװᴈᴀᴤṣ Әᴋᴀᴇװᴋṝ cr=9f1a2b3c4d5e6f70  

 Ӛᴉᴑᴋפᴈᴀᴍפ״ װᴊᴀᴌᴗṣ ӈᴉת׳ᴀᴍװᴌᴗ ᴋפᴌᴊᴋᴉᴌᴍᴋפᴈװᴈᴀᴤ ᴀ״ᴇװᴈװᴈᴀᴁ צ E¸ñṣ ӄᴋװᴇᴤ 

 ṣפᴋװתᴁפצᴀᴌᴀᴍ ᴉᴍ ÿÿ¬ ᴀ ᴊᴉᴆᴀᴍᴀᴄᴀ ᴊᴋᴉצפ״

 Әᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉᴁ ᴊᴋᴉװצᴋᴄᴀ ᴌᴍפᴍᴎᴌ תᴉᴇװᴈפ ᴀ״ᴇװᴈᴀᴍᴌᴤ ᴈפ ẇӘᴉתᴍװצᴋװת׳ᴈᴉẈ. 

 Әᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉᴁ װצᴋᴀᴐᴀᴄפᴓᴀᴀ תᴉᴇװᴈפ ӄᴙ ᴇᴉװ׳ᴍװצפ״ װᴋᴔᴀᴍᴗ תᴉצפץᴆװᴈᴀװ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴀ ᴊװᴋװᴑᴉתᴀᴍᴗ ᴄ ᴌᴆתװᴎᴣᴕᴀᴇ ᴞᴍפᴊפᴇ צᴈתװᴋװᴈᴀᴤ ğ!f ñǍǍñṝ 

 ӈᴆᴤ ᴊװᴋװᴈפᴊᴋצפᴆװᴈᴀᴤ ᴍᴋפᴐᴀᴄפ ᴊᴉת ğ!f ӄפᴇ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴊᴉ פᴈפᴆᴉקᴀᴀ ᴌ 

ᴀᴈᴌᴍᴋᴎᴄᴓᴀװᴁ ᴋ״פᴇװᴌᴍᴀᴍᴗ צ "A" פ״ᴊᴀᴌᴗ uæ תפᴋװᴌṵפṶ תᴆᴤ תᴉצפץᴆװᴈᴈᴉקᴉ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ṵתᴉᴇװᴈṩᴊᴉתתᴉᴇװᴈṶ. 

 

Әᴉᴌᴆװ ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴤ ᴍᴋפᴐᴀᴄפ ӄᴙ ᴇᴉװ׳ᴍװ ᴊװᴋװᴁᴍᴀ ᴄ ᴈפᴌᴍᴋᴉᴁᴄװ ᴊᴉᴆᴀᴍᴀᴄ פ״ᴕᴀᴍᴙṞ 

ᴊᴋᴀצᴀᴆ ᴀ ᴈפᴌᴍᴋᴉװᴄ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṣ1 

2.11 Ӆװᴈװᴋפᴓᴀᴤ ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴆᴎᴒװᴈᴀװץ װᴌᴊᴆפᴍᴈᴉקᴉ תᴉװצᴋװᴈᴈᴉקᴉ 

SSLᴌװᴋᴍᴀᴐᴀᴄפᴍפ ᴉᴍ Letẏs Encrypt  ᴍᴌᴤװᴆᴀᴄᴎץᴈᴀ, ᴊᴉ ᴄᴉᴍᴉᴋᴉᴇᴎ ᴊᴎװᴉ ᴀᴇקᴈᴈᴉװᴉᴇת ᴆᴤת 

ӄפᴔװ ᴊᴋᴀᴆᴉװ׳ᴈᴀפ״ װ WAF SaaS. Ӛװᴋᴍᴀᴐᴀᴄפᴍ צᴙᴊᴎᴌᴄװפᴍᴌᴤ ᴈפ ᴉᴌᴈᴉפצᴈᴀᴀ 

ӄᴈᴀᴇפᴈᴀװṝ װᴌᴆᴀ ᴊᴋᴉװצᴋᴄפ ᴈװ ᴊᴋᴉᴑᴉתᴀᴍṞ ᴊᴋᴉװצᴋᴗᴍװ ᴍᴉᴒᴈᴉᴌᴍᴗ ״ᴈפᴒװᴈᴀᴤṞ 
ᴔᴈᴀᴑ DNSװᴈצ ᴊᴀᴌᴀ ᴌפ״ᴀᴇᴉᴌᴍᴗ ÿĤÿתᴀצ ᴋ״װᴉᴆװצᴋᴉצ ᴀ תᴉת׳ᴀᴍװᴌᴗ ᴊᴉᴆᴈᴉקᴉ 
ᴉץᴈᴉצᴆװᴈᴀᴤ ᴄᴞᴔװᴁ, פ״ᴍװᴇ ᴊᴉצᴍᴉᴋᴀᴍװ ᴊᴉᴊᴙᴍᴄᴎ. 

ӄᴈᴀᴇפᴈᴀװṝ ᴈװᴄᴉᴍᴉᴋᴙװ ᴊפᴈװᴆᴀ ᴍᴋץװᴎᴣᴍ ᴉץᴋפᴇᴆᴤᴍᴗ ״ᴈפᴒװᴈᴀצת װᴉᴁᴈᴙᴇᴀ 
ᴄצפᴙᴒᴄפᴇᴀṣ 
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ᴎᴄפ״פᴈᴈᴉקᴉ תᴉᴇװᴈᴈᴉקᴉ ᴀᴇװᴈᴀ ᴀ ᴊᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉᴁ ᴊᴋᴉװצᴋᴄᴀ צᴆװתפᴈᴀᴤ תᴉᴇװᴈᴉᴇ 

ᴊᴉᴤצᴆᴤװᴍᴌᴤ צ ᴋװװᴌᴍᴋװ ᴌװᴋᴍᴀᴐᴀᴄפᴍᴉצפ צᴍᴉᴇפᴍᴀᴒװᴌᴄᴀṣ Ӛᴋᴉᴄ װתᴁᴌᴍצᴀᴤ 

 .ᴁװᴈת ᴍ ᶱᶮװᴆᴤצפᴌᴉᴌᴍ פᴍפᴋᴍᴀᴐᴀᴄװᴉ ᴌקᴇᴉװפᴙᴊᴎᴌᴄצ

ӛפᴄᴀ װ׳ ᴊᴋᴀᴌᴎᴍᴌᴍצᴎװᴍ צᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴗ פᴄᴍᴀצᴀᴋᴉפצᴍᴗ ᴊᴉᴌᴆתװᴎᴣᴕװװ ᴊᴋᴉתᴆװᴈᴀװ ññ¬ 

ᴌװᴋᴍᴀᴐᴀᴄפᴍפṞ ᴄᴉᴍᴉᴋᴉצ װᴙᴊᴉᴆᴈᴤװᴍᴌᴤ צפ צᴍᴉᴇפᴍᴀᴒװᴌᴄᴉᴇ ᴋ׳װᴀᴇפ״ װ ᶱ תᴈᴤ תᴉ 

ᴉᴄᴉᴈᴒפᴈᴀᴤ װתᴁᴌᴍצᴀᴤ ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍפṣ Ӎפᴇװᴈפ ᴌװᴋᴍᴀᴐᴀᴄפᴍצ פ ᴄᴉᴈᴐᴀקᴎᴋפᴍᴉᴋװ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ. 

2.11.1 Әᴉᴋᴤתᴉᴄ װקᴈװᴋפᴓᴀᴀ 

ӈᴆᴤ פ״ᴊᴎᴌᴄצ פᴙᴊᴎᴌᴄפ ᴌװᴋᴍᴀᴐᴀᴄפᴍפ ᴈװᴉץᴑᴉתᴀᴇᴉ צᴉᴌᴊᴉᴆᴗ״ᴉפצᴍᴗᴌᴤ ᴀᴈᴍװᴋᴐװᴁᴌᴉᴇ 

ᴋװת״פᴆפ ẇññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍᴙẈ.2.12 ӈᴉצפץᴆװᴈᴀװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

ӄᴙᴊᴉᴆᴈᴀᴍװ ᴌᴆתװᴎᴣᴕᴀװת װᴁᴌᴍצᴀᴤ צ ᴋץפᴉᴒװᴇ ᴉᴄᴈװṝ 

 Ӗ׳פᴇᴀᴍװ ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗ ᴌװᴋᴍᴀᴐᴀᴄפᴍẈ װצ צᴋᴑᴈװᴇ ᴇװᴈᴣṣ 

 ӄ ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈװ ẇӈᴉצפץᴆװᴈᴀװ ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍפẈ צᴙװץᴋᴀᴍװ ᴋ׳װᴀᴇ 

ẇӘᴉᴆᴎᴒᴀᴍᴗ ᴌװᴋᴍᴀᴐᴀᴄפᴍẈṣ 

 Ӝᴄ׳פᴀᴍת װᴉᴇװᴈᴈᴉװ ᴀᴇᴤ צ ᴊᴉᴆװ ẇӈᴉᴇװᴈẈ צ ᴐᴉᴋᴇפᴍװ fèE¸Ṟ ״װץ ᴊᴋᴉᴍᴉᴄᴉᴆפ ᴀ ᴊᴎᴍᴀṞ 

ᴈפᴊᴋᴀᴇװᴋṝ ǍɳɳṣǸʲǍɃɳȺǸṣǪɐɃṣ 

 Ӗ׳פᴇᴀᴍװ ẇӈᴉצפץᴀᴍᴗẈ תᴆᴤ ᴊᴉᴆᴎᴒװᴈᴀᴤ ᴌװᴋᴍᴀᴐᴀᴄפᴍפṣ 
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Әᴉᴌᴆװ ᴉᴍᴊᴋצפᴄᴀ פ״ᴊᴋᴉᴌפ ᴌװᴋצᴀᴌ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ ᴀᴈᴀᴓᴀᴀᴋᴎװᴍ ᴊᴋᴉᴓתװᴎᴋᴎ ᴊᴋᴉװצᴋᴄᴀ 

 ᴈᴀᴀװᴋᴔװצפ״ ᴔᴈᴉᴇװṣ Әᴋᴀ ᴎᴌᴊפᴍפᴋᴍᴀᴐᴀᴄװᴌ פᴙᴊᴎᴌᴄצ ᴈᴉᴇ ᴀװᴉᴇת ᴈᴀᴤװתפᴆצ

ᴉᴊװᴋפᴓᴀᴀ צ ᴍץפᴆᴀᴓװ ᴊᴉᴤצᴀᴍᴌᴤ ᴈᴉפצᴤ פ״ᴊᴀᴌᴗṣ ӄ ᴌᴊᴀᴌᴄװ ᴉᴍᴉץᴋפ׳פᴣᴍᴌᴤ ᴄᴆᴣᴒצװᴙװ 

ᴊᴉᴆᴤṝ ẇӛᴀᴊẈṞ ẇӈᴉᴇװᴈᴙẈṞ ẇӘᴉתᴋᴉץᴈװװẈ ṵᴀפת״ᴍװᴆᴗ ᴀ ᴌᴋᴉᴄᴀ װתᴁᴌᴍצᴀᴤṶṞ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈṣ 

ӈᴆᴤ ᴄᴉᴈᴍᴋᴉᴆᴤ ᴌᴍפᴍᴎᴌפ ᴀ ᴊפᴋפᴇװᴍᴋᴉצ ᴌװᴋᴍᴀᴐᴀᴄפᴍפ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴌᴌᴙᴆᴄᴎ צ ᴄᴉᴆᴉᴈᴄװ 

ẇӘᴉתᴋᴉץᴈװװẈṣ 

ӄ ᴋ״װᴎᴆᴗᴍפᴍצ װᴙᴊᴉᴆᴈװᴈᴀᴤ ᴉᴊᴀᴌפᴈᴈᴙᴑ װתᴁᴌᴍצᴀᴁ ӄᴙ ᴊᴉᴆᴎᴒװפᴍװת װᴁᴌᴍצᴎᴣᴕᴀᴁ 

SSLᴌװᴋᴍᴀᴐᴀᴄפᴍ Letẏs Encrypt ᴌᴋᴉᴄᴉᴇ ᴈת 30 פᴈװᴁ, צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ תᴉצפץᴆװᴈᴈᴙᴁ צ 

ᴋװװᴌᴍᴋ ᴌװᴋᴍᴀᴐᴀᴄפᴍᴉצ ᴀ קᴉᴍᴉצᴙᴁ ᴄ ᴈ״פᴈפᴒװᴈᴀᴣ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤᴇ. 

Әᴋᴀᴇװᴒפᴈᴀװṝ ᴌᴋᴉᴄ װתᴁᴌᴍצᴀᴤ ᴌװᴋᴍᴀᴐᴀᴄפᴍפṞ צᴙᴊᴎᴕװᴈᴈᴉקᴉ ᴒװᴋפת ״װᴈᴈᴙᴁ 
ᴇװᴑפᴈᴀ״ᴇṞ ᴋװצפᴈ ᶱᶮ תᴈᴤᴇṣ Ӛᴀᴌᴍװᴇפ ᴀᴈᴀᴓᴀᴀᴋᴎװᴍ ᴊᴋᴉתᴆװᴈᴀץפ״ װᴆקפᴉצᴋװᴇװᴈᴈᴉṞ 
 ᴆᴤṣװᴍפצᴉ״ᴌᴍᴀᴤ ᴊᴉᴆᴗפᴎᴒ ״װץ

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴊװᴋᴀᴉתᴀᴒװᴌᴄᴀ ᴊᴋᴉװצᴋᴤᴁᴍץ װᴆᴉᴄ ẇӘᴉתᴋᴉץᴈװװẈ תᴆᴤ ᴄᴉᴈᴍᴋᴉᴆᴤ 
 ᴎᴣᴍצᴊᴤᴍᴌᴍװᴊᴋ װᴍᴋᴙ ᴈװᴇפᴋפᴀ E¸ñᴊ װᴙצװᴍװᴍᴗṞ ᴒᴍᴉ ᴌפת׳ᴋװצᴍתᴆᴗᴈᴉᴌᴍᴀ ᴀ ᴊᴉפᴄᴍᴎפ
 .ᴈᴀᴣװᴆתᴌᴄᴉᴇᴎ ᴊᴋᴉװᴍᴀᴒפᴍᴉᴇצפ
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2.12 ӈᴉצפץᴆװᴈᴀװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴋᴉᴓתװᴎᴋפ ᴋקװᴀᴌᴍᴋפᴓᴀᴀ פᴄᴍᴀפצ 

ṵץװצᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ) צ WAF. әקװᴀᴌᴍᴋפᴓᴀᴤ פᴄᴍᴀפצ ᴈװᴉץᴑᴉתᴀᴇת פᴆᴤ צᴙᴊᴎᴌᴄפ 

ᴊᴎץᴆᴀᴒᴈᴙᴑ ᴍᴉᴒװᴄ צᴑᴉפתṞ ᴊᴋᴀצᴤ״ᴄᴀ תᴉᴇװᴈᴈᴉקᴉ ᴀᴇװᴈᴀṞ צᴙץᴉᴋפ ÿ¬ñᴌװᴋᴍᴀᴐᴀᴄפᴍפ, 

ᴙᴑ upstreamצװᴆװᴈᴀᴤ ᴓפ״פᴓᴀᴀ ᴀ ᴎᴄפᴆᴀᴄץᴊᴎ צᴈᴀᴤ ᴊᴉᴋᴍᴉפתפ״ ᴎ״ᴆᴉצ, ᴄᴎץ פתᴎװתᴍ 

ᴊᴋᴉᴄᴌᴀᴋᴉפצᴍᴗᴌᴤ ᴍᴋפᴐᴀᴄ ᴀ״ ᴊװᴋᴀᴇװᴍᴋפ WAF. ӗᴊװᴋפᴓᴀᴤ צᴙᴊᴉᴆᴈᴤװᴍᴌᴤ ᴊᴉת ᴎᴒװᴍᴈᴉᴁ 

 צפᴆᴀᴒᴀᴤ ᴊᴋפᴍ ᴈװפקפᴊᴉᴆתװᴈᴀᴤᴇᴀ ᴀ ᴊᴋװ׳ᴊᴋᴀᴆᴉ װᴈᴀװᴆצפᴎᴊᴋ פᴇᴀ ᴈפצפᴊᴀᴌᴗᴣ ᴌ ᴊᴋפ״

ᴎᴊᴋצפᴆװᴈᴀᴤ E¸ñפ״ᴊᴀᴌᴤᴇᴀ תᴉᴇװᴈפ. 

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ פᴄᴍᴀפצ ᴈ׳פᴇᴀᴍװ ᴈפ ᴄᴈᴉᴊᴄᴎ װצ צᴋᴑᴈװᴇ ᴇװᴈᴣ ẇӈᴉצפץᴀᴍᴗ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀװẈṣ ӄ ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈװ ẇӈᴉצפץᴆװᴈᴀװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤẈ צᴙᴊᴉᴆᴈᴀᴍװ 

ᴈפᴌᴍᴋᴉᴁᴄᴎ ᴊᴉᴆװᴁṞ ᴄפᴄ ᴊᴉᴄפ״פᴈᴉ ᴈᴀװ׳ṣ 

ӈᴉᴇװᴈ 

Ӝᴄ׳פᴀᴍװ fèE¸ ״װץ ᴊᴋᴉᴍᴉᴄᴉᴆפ ᴀ ᴊᴎᴍᴀṣ ӈᴉᴊᴎᴌᴄפᴣᴍᴌᴤ ᴇפᴌᴄᴀ ᴊᴉתתᴉᴇװᴈᴉצ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ṙṣǸʲǍɃɳȺǸṣɶʔṶṞ פ ᴍפᴄװ׳ ᴉתᴀᴈᴉᴒᴈᴙת װᴉᴇװᴈᴙ ṵǸʲǍɃɳȺǸṣǪɐɃṶṣ ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ 

ᴇפᴌᴄᴎ ᴍᴉᴆᴗᴄᴉ ᴊᴋᴀ ᴋפװᴆᴗᴈᴉᴁ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀṣ ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊᴉװ׳״ ᴌᴇᴉװ׳ᴍװ 

ᴈפᴊᴋצפᴀᴍᴗ !ṩ!!!!ṩ>¸!¶M תᴉᴇװᴈפ ᴈתפ פᴋװᴌṞ ᴊᴋתװᴉᴌᴍצפᴆװᴈᴈᴙᴁ ğ!fṣ 

Әᴉᴋᴍᴙ 

Ӎפתפᴁᴍװ ᴊװᴋװᴒװᴈᴗ ᴊᴎץᴆᴀᴄפᴓᴀᴁṣ Әᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ תᴉᴌᴍᴎᴊᴈᴙ ᶶᶮ ᴀ ᶲᶲᶱ. Әᴉᴆװ ẇññ¬Ẉ ᴎ 

ᴊᴉᴋᴍצ פᴄᴆᴣᴒװפᴍ ÿ¬ñᴍװᴋᴇᴀᴈפᴓᴀᴣ ᴈפ ᴌᴍᴉᴋᴉᴈװ WAF. әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴉᴌᴍצפᴆᴤᴍᴗ 443 

ᴌ צᴄᴆᴣᴒװᴈᴈᴙᴇ «SSL» ᴀ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ 80 ᴍᴉᴆᴗᴄᴉ תᴆᴤ ᴊװᴋתפװᴋװᴌפᴓᴀᴀ ᴈפ HTTPS ᴀᴆᴀ 

ᴍװᴑᴈᴉᴆᴉקᴀᴒװᴌᴄᴀᴑ פתפ״ᴒ (ᴈפᴊᴋᴀᴇװᴋṞ פצᴆᴀפתᴓᴀᴤ תᴉᴇװᴈפṶṣ Ӓᴈᴉᴊᴄפ ẇӈᴉצפץᴀᴍᴗ ᴊᴉᴋᴍẈ 

ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ תᴆᴤ ᴉץᴘᴤצᴆװᴈᴀᴤ תᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙᴑ ᴌᴆᴎᴔפᴍװᴆװᴁṣ ӎᴄᴉᴈᴄפ ᴄᴉᴋ״ᴀᴈᴙ 

ᴌᴊᴋפצפ ᴎפתᴆᴤװᴍ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ ᴊᴉᴋᴍṣ 

ññ¬ ᴌװᴋᴍᴀᴐᴀᴄפᴍ 

ӄᴙװץᴋᴀᴍװ ᴌװᴋᴍᴀᴐᴀᴄפᴍṞ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ ᴎᴄפ״פᴈᴈᴉᴇᴎ תᴉᴇװᴈᴎ ᴀᴆᴀ קװᴉ 

wildcard  ᴊᴉᴒᴄᴎ ṵȺǸǍȒ ọװᴍᴗ ᴊᴉᴆᴈᴎᴣ ᴓפצᴉ״ᴍᴌᴤ ᴀᴌᴊᴉᴆᴗװᴎתᴈװᴄᴉᴇװᴈᴍᴎ. әפᴋᴀפצ

ȡɅʌǸɶɃǸǱȡǍʌǸṶṣ ӈᴆᴤ ᴊᴉᴋᴍᴉצ ᴌ פᴄᴍᴀצᴀᴋᴉפצᴈᴈᴙᴇ «SSL» ᴌװᴋᴍᴀᴐᴀᴄפᴍ ᴉץᴤפ״ᴍװᴆװᴈṣ 

ӗץᴋפᴍᴈᴙᴁ ᴊᴋᴉᴄᴌᴀ 

Ӝᴄ׳פᴀᴍתפ װᴋװᴌ ᴓװᴆצװᴉקᴉ ᴎ״ᴆצ פ ᴐᴉᴋᴇפᴍװ țʌʌɳṝṩṩuæṝᴊᴉᴋᴍṣ Әᴎᴍᴗ ᴈװ ᴊᴉװתתᴋ׳ᴀװפצᴍᴌᴤṞ 

ᴇפᴋᴔᴋᴎᴍᴀפ״ᴓᴀᴤ ᴉᴌᴎᴕװᴌᴍצᴆᴤװᴍᴌᴤ ᴍᴉᴆᴗᴄᴉ ᴊᴉ ᴑᴉᴌᴍᴎ ᴀ ᴊᴉᴋᴍᴎ ṵᴞᴍᴉ ᴤצᴈᴉ ᴎᴄפ״פᴈᴉ צ ᴊᴉᴆװ 

ᴊᴉתᴌᴄ״פᴄᴀṶṣ ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴀᴌᴍᴉᴒᴈᴀᴄ ᴍᴋפᴐᴀᴄת פᴆᴤ ӄפᴔקװᴉ ɐɶȡȓȡɅ ᴉקᴋפᴈᴀᴒװᴈ 

ᴌװᴍצװᴙᴇᴀ ᴊᴋצפᴀᴆפᴇᴀ ᴀ ᴊᴋᴀᴈᴀᴇװפᴍ ᴌᴉתװᴀᴈװᴈᴀᴤ ᴍᴉᴆᴗᴄᴉ ᴉᴍ תפᴋװᴌᴉצ ğ!fṣ 
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ӈᴉצפץᴀᴍᴗ ʔɳɾʌɶǸǍɃ 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉצפץᴗᴍװ ᴈװᴌᴄᴉᴆᴗᴄᴉ ʔɳɾʌɶǸǍɃתפᴋװᴌᴉצ. Ӝפתᴆװᴈᴀװ 

ᴉᴍװתᴆᴗᴈᴉקᴉ תפᴋװᴌצ פᴙᴊᴉᴆᴈᴤװᴍᴌᴤ ᴀᴄᴉᴈᴄᴉᴁ ᴄᴉᴋ״ᴀᴈᴙ ᴌᴊᴋפצפṣ 

Ӓᴉᴇᴇװᴈᴍפᴋᴀᴁ 

Ӗװᴉץᴤפ״ᴍװᴆᴗᴈᴉװ ᴊᴉᴆת װᴆᴤ ᴌᴆᴎץװ׳ᴈᴉᴁ ᴊᴉᴇװᴍᴄᴀ פᴄᴍᴀפצ ṵᴈ״פᴈפᴒװᴈᴀװṞ צᴆװתפᴆװᴓṞ 

ᴉᴄᴈᴉ ᴉץᴌᴆᴎ׳ᴀפצᴈᴀᴤṶṣ 

Ӛᴉᴑᴋפᴈװᴈᴀװ ᴀ״ᴇװᴈװᴈᴀᴁ 

Әᴋᴉװצᴋᴗᴍװ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴗ תᴉᴇװᴈפṞ ᴊᴉᴋᴍפ ᴀ צᴙץᴋפᴈᴈᴉקᴉ ᴌװᴋᴍᴀᴐᴀᴄפᴍפṞ ᴊᴉᴌᴆװ ᴒקװᴉ 

ᴈ׳פᴇᴀᴍװ ẇӈᴉצפץᴀᴍᴗẈṣ Ӓᴈᴉᴊᴄפ ẇӗᴍᴇװᴈפẈ ᴊᴋװᴋᴙװפצᴍ ᴉᴊװᴋפᴓᴀᴣ ״װץ ᴌᴉᴑᴋפᴈװᴈᴀᴤṣ 

 

Әᴉᴌᴆת װᴉצפץᴆװᴈᴀᴤ פᴄᴍᴀפצ ᴉᴈ ᴊᴉᴤצᴀᴍᴌᴤ צ ᴌᴊᴀᴌᴄװ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ ӈᴆᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ 

ᴋץפᴉᴍᴙ ᴈװᴉץᴑᴉתᴀᴇᴉ פᴄᴍᴎפᴆᴀ״ᴀᴋᴉפצᴍᴗ A ᴊᴀᴌᴀ DNSפ״  ᴍᴗפ״פᴎᴄ ,פᴈװᴉᴇת 

ᴊᴋתװᴉᴌᴍצפᴆװᴈᴈᴙװ ӄפᴇ תפᴋװᴌפ WAF ᴀ ᴊᴋᴉװצᴋᴀᴍᴗ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ upstream ᴎ״ᴆᴉצ ᴀ״ 

ᴊװᴋᴀᴇװᴍᴋפ ᴌװᴋצᴀᴌפ. 

2.13 Ӗפᴌᴍᴋᴉᴁᴄצ פᴑᴉתᴤᴕקװᴉ ᴍᴋפᴐᴀᴄפ ᴈפ ᴌװᴋװצᴋ תᴆᴤ ᴋץפᴉᴍᴙ ᴌ WAF  

2.13.1 Әᴋᴀᴈᴓᴀᴊ ᴋץפᴉᴍᴙ 

ӕᴙ ᴀᴌᴊᴉᴆᴗ״ᴎװᴇ ᴌצᴤ״ᴄᴎ ipset + iptables : 

 Ӛᴄᴋᴀᴊᴍ ᴋקװᴎᴆᴤᴋᴈᴉ ᴌᴄפᴒᴀװפצᴍ ӄפᴔ ᴊװᴋᴌᴉᴈפᴆᴗᴈᴙᴁ ᴌᴊᴀᴌᴉᴄ uæʬᶲ ğ!f ᴊᴉ Ćé¬ṣ 

 Ӛᴄᴆתפᴙװפצᴍ תפᴋװᴌצ פ ȡɳɾǸʌᴈץפᴉᴋ waf_allow4.  

 ӗץᴈᴉצᴆᴤװᴍ ᴓװᴊᴉᴒᴄᴎ ȡɳʌǍǩȺǸɾ ğ!fṪ!¬¬Ãğ ᴀ ᴌᴍצפᴀᴍ ᴊװᴋװᴑᴉצ ת u¸æĆÿ צ ᴌפᴇᴉװ 

ᴈפᴒפᴆᴉṣ 

 ӈפᴆװװ ᴌᴉײפת״ᴍᴌᴤ ᴊᴋצפᴀᴆᴉ DROP  ᴉᴌᴍᴎᴊת ᴙ ᴊᴋᴤᴇᴉᴁץᴈᴀᴤṞ ᴒᴍᴉװ׳ᴊᴋᴀᴆᴉ צᴆᴤ ᴊᴉᴋᴍᴉת 

 ᴄᴋᴙᴍṣפ״ ᴙᴆץ ğ!f תᴑᴉץᴉ צ

2.13.2 Ӝᴌᴍפᴈᴉצᴄפ ᴌᴄᴋᴀᴊᴍפ 

 Ӎצפᴀᴌᴀᴇᴉᴌᴍᴀ 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴑᴉᴋᴉᴔװᴁ ᴊᴋפᴄᴍᴀᴄᴉᴁ ᴤצᴆᴤװᴍᴌᴤ צᴄᴆᴣᴒװᴈᴀװ ᴊᴋᴀᴈᴎתᴀᴍװᴆᴗᴈᴉקᴉ 
ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ oÿÿæñṞ פᴄᴍᴀצᴀᴋᴉפצᴍᴗ oñÿñ צ ᴊᴉᴆᴀᴍᴀᴄפᴑ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ 
ᴉקᴋפᴈᴀᴒᴀᴍᴗ ᴊᴋᴤᴇᴉᴁ תᴉᴌᴍᴎᴊ ᴄ ɐɶȡȓȡɅᴌװᴋװצᴋפᴇ ᴌ צᴈװᴔᴈᴀᴑ ᴌװᴍװᴁ, ᴉᴌᴍצפᴀצ צᴑᴉת 
ᴍᴉᴆᴗᴄᴉ ᴒװᴋ״װ WAF ᴊᴉ ᴌᴋתװᴌᴍצᴉᴇ ᴌᴉתװᴀᴈװᴈᴀᴤ ᴍᴉᴒᴄפ-ᴍᴉᴒᴄפ. 
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sudo apt update  

sudo apt install -y curl ipset iptables  

 

 Ӛᴉפת״ᴁᴍװ ᴐפᴁᴆ ᴌᴄᴋᴀᴊᴍפ 

Ӛᴉפת״ᴁᴍװ ᴐפᴁᴆṝ 

 

sudo nano /usr/local/sbin/waf -ips -update.sh  

 

ӄᴌᴍצפᴗᴍװ ᴍװᴆᴉ ᴌᴄᴋᴀᴊᴍפ ᴀ פ״ᴊᴉᴆᴈᴀᴍװ ᴈפᴌᴍᴋᴉᴁᴄᴀṝ 

¶ Ӝᴄ׳פᴀᴍפצ װᴔ Ćé¬ ᴌᴊᴀᴌᴄצ פ Ćé¬ốṦṣṣṣṦ 

¶ Ӝᴄ׳פᴀᴍװ ᴊᴉᴋᴍᴙṞ ᴄᴉᴍᴉᴋᴙת װᴉᴆ׳ᴈᴙ ץᴙᴍᴗ תᴉᴌᴍᴎᴊᴈᴙ ᴍᴉᴆᴗᴄᴉ ᴒװᴋ״װ ğ!fṞ צ 

PORTS="..." (ᴊᴋᴀᴇװᴋ: 80 443)  

¶  

#!/usr/bin/env bash  

set -Eeuo pipefail  

PATH="/usr/sbin:/usr/bin:/sbin:/bin"  

 

# ====== SETTINGS ====== 

URL=""                              # IP/CIDR per line, comments allowed  

PORTS="80 443"                      # TCP ports (can be "80,443")  

# ====================== 

 

LOCKDIR="/run/waf -ips -update.lock"  

SET="waf_allow4"  

TMP="waf_allow4_tmp"  

CHAIN="WAF_ALLOW"  

 

die(){ echo "ERROR: $*" >&2; exit 1; }  
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[[ ${EUID: -$(id -u)} -eq 0 ]] || die "run as root (sudo)"  

command -v curl >/dev/null 2>&1 || die "missing: curl"  

command -v ipset >/dev/null 2>&1 || die "missing: ipset"  

command -v iptables >/dev/null 2>&1 || die "missing: iptables"  

 

# lock to prevent concurrent runs  

mkdir "$LOCKDIR" 2>/dev/null || exit 0  

 

tmp="$(mktemp)"  

cleanup(){ rm -f "$tmp"; rmdir "$LOCKDIR" 2>/dev/null || true; }  

trap cleanup EXIT  

 

# normalize ports  

PORTS="${PORTS//,/ }"  

 

# download and ensure HTTP 200  

code="$(curl -sS -L --connect -timeout 10 --max -time 45 -o "$tmp" -w "%{http_code}" 

"$URL" || echo 000)"  

[[ "$code" == "200" ] ] || die "URL must return HTTP 200 (got $code)"  

 

# prevent HTML instead of IP list  

if head -c 200 "$tmp" | tr -d ' \000' | grep -qiE '<!doctype|<html'; then  

  die "downloaded content looks like HTML, not an IP list"  

fi  

 

# iptables wait (if supported)  

IPT_WAIT=()  
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iptables -w 1 -L >/dev/null 2>&1 && IPT_WAIT=( -w 5)  

 

# ipset  

ipset create "$SET" hash:net family inet -exist  

ipset create "$TMP" hash:net family inet -exist  

ipset flush  "$TMP"  

 

# fill temporary set and ensure it is not empty  

valid=0  

while IFS= read -r line || [[ -n "$line" ]]; do  

  line="${line%%#*}"  

  line="${line//$' \r'/}"  

  for tok in $line; do  

    [[ -z "$tok" ]] && continue  

    if ipset add "$TMP" "$tok" -exist 2>/dev/null; then  

      valid=$((valid+1))  

    fi  

  done  

done < "$tmp"  

 

(( valid > 0 )) || die "no valid IPv4 IPs/CIDRs found (not applying)"  

 

# atomic swap  

ipset swap "$TMP" "$SET"  

ipset flush "$TMP"  

 

# iptables: dedicated chain + jump at top of INPUT  
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iptables "${IPT_WAIT[ @]}" -N "$CHAIN" 2>/dev/null || true  

iptables "${IPT_WAIT[@]}" -F "$CHAIN"  

 

for p in $PORTS; do  

  [[ "$p" =~ ^[0 -9]{1,5}$ ]] || die "bad port: $p"  

  (( p>=1 && p<=65535 )) || die "bad port: $p"  

  iptables "${IPT_WAIT[@]}" -A "$CHAIN" -p tcp --dport "$p" -m set --match -set "$SET" 

src -j ACCEPT 

done  

iptables "${IPT_WAIT[@]}" -A "$CHAIN" -j RETURN  

 

# ensure exactly one jump in INPUT at the top  

while iptables "${IPT_WAIT[@]}" -C INPUT -j "$CHAIN" >/dev/null 2>&1; do  

  iptables "${IPT_WAIT[@]}" -D INPUT -j "$CHAIN" || break  

done  

iptables "${IPT_WAIT[@]}" -I INPUT 1 -j "$CHAIN"  

 

echo "OK: updated from $URL (ports: $PORTS, entries: $valid)"  

Ӛװתᴆפᴁᴍװ ᴌᴄᴋᴀᴊᴍ ᴀᴌᴊᴉᴆᴈᴤװᴇᴙᴇ 

 

sudo chmod +x /usr/local/sbin/waf -ips -update.sh  

 

2.13.3 Әᴋᴉװצᴋᴄפ ᴌᴄפᴒᴀפצᴈᴀᴤ ᴀ ᴊᴋᴀᴇװᴈװᴈᴀᴤ ᴌᴊᴀᴌᴄפ 

 Ӎפᴊᴎᴌᴄ 
 

sudo /usr/local/sbin/waf -ips -update.sh  

 

Ӝᴌᴊװᴔᴈᴙᴁ ᴊᴋᴀᴇװᴋ צᴙצᴉפתṝ 
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OK: updated from https://... (ports: 80 443, entries: 123)  

 Әᴋᴉװצᴋᴄפ ipset  
 

sudo ipset list waf_allow4  

 

ӄᴈᴎᴍᴋᴀ תᴉᴆ׳ᴈᴙ ץᴙᴍᴗ uæṩᴊᴉתᴌװᴍᴀ ᴀפצ ״ᴔקװᴉ ᴌᴊᴀᴌᴄפṣ 

 

 Әᴋᴉװצᴋᴄפ iptables  
 

sudo iptables -S WAF_ALLOW  

sudo iptables -L INPUT -n -- line -numbers | head -n 30  

 

ӗ׳ᴀװפתᴇפᴤ ᴆᴉקᴀᴄפṝ 

¶ ӄ u¸æĆÿ צ ᴌפᴇᴉᴇ ᴈפᴒפᴆװ ᴌᴍᴉᴀᴍ ᴊװᴋװᴑᴉצ ת ğ!fṪ!¬¬Ãğ 

¶ ӄ ğ!fṪ!¬¬Ãğ װᴌᴍᴗ ᴊᴋצפᴀᴆפ ACCEPT ᴈפ ᴈᴎ׳ᴈᴙװ ᴊᴉᴋᴍᴙ תᴆᴤ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצ ᴀ״ 

ʭǍȒṪǍȺȺɐʭᶲṞ פ״ᴍװᴇ éMÿĆé¸ 

 

2.13.ᶲ ӂצᴍᴉᴉץᴈᴉצᴆװᴈᴀװ ᴌᴊᴀᴌᴄפ ᴒװᴋ״װ ɾʳɾʌǸɃǱ ʌȡɃǸɶ 

Ӛᴉפת״ᴁᴍװ ᴐפᴁᴆ ᴌװᴋצᴀᴌפ ᴉץᴈᴉצᴆװᴈᴀᴤ  

 

nano /etc/systemd/system/waf -ips -update.service  

[Unit]  

Description=Update WAF IPv4 allowlist  

Wants=network -online.target  

After=network -online.target  

 

[Service]  

Type=oneshot  

ExecStart=/usr/local/sbin/waf -ips -update.sh  
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Ӛᴉפת״ᴁᴍװ ᴍפᴁᴇװᴋṞ ᴄᴉᴍᴉᴋᴙᴁ ץᴎװתᴍ פ״ᴊᴎᴌᴄפᴍᴗ ᴌװᴋצᴀᴌ ᴉץᴈᴉצᴆװᴈᴀᴤ ᴌᴊᴀᴌᴄפ 

 

nano /etc/systemd/system/waf -ips -update.timer  

[Unit]  

Description=Periodic WAF allowlist update  

 

[Timer]  

OnBootSec=1min  

OnUnitActiveSec=10min  

Persistent=true  

Unit=waf -ips -update.service  

 

[Install]  

WantedBy=timers.target  

 

Әᴋᴀᴇװᴈᴀᴍװ ᴈפᴁᴍᴌᴋᴉᴁᴄᴀ: 

 

sudo systemctl  daemon -reload  

sudo systemctl enable --now waf -ips -update.timer  

 

Әᴋᴉװצᴋᴄפ: 

 

systemctl status waf -ips -update.timer  

journalctl -u waf -ips -update.service -n 50 --no -pager  
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2.13.ᶳ Ӎפᴄᴋᴙᴍᴀװ ᴊᴋᴤᴇᴉקᴉ תᴉᴌᴍᴎᴊפ 

Ӛᴄᴋᴀᴊᴍ תᴉצפץᴆᴤװᴍ allow  װᴗᴍצפץᴉת ᴉᴌᴍᴎᴊṞת ᴍᴀᴍᴗ ᴊᴋᴤᴇᴉᴁװᴊᴋפ״ ᴙץᴆᴤ uæ ğ!fṣ Ӡᴍᴉת 

DROP  ğ!fṪ!¬¬Ãğṣ צ ȲʔɃɳ װᴈᴀᴤ ᴊᴉᴌᴆװ׳ᴊᴋᴀᴆᴉ צᴆᴤ ᴊᴉᴋᴍᴉת 

Әᴋᴀᴇװᴋ תᴆᴤ 80,443:  

 

sudo iptables -I INPUT 2 -p tcp -m multiport --dports 80,443 -j DROP  

 ᴍװᴆᴗᴈᴉ ᴊᴋᴉᴄᴌᴀᴋᴎפװᴀᴆᴀᴌᴗṞ ᴒᴍᴉ ğ!f ᴋתװץᴄ ᴎפᴉṞ ᴄקᴍᴉ װEéÃæ ᴍᴉᴆᴗᴄᴉ ᴊᴉᴌᴆ װᴁᴍפᴄᴆᴣᴒצ

ᴍᴋפᴐᴀᴄ ᴈפצ פᴔ ᴌװᴋװצᴋ ᴀ ᴌᴄᴋᴀᴊᴍ ᴎᴌᴊװᴔᴈᴉ ᴊᴉתᴍᴤקᴀװפצᴍ ᴌᴊᴀᴌᴉᴄ uæṣ 

 

Әᴋᴉװצᴋᴄפ ᴊᴉᴋᴤתᴄפ: 

 

sudo iptables -L INPUT -n -- line -numbers | head -n 30  

 

ӗᴍᴄפᴍ ṵᴎפתᴆᴀᴍᴗ ᴊᴉ ᴈᴉᴇװᴋᴎ ᴌᴍᴋᴉᴄᴀ ¸ ᴀצ ״ᴙצᴉפתṶṝ 

 

sudo  iptables  -D INPUT  N 

2.14  Әᴉᴆᴎᴒװᴈᴀװ ᴋפװᴆᴗᴈᴉקᴉ uæ-תפᴋװᴌפ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴤ פ״ ğ!f 

Әᴉᴌᴆװ ᴌᴇװᴈᴙ E¸ñ-פ״ᴊᴀᴌװᴁ ᴈתפ פᴋװᴌפ ğ!f ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴀ פצᴔקװᴉ ᴌפᴁᴍץ פᴉᴆᴗᴔװ ᴈװ 

ᴊᴉתᴄᴆᴣᴒפᴣᴍᴌᴤ ᴄ פצᴔװᴇᴎ ᴌװᴋװצᴋᴎ ᴈפᴊᴋᴤᴇᴎᴣṣ 

ӄᴌצ װᴑᴉתᴤᴕᴀפ״ װᴊᴋᴉᴌᴙ ᴊᴋᴀᴑᴉתᴤᴍ ᴉᴍ uæ-תפᴋװᴌᴉצ ğ!f-ᴎ״ᴆᴉצṞ ᴊᴉᴞᴍᴉᴇᴎ פצᴔ ᴌװᴋצᴀᴌ 

 .uæ ğ!f פ Ṟפᴈᴍװuæ ᴄᴆᴀ װᴀᴍ ᴈתᴀצ

Ӡᴍᴉץᴙ ᴊװᴋפצפתװᴍᴗ ᴈפצ פᴔ ᴌװᴋװצᴋ ᴋפװᴆᴗᴈᴙᴁ uæ-תפᴋװᴌ ᴀ ᴊᴉᴋᴍ ᴄᴆᴀװᴈᴍפṞ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ 

ᴌᴍפᴈפתᴋᴍᴈᴙקפ״ װᴉᴆᴉצᴄᴀ ᴌװᴇװᴁᴌᴍפצ Ĥ-Forwarded.  

Ӓᴆᴀװᴈᴍ WAF  Әᴋᴀᴆᴉװ׳ᴈᴀװ 
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2.14ṣᶯ ӄᴄᴆᴣᴒᴀᴍװ ᴊװᴋפתװᴒᴎ קפ״ᴉᴆᴉצᴄᴉצ ᴈפ ᴌᴍᴉᴋᴉᴈװ ğ!f 

ӄ ᴊפᴈװᴆᴀ ᴎᴊᴋצפᴆװᴈᴀᴤ ğ!f צᴄᴆᴣᴒᴀᴍװ ᴉᴊᴓᴀᴣ ᴊװᴋפתװᴒᴀ ᴄᴆᴀװᴈᴍᴌᴄᴀᴑ ᴊפᴋפᴇװᴍᴋᴉצ 

ᴊᴉתᴄᴆᴣᴒװᴈᴀᴤṣ 

Әᴉᴌᴆפ װᴄᴍᴀפצᴓᴀᴀ ᴞᴍᴉᴁ ᴈפᴌᴍᴋᴉᴁᴄᴀ ğ!f ᴈפᴒᴈײᴍ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ תᴉצפץᴆᴤᴍᴗ ᴄ 

ᴄת׳פᴉᴇᴎ פ״ᴊᴋᴉᴌᴎṞ ᴊװᴋװᴈפᴊᴋצפᴆᴤװᴇᴉᴇᴎ ᴈפצ פᴔ ᴌװᴋװצᴋṞ ᴌᴆתװᴎᴣᴕᴀקפ״ װᴉᴆᴉצᴄᴀṝ 

 X-Forwarded -For ṽ ᴋפװᴆᴗᴈᴙᴁ uæ-תפᴋװᴌ ᴄᴆᴀװᴈᴍפṨ 

2.14ṣᶰ Ӗפᴌᴍᴋᴉᴁᴄפ ᴌװᴋװצᴋפ ᴈפ ᴉץᴋץפᴉᴍᴄᴎ Ĥ-Forwarded -For  

Ӎקפᴉᴆᴉצᴄᴀ Ĥ-Forwarded -* ᴈװᴆᴗ״ᴤ ᴌᴒᴀᴍפᴍᴗ תᴉᴌᴍᴉװצᴋᴈᴙᴇᴀṞ װᴌᴆᴀ ᴄ ɐɶȡȓȡɅᴌװᴋװצᴋᴎ 

ᴇᴉ׳ᴈᴉ ᴊᴉתᴄᴆᴣᴒᴀᴍᴗᴌᴤ ᴈפᴊᴋᴤᴇᴎᴣ צ ᴉץᴑᴉת WAF: ᴄᴆᴀװᴈᴍ ᴌᴇᴉװ׳ᴍ ᴊᴉתᴌᴍצפᴀᴍᴗ ᴆᴣץᴙװ 

 .ᴉᴁ IPצᴈᴀᴍᴗẍ ᴌװᴇתᴈᴀᴤ ᴀ Ẍᴊᴉװᴒפᴈ״

2.14 .3 Nginx  ᴎᴒװᴍ ᴋפװᴆᴗᴈᴉקᴉ uæ ᴀ״ Ĥ-Forwarded -For  

ӈᴉצפץᴗᴍצ װ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴣ ṵᴄᴉᴈᴍװᴄᴌᴍ țʌʌɳ ᴀᴆᴀ ᴈᴎ׳ᴈᴙᴁ ɾǸɶʬǸɶ ץᴆᴉᴄṶṝ 

 

Ṣ ӄפᴋᴀפᴈᴍ Ṧתᴉװצᴋᴤᴍᴗ צᴌװᴇṦ ṽ ӛӗӔӥӒӗ װᴌᴆᴀ ȒȡɶǸʭǍȺȺ ᴊᴎᴌᴄװפᴍ ᴈפ ᴌװᴋװצᴋ ᴍᴉᴆᴗᴄᴉ 

WAF:  

set_real_ip_from 0.0.0.0/0;  

 

real_ip_header X -Forwarded -For; 

real_ip_recursive on;  

 

Әᴉᴌᴆװ ᴞᴍᴉקᴉ $remote_addr ᴀ ᴌᴍפᴈפתᴋᴍᴈᴙװ access ᴆᴉקᴀ Nginx ץᴎתᴎᴍ ᴌᴉװתᴋפ׳ᴍᴗ 

ᴋפװᴆᴗᴈᴙᴁ IP ᴄᴆᴀװᴈᴍפ (ᴀ״ X-Forwarded -For). 

ӈᴉװצᴋᴀװ ᴄ ᶮṣᶮṣᶮṣᶮṩᶮ תᴉᴊᴎᴌᴍᴀᴇᴉ ᴍᴉᴆᴗᴄᴉ ᴊᴉᴌᴆװ ᴍᴉקᴉṞ ᴄפᴄ צᴙ ᴉקᴋפᴈᴀᴒᴀᴆᴀ תᴉᴌᴍᴎᴊ 
ᴒװᴋ״װ ȒȡɶǸʭǍȺȺ ᴀ ᴋ״פᴋװᴔᴀᴆᴀ צᴑᴉתᴤᴕᴀװ ᴊᴉתᴄᴆᴣᴒװᴈᴀᴤ ᴄ ץװצᴌװᴋװצᴋᴎ ᴍᴉᴆᴗᴄᴉ ᴌ IP 
WAF. ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤṝ https://check -risk.ru/help -center/server_firewall_setup  
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2.14ṣᶲ !ɳǍǪțǸ ṵțʌʌɳǱṶ Ӝᴒװᴍ ᴋפװᴆᴗᴈᴉקᴉ uæ ᴀ״ Ĥ-Forwarded -For 

(mod_remoteip)  

ӄᴄᴆᴣᴒᴀᴍװ ᴇᴉתᴎᴆᴗ mod _remoteip Ṟ פ״ᴍװᴇ תᴉצפץᴗᴍװ ᴈפᴌᴍᴋᴉᴁᴄᴀṞ װת צᴋװᴄᴍᴀᴣ apache  

conf .d /remoteip .conf  ᴀᴆᴀ צ צᴀᴋᴍᴎפᴆᴗᴈᴙᴁ ᴑᴉᴌᴍṝ 

 

a2enmod remoteip && systemctl reload apache2  

RemoteIPHeader X -Forwarded -For  

 

Ṣ ӄפᴋᴀפᴈᴍ Ṧתᴉװצᴋᴤᴍᴗ צᴌװᴇṦ ṽ ӛӗӔӥӒӗ װᴌᴆᴀ firewall  ᴊᴎᴌᴄװפᴍ ᴈפ ᴌװᴋװצᴋ ᴍᴉᴆᴗᴄᴉ 

WAF : 

RemoteIPTrustedProxy 0.0.0.0/0  

 

Әװᴋקפ״װᴋᴎ״ᴀᴍװ !ɳǍǪțǸṝ 

 

systemctl reload apache2  
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3ṣ Ӝᴊᴋצפᴆװᴈᴀװ ᴎקᴋᴉפ״ᴇᴀ 

3.1 ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ ᴊᴉתᴄᴆᴣᴒװᴈᴀᴣ ᴀᴌᴍᴉᴒᴈᴀᴄפ >țǸǪȶ éȡɾȶ ğ!f ᴌ æÿ ñuM¶ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴋײצ״פᴋᴈᴎᴍפᴤ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ ᴎᴌᴍפᴈᴉצᴄװ ᴊᴋצפᴀᴆ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ ᴀᴈᴍקװᴋפᴓᴀᴀ Check Risk WAF  ᴌ PT MaxPatrol SIEM ṣ ӡװᴆᴗ 

ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ ṽ ᴉװץᴌᴊװᴒᴀᴍᴗ ᴌᴊװᴓᴀפᴆᴀᴌᴍᴉצ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ 

ᴒײᴍᴄᴀᴇ פᴆקᴉᴋᴀᴍᴇᴉᴇ װתᴁᴌᴍצᴀᴁ תᴆᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉקᴉ ᴀᴇᴊᴉᴋᴍפ ᴊפᴄװᴍפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀṞ 

 ṣפᴍפᴎᴆᴗᴍ״װᴋᴄᴀ ᴋװצᴙᴍᴀᴁ ᴀ ᴊᴋᴉץᴌᴉ פᴉᴋץᴌᴍᴋᴉᴁᴄᴀ ᴌפᴇᴎṞ ᴈװᴌᴀᴌᴍ צ ᴓᴀᴀפᴋקװᴉ ᴀᴈᴍקװ

Әᴋצפᴀᴆᴗᴈפᴤ ᴎᴌᴍפᴈᴉצᴄפ ᴊᴋצפᴀᴆ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ פקᴋפᴈᴍᴀᴋᴎװᴍṞ ᴒᴍᴉ ᴌᴉץᴙᴍᴀᴤ ᴉᴍ Check 

Risk WAF  ṣ Ӭᴍᴉװתᴀצ ᴈᴈᴉᴇפצᴌᴍᴋᴎᴄᴍᴎᴋᴀᴋᴉ צ ¶ᴍᴗᴌᴤ ñuMפצᴍᴀᴋᴉװᴋᴊᴋװᴎᴍ ᴀᴈᴍתᴎץ 

ᴊᴉצ״ᴉᴆᴀᴍ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴀᴑ תᴆᴤ ᴊᴉᴌᴍᴋᴉװᴈᴀᴤ פתᴔץᴉᴋתᴉצṞ ᴈפᴌᴍᴋᴉᴁᴄᴀ 

ᴄᴉᴋᴋװᴆᴤᴓᴀᴉᴈᴈᴙᴑ ᴊᴋצפᴀᴆṞ פ ᴍפᴄפ װ׳ᴈפᴆᴀפ״ ᴀᴈᴓᴀװתᴈᴍᴉצṣ 

Әװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ Knowledge Base MaxPatrol SIEM װᴁᴌװᴋᴐװᴀᴈᴍ-ץװצ צ  ṣ ӄ 

 ᴄᴀ״ᴋᴎקפ״ ᴆᴤת ᴤפᴈᴈװᴒפᴈ״פᴈתװṞ ᴊᴋפᴐᴎᴈᴄᴓᴀᴤ ᴀᴇᴊᴉᴋᴍ פᴉᴌᴍᴎᴊᴈת ᴍװתᴎץ ᴈᴣװᴇ ᴇװᴋᴑᴈװצ

ᴊפᴄװᴍᴉ״ צᴈפᴈᴀᴁṞ צᴄᴆᴣᴒפᴣᴕᴀᴑ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀṞ ᴌᴊᴋצפᴉᴒᴈᴀᴄᴀ ᴀ 

 ᴄᴍᴙṣװᴘץᴉ װᴆᴗᴈᴙװᴉᴊᴉᴆᴈᴀᴍת
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3.1.1 Әᴉקתᴋᴎ״ᴄפ ᴊפᴄװᴍפ ©= 

Әᴉᴌᴆצ װᴙץᴉᴋפ ᴐᴎᴈᴄᴓᴀᴀ ᴀᴇᴊᴉᴋᴍפ ᴉᴍᴄᴋᴉװᴍᴌᴤ ᴉᴄᴈᴉ תᴆᴤ קפ״ᴋᴎ״ᴄᴀ ᴊפᴄװᴍפṣ Ӝᴄ׳פᴀᴍװ 

ᴐפᴁᴆ ᴊפᴄװᴍפ ©=Ṟ ᴊᴋתװᴉᴌᴍצפᴆװᴈᴈᴙᴁ ᴊᴉᴌᴍצפᴕᴀᴄᴉᴇ Check Risk . 

Ӗפ ᴞᴍפᴊקפ״ װᴋᴎ״ᴄᴀ ᴈװᴉץᴑᴉתᴀᴇᴉ צᴙץᴋפᴍᴗ פצᴋᴀפᴈᴍṝ תᴉצפץᴀᴍᴗ ᴉץᴘװᴄᴍᴙ Ӕᴉᴄפᴆᴗᴈפᴤ 

ᴌᴀᴌᴍװᴇפ ᴄפᴄ ᴌᴍפᴈפתᴋᴍᴈᴙװṣ 

Әᴋᴀ ᴎᴌᴊװᴔᴈᴉᴇ ᴀᴇᴊᴉᴋᴍצ װ ᴌᴊᴀᴌᴄװ ᴊᴉᴤצᴀᴍᴌᴤ ᴊפᴄװᴍ Check Risk WAF Ṟ ᴒᴍᴉ ץᴎװתᴍ 

ᴊᴉתᴍװצᴋװת׳ᴈᴀװᴇ ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ קפ״ᴋᴎ״ᴄᴀṣ 
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3.1.2 ӈᴉצפץᴆװᴈᴀװ ᴊפᴄװᴍצ פ ᴍװᴄᴎᴕᴀᴁ ᴈץפᴉᴋ ᴎᴌᴍפᴈᴉצᴄᴀ 

ӈᴆᴤ ᴍᴉקᴉṞ ᴒᴍᴉץᴙ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴌᴍפᴆᴀ ᴒפᴌᴍᴗᴣ ӄפᴔװᴁ פᴄᴍᴀצᴈᴉᴁ 

ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀṞ ᴈװᴉץᴑᴉתᴀᴇᴉ תᴉצפץᴀᴍᴗ ᴀᴇᴊᴉᴋᴍᴀᴋᴉפצᴈᴈᴙᴁ ᴊפᴄװᴍ צ ᴈץפᴉᴋ 

ᴎᴌᴍפᴈᴉצᴄᴀṣ ӈᴆᴤ ᴞᴍᴉקᴉ צᴙװתᴆᴀᴍװ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕװװ ᴊᴋצפᴀᴆᴉ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍ״ װᴈפᴒᴉᴄ 

 װᴄᴀפᴇṞ ᴄװᴆᴤᴍᴗ ᴍצפᴍ ᴎᴊᴋװᴉᴆᴤצ״ᴊᴉ קפᴈᴈᴙᴁ ᴔפᴄᴀṣ ӈצᴈᴉפᴆᴤ ᴎᴌᴍת פᴉᴋץפᴈ פᴉᴋץᴙצ

ᴊפᴄװᴍᴙ ץᴎתᴎᴍ ᴊᴋᴀᴇװᴈᴤᴍᴗᴌᴤ צ ᴋץפᴉᴒװᴁ ᴌᴋװתװṣ 

3.1.3 Ӝᴌᴍפᴈᴉצᴄפ ᴊפᴄװᴍצ פ ñuM¶ 

Әᴉᴌᴆװ ᴍᴉקᴉṞ ᴄפᴄ ᴊפᴄװᴍ ץᴙᴆ תᴉצפץᴆװᴈ צ ᴈץפᴉᴋṞ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴊᴋᴉװצᴌᴍᴀ ᴎᴌᴍפᴈᴉצᴄᴎṣ 

ӄᴙװץᴋᴀᴍװ ᴌᴉפת״ᴈᴈᴙᴁ ᴈץפᴉᴋ ᴎᴌᴍפᴈᴉצᴄᴀ ᴀ פ״ᴊᴎᴌᴍᴀᴍװ ᴊᴋᴉᴓתװᴎᴋᴎ ᴋײצ״פᴋᴍᴙפצᴈᴀᴤṣ ӄ 

ᴑᴉצ װתᴙᴊᴉᴆᴈװᴈᴀᴤ ᴉᴊװᴋפᴓᴀᴀ ᴌᴀᴌᴍװᴇפ ᴊᴋᴉװצᴋᴀᴍ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴗ ᴉץᴘװᴄᴍᴉצ ᴀ תᴉצפץᴀᴍ 

ᴀᴑ צ ᴋץפᴉᴒᴎᴣ ״פץᴎ ״ᴈפᴈᴀᴁṣ 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ תᴉפת׳ᴍᴗᴌᴤ װצפ״ᴋᴔװᴈᴀᴤ ᴊᴋᴉᴓװᴌᴌפ ᴀ ᴎתᴉᴌᴍᴉװצᴋᴀᴍᴗᴌᴤ צ ᴉᴍᴌᴎᴍᴌᴍצᴀᴀ 

ᴉᴔᴀץᴉᴄ ׳ צᴎᴋᴈפᴆװ ᴎᴌᴍפᴈᴉצᴄᴀṣ 

3.1.4 Ӛᴉפת״ᴈᴀפתפ״ װᴒᴀ ᴊᴉ ᴌץᴉᴋᴎ ᴌᴉץᴙᴍᴀᴁ ᴊᴉ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ ñʳɾȺɐȓ 

Ӡᴍᴉץᴙ ᴌᴉץᴙᴍᴀᴤ ᴉᴍ >țǸǪȶ éȡɾȶ ğ!f ᴈפᴒפᴆᴀ ᴊᴉᴌᴍᴎᴊפᴍᴗ צ ñuM¶Ṟ ᴈװᴉץᴑᴉתᴀᴇᴉ 

ᴈפᴌᴍᴋᴉᴀᴍᴗ פתפ״ᴒᴎ ᴌץᴉᴋפת פᴈᴈᴙᴑṣ ӈᴆᴤ ᴞᴍᴉקᴉ ᴌᴉפת״ᴁᴍפתפ״ װᴒᴎ ᴍᴀᴊפ Ӛץᴉᴋ פתᴈᴈᴙᴑ ᴌ 

ᴊᴋᴉᴐᴀᴆװᴇ Syslog  
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Ӝᴄ׳פᴀᴍתפ װᴋװᴌ ᴊᴉᴆᴎᴒפᴍװᴆᴤ (IP-תפᴋװᴌ ӒᴉᴆᴆװᴄᴍᴉᴋפṶṞ ᴊᴋᴉᴍᴉᴄᴉᴆ ᴊװᴋפתװᴒᴀ (UDP)Ṟ פ 

ᴍפᴄװ׳ ᴊᴉᴋᴍṣ Әᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᴌᴍפᴈפתᴋᴍᴈᴙᴁ ᴊᴉᴋᴍ 514Ṟ ᴉתᴈפᴄᴉ ᴊᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴇᴉ׳ᴈᴉ פתפ״ᴍᴗ ᴈװᴌᴍפᴈפתᴋᴍᴈᴉ״ װᴈפᴒװᴈᴀװṣ 
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3.1.5 ӗקᴋפᴈᴀᴒװᴈᴀװ ᴊᴎᴆתפ פᴋװᴌᴉצ 

Ӛ ᴓװᴆᴗᴣ ᴊᴉצᴙᴔװᴈᴀᴤ ᴎᴋᴉצᴈᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴊᴋᴀײᴇפ ᴌᴉץᴙᴍᴀᴁ ᴉᴍ 

ᴊᴉᴌᴍᴉᴋᴉᴈᴈᴀᴑ ᴀᴌᴍᴉᴒᴈᴀᴄᴉצ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴉקᴋפᴈᴀᴒᴀᴍᴗ ᴊᴎᴆ uæ-תפᴋװᴌᴉצṞ ᴌ ᴄᴉᴍᴉᴋᴙᴑ 

 ᴓᴀᴀפᴎᴋקᴄᴉᴈᴐᴀ װᴊפᴞᴍ פᴍᴌᴤ ᴈװᴙᴊᴉᴆᴈᴤצ פᴌᴍᴋᴉᴁᴄפᴈᴀᴁṣ Ӗװᴕץᴇ ᴌᴉᴉײᴍᴌᴤ ᴊᴋᴀװפᴉᴊᴎᴌᴄת

 ṣצᴙᴑ ᴐᴀᴆᴗᴍᴋᴉצװᴍװᴇᴀ ᴌפצᴌᴍתװᴒᴀ ᴀᴆᴀ ᴌᴋפתפ״

ᶱṣᶯṣᶴ Әᴋᴉװצᴋᴄפ ᴊᴉᴌᴍᴎᴊᴆװᴈᴀᴤ ᴀ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴌᴉץᴙᴍᴀᴁ 

ӈᴆᴤ ᴊᴋᴉװצᴋᴄᴀ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴀ ᴋץפᴉᴍᴙ פתפ״ᴒᴀ ת׳פצתᴙ ᴄᴆᴀᴄᴈᴀᴍװ ᴊᴉ ײװ ᴈפצ״פᴈᴀᴣ צ 

ᴌᴊᴀᴌᴄװṣ ӄ ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈװ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴄᴈᴉᴊᴄᴎ ẇӖפᴁᴍᴀ ᴌᴉץᴙᴍᴀᴤẈ. 
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Ӊᴌᴆᴀ ӄᴙ צᴀתᴀᴍװ ᴌᴉץᴙᴍᴀᴤ ᴌ ᴄᴉᴋᴋװᴄᴍᴈᴉ פ״ᴊᴉᴆᴈװᴈᴈᴙᴇᴀ ᴊᴉᴆᴤᴇᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ 

ᴀᴌᴍᴉᴒᴈᴀᴄ ᴌᴉץᴙᴍᴀᴤṞ uæ-תפᴋװᴌṞ פתᴍפ ᴀ צᴋװᴇᴤṞ ᴎᴈᴀᴄפᴆᴗᴈᴙᴁ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋṶṞ ״ᴈפᴒᴀᴍṞ 

ᴊᴋצפᴀᴆᴉ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ץᴙᴆᴉ ᴎᴌᴍפᴈᴉצᴆװᴈᴉ ᴊᴋצפᴀᴆᴗᴈᴉ ᴀ ñuM¶ ᴄᴉᴋᴋװᴄᴍᴈᴉ 

ᴀᴈᴍװᴋᴊᴋװᴍᴀᴋᴎװᴍ ᴊᴉᴌᴍᴎᴊפᴣᴕᴀפת װᴈᴈᴙװṣ 

ӄ פתᴈᴈᴉᴁ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴊᴉᴆᴈפᴤ ᴊᴉᴌᴆתװᴉפצᴍװᴆᴗᴈᴉᴌᴍᴗ װתᴁᴌᴍצᴀᴁ ᴊᴉ 

ᴀᴈᴍקװᴋפᴓᴀᴀ Check Risk WAF  ᴌ PT MaxPatrol SIEM ṣ Ӛᴆתװᴎᴤ ᴉᴊᴀᴌפᴈᴈᴙᴇ ᴔפקפᴇ ṽ ᴉᴍ 

ᴀᴇᴊᴉᴋᴍפ ᴊפᴄװᴍ״ פᴈפᴈᴀᴁ ᴀ קװᴉ ᴎᴌᴍפᴈᴉצᴄᴀ תᴉ ᴌᴉפת״ᴈᴀᴤ פתפ״ᴒᴀ ᴌץᴉᴋפ ᴀ ᴊᴋᴉװצᴋᴄᴀ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ṽ ӄᴙ ᴉװץᴌᴊװᴒᴀᴍװ ᴈ׳ײתפᴈᴎᴣ ᴀ ᴄᴉᴋᴋװᴄᴍᴈᴎᴣ ᴉץᴋץפᴉᴍᴄᴎ ᴌᴉץᴙᴍᴀᴁṣ 

Ӓᴉᴋᴋװᴄᴍᴈᴉ ᴎᴌᴍפᴈᴉצᴆװᴈᴈᴙᴁ ᴊפᴄװᴍ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴊᴉצ״ᴉᴆᴀᴍ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴌᴉץᴙᴍᴀᴤ 

WAF  ᴍᴙײᴍᴗ ᴉᴍᴒפצᴈᴀᴤṞ ᴐᴉᴋᴇᴀᴋᴉװᴕװצᴍᴗ ᴉᴊᴉפצᴀפᴌᴍᴋפᴆᴤᴓᴀᴀṞ ᴈװᴑ ᴄᴉᴋᴋפᴇ״ᴈᴀפᴑװᴇ צ 

ᴀ ᴊᴋᴉצᴉתᴀᴍᴗ ᴋפᴌᴌᴆתװᴉפצᴈᴀᴤ ᴀᴈᴓᴀװתᴈᴍᴉתװ צ צᴀᴈᴉᴁ ᴌᴀᴌᴍװᴇװṣ 

Ӊᴌᴆᴀ צ ᴊᴋᴉᴓװᴌᴌװ ᴀᴇᴊᴉᴋᴍפ ᴀᴆᴀ ᴎᴌᴍפᴈᴉצᴄᴀ צᴉ״ᴈᴀᴄפᴣᴍ ᴉᴔᴀץᴄᴀṞ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ 

ᴊᴋᴉװצᴋᴀᴍᴗ װצᴋᴌᴀᴣ ᴊפᴄװᴍפ ᴀ ᴌᴉצᴇװᴌᴍᴀᴇᴉᴌᴍᴗ ᴌ ᴍװᴄᴎᴕװᴁ װצᴋᴌᴀװᴁ ñuM¶Ṟ פ ᴍפᴄװ׳ 

ᴉץᴋפᴍᴀᴍᴗᴌᴤ צ ᴍװᴑᴈᴀᴒװᴌᴄᴎᴣ ᴊᴉװתתᴋ׳ᴄᴎṣ 

3.2 Ӗפᴌᴍᴋᴉᴁᴄפת פᴔץᴉᴋפת ©Ć¶! תᴆᴤ ᴌᴉץᴙᴍᴀᴁ >țǸǪȶ éȡɾȶ ğ!f 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴋפᴌᴌᴇפᴍᴋᴀװפצᴍᴌᴤ ᴊᴋᴉᴓתװᴎᴋת פᴉצפץᴆװᴈᴀᴤ צᴀװ׳תᴍת פᴆᴤ 

ᴉᴍᴉץᴋװ׳פᴈᴀᴤ ᴌᴉץᴙᴍᴀᴁ ᴉᴍ >țǸǪȶ éȡɾȶ ğ!f צ ᴌᴀᴌᴍװᴇװ ©Ć¶!ṣ ӈפᴈᴈᴙᴁ ᴐᴎᴈᴄᴓᴀᴉᴈפᴆ 

ᴊᴉצ״ᴉᴆᴤװᴍ צ ᴋ׳װᴀᴇװ ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ צᴀ״ᴎפᴆᴀ״ᴀᴋᴉפצᴍᴗ ᴀ פᴈפᴆᴀ״ᴀᴋᴉפצᴍᴗ 

ᴌᴉץᴙᴍᴀᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṞ ᴊᴉᴌᴍᴎᴊפᴣᴕᴀװ ᴉᴍ ğ!fṞ ᴒᴍᴉ ᴊᴉצᴙᴔװפᴍ ᴞᴐᴐװᴄᴍᴀצᴈᴉᴌᴍᴗ 

ᴇᴉᴈᴀᴍᴉᴋᴀᴈפק ᴀ ᴊᴉצ״ᴉᴆᴤװᴍ ᴉᴊװᴋפᴍᴀצᴈᴉ צᴙᴤצᴆᴤᴍᴗ פᴈᴉᴇפᴆᴀᴀṣ Ӛᴉפת״ᴈᴀצ װᴀװ׳תᴍפ 
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ᴊᴋתװᴉᴌᴍצפᴆᴤװᴍ צᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴗ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ קᴀץᴄᴀװ ᴐᴀᴆᴗᴍᴋᴙ ᴀ פ״ᴊᴋᴉᴌᴙ תᴆᴤ 

ᴊᴉᴌᴍᴋᴉװᴈᴀᴤ ᴀᴈᴐᴉᴋᴇפᴍᴀצᴈᴙᴑ פתᴔץᴉᴋתᴉצṞ ᴉᴍᴋפ׳פᴣᴕᴀᴑ פᴄᴍᴎפᴆᴗᴈᴉװ ᴌᴉᴌᴍᴉᴤᴈᴀװ 

 ᴌᴍᴋᴎᴄᴍᴎᴋᴙṣפᴇᴉᴁ ᴀᴈᴐᴋװפᴕᴀᴕפ״

3.2.1 ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤ 

ӈᴆᴤ ᴈפᴒפᴆפ ӄפᴇ ᴈװᴉץᴑᴉתᴀᴇᴉ צᴙץᴋפᴍᴗ פᴄᴍᴎפᴆᴗᴈᴙᴁ ᴍװᴈפᴈᴍṞ צ ᴄᴉᴍᴉᴋᴉᴇ ץᴎװתᴍ ᴌᴉפת״ᴈ 

ᴈᴉצᴙᴁ צᴀװ׳תᴍṣ ӈפᴆװװ ᴌᴉפת״ᴍᴗ ᴈᴉצᴙᴁ ᴇפᴄװᴍ ᴀ ᴊᴋᴀᴌצᴉᴀᴍᴗ ᴊᴉᴈᴤᴍᴈᴉװ ᴈפצ״פᴈᴀװṞ 

ᴈפᴊᴋᴀᴇװᴋ >țǸǪȶ éȡɾȶ ğ!fṣ ӎᴈᴀᴓᴀᴀᴋᴉפצᴍᴗ ᴊᴋᴉᴓתװᴎᴋᴎ תᴉצפץᴆװᴈᴀᴤ ᴈᴉצᴉקᴉ 

 װᴇᴌᴤ ᴌᴊᴀᴌᴄװᴔצᴍẈṣ ӄ ᴉᴍᴄᴋᴙװ׳תᴀצ ᴀᴍᴗצפץᴔᴀᴌᴗ ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפצᴉ״ᴉᴌᴊᴉᴆᴗצ Ṟפᴍװ׳תᴀצ

ᴍᴀᴊᴉצ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴉᴌᴍפᴈᴉצᴀᴍᴗ צᴙץᴉᴋ ᴈפצ פᴋᴀפᴈᴍװ ẇӚᴉץᴙᴍᴀᴤẈ. 

ӄ ᴉᴍᴄᴋᴙצᴔװᴁᴌᴤ ᴐᴉᴋᴇװ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀ פ״ᴊᴉᴆᴈᴀᴍװ ᴊᴉᴆᴤ צ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ 

ᴊᴋתװᴌᴍצפᴆװᴈᴈᴙᴇ ᴊᴋᴀᴇװᴋᴉᴇṣ ӗץᴋפᴍᴀᴍצ װᴈᴀᴇפᴈᴀװṞ ᴒᴍᴉ פ״ᴊᴋᴉᴌ ñè¬-פ״ᴊᴋᴉᴌפ 

 ᴈᴀᴁṣװᴈװᴇ״ᴀ ״װץ פᴊᴋᴉᴌפ״ װᴊᴉᴆ צ ᴈײᴌװᴈצ ᴙᴍᴗץ ᴈװ׳ᴉᴆת
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Ӎפᴊᴋᴉᴌ: 

Әᴉᴌᴆצ װᴈװᴌװᴈᴀᴤ פ״ᴊᴋᴉᴌפ ᴎᴄ׳פᴀᴍװ ᴈפצ״פᴈᴀצ װᴀװ׳תᴍפṞ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ צᴌװ 

ᴉץᴤפ״ᴍװᴆᴗᴈᴙװ ᴊפᴋפᴇװᴍᴋᴙ פ״ᴊᴉᴆᴈװᴈᴙṞ ᴀ ᴊᴉתᴍװצᴋתᴀᴍװת װᴁᴌᴍצᴀװ ᴈפ׳פᴍᴀװᴇ ᴈפ 

ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗẈṣ Ӗפ ᴐᴀᴈפᴆᴗᴈᴉᴇ ᴞᴍפᴊװ ᴌᴉᴑᴋפᴈᴀᴍװ ᴈפᴌᴍᴋᴉᴁᴄᴀṣ 

SELECT COUNT(Name) AS `metric`, Message AS 

`value`  

FROM `events`  

WHERE DeviceVendor = "Check Risk WAF" AND 

Name = "audit"  

GROUP BY Message  

ORDER BY `metric` DESC  

LIMIT 250  
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ӈᴆᴤ ᴊᴋᴉװצᴋᴄᴀ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴀ צᴙᴊᴉᴆᴈװᴈᴈᴙᴑ װתᴁᴌᴍצᴀᴁ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴈפת פᴔץᴉᴋװת 

ᴊᴉᴤצᴀᴆᴌᴤ ᴈᴉצᴙᴁ צᴀװ׳תᴍṞ ᴉᴍᴉץᴋפ׳פᴣᴕᴀᴁ פתᴈᴈᴙצ װ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ פתפ״ᴈᴈᴙᴇ 

 ᴊᴋᴉᴌᴉᴇṣפ״

ӄ פתᴈᴈᴉᴁ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ ץᴙᴆפ ᴋפᴌᴌᴇᴉᴍᴋװᴈפ ᴊᴉᴔקפᴉפצᴤ ᴊᴋᴉᴓתװᴎᴋפ ᴌᴉפת״ᴈᴀᴤ ᴀ 

 Ć¶!ṣ ӄ© צ ᴙᴍᴀᴁ ᴉᴍ >țǸǪȶ éȡɾȶ ğ!fץᴈᴀᴤ ᴌᴉװ׳פᴋץᴆᴤ ᴉᴍᴉת פᴍװ׳תᴀצ ᴈᴀᴤװᴆצפץᴉת

ᴋ״װᴎᴆᴗᴍפᴍצ װᴙᴊᴉᴆᴈװᴈᴀᴤ ᴉᴊᴀᴌפᴈᴈᴙᴑ װתᴁᴌᴍצᴀᴁ ӄᴙ ᴊᴉᴆᴎᴒᴀᴆᴀ צᴀ״ᴎפᴆᴗᴈᴙᴁ ᴞᴆװᴇװᴈᴍṞ 

ᴊᴉצ״ᴉᴆᴤᴣᴕᴀᴁ ᴉᴍᴌᴆ׳װᴀפצᴍᴗ ᴀ פᴈפᴆᴀ״ᴀᴋᴉפצᴍᴗ ᴌᴋץפᴉᴍᴄᴀ צ ᴈקפᴆᴤתᴈᴉᴁ ᴐᴉᴋᴇװṣ 

Ӓᴉᴋᴋװᴄᴍᴈᴉ ᴈפᴌᴍᴋᴉװᴈᴈᴙᴁ פתᴔץᴉᴋת ᴌ ᴊᴉתᴉץᴈᴙᴇᴀ צᴀװ׳תᴍפᴇᴀ ᴊᴉצᴙᴔװפᴍ 

ᴞᴐᴐװᴄᴍᴀצᴈᴉᴌᴍᴗ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפקṞ ᴎᴌᴄᴉᴋᴤװᴍ ᴉץᴈפᴋᴎװ׳ᴈᴀװ ᴀᴈᴓᴀװתᴈᴍᴉצ ᴀ 

ᴉװץᴌᴊװᴒᴀװפצᴍ ᴊᴋᴉ״ᴋפᴒᴈᴉᴌᴍᴗ ᴋץפᴉᴍᴙ ᴌᴀᴌᴍװᴇ פ״ᴕᴀᴍᴙṣ 

3ṣᶱ ӗᴊᴀᴌפᴈᴀװ ᴊᴉᴆװᴁ ᴌᴉץᴙᴍᴀᴁ ɾʳɾȺɐȓ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴐᴉᴋᴇפᴆᴀ״ᴎᴣᴍᴌᴤ ᴌᴉᴌᴍצפ, ᴍᴀᴊᴙ ᴀ ᴌװᴇפᴈᴍᴀᴄפ ᴊᴉᴆװᴁ ᴌᴉץᴙᴍᴀᴁ ğ!f 

 ᴔᴀᴇᴀ ñuM¶ṩñÃ!é ᴀפᴓᴀᴀ ᴌ ӄפᴋקװᴁ ᴀᴈᴍװᴎᴣᴕתװᴒᴀ ᴊᴉ ɾʳɾȺɐȓ ᴀ ᴊᴉᴌᴆפתװᴋװᴆᴤ ᴊת

ᴑᴋפᴈᴀᴆᴀᴕפᴇᴀ ᴆᴉקᴉצṣ Ӛᴉץᴙᴍᴀᴤ ᴉᴊᴀᴌᴙפצᴣᴍᴌᴤ תװᴀᴈᴙᴇ ¦ñÃ¸ᴉץᴘװᴄᴍᴉᴇ צ ᴄᴉתᴀᴋᴉצᴄװ 

UTF 8; ᴍᴀᴊ ᴌᴉץᴙᴍᴀᴤ ᴉᴊᴋװתװᴆᴤװᴍᴌᴤ ᴊᴉᴆװᴇ type; ᴊᴉᴆᴤ ᴌ ᴈװᴀװצ״ᴌᴍᴈᴙᴇᴀ ״ᴈפᴒװᴈᴀᴤᴇᴀ 

ᴉᴊᴎᴌᴄפᴣᴍᴌᴤ; ᴇװᴍᴄᴀ צᴋװᴇװᴈᴀ ᴀᴇװᴣᴍ ᴐᴉᴋᴇפᴍ uñÃ8601 צ UTC ᴌ ᴌᴎᴐᴐᴀᴄᴌᴉᴇ Z. Ӭᴍᴀ 

ᴍᴋץװᴉפצᴈᴀᴤ ᴉװץᴌᴊװᴒᴀפצᴣᴍ װתᴍװᴋᴇᴀᴈᴀᴋᴉפצᴈᴈᴙᴁ ᴊפᴋᴌᴀᴈק ᴀ ᴄᴉᴋᴋװᴄᴍᴈᴎᴣ 

ᴄᴉᴋᴋװᴆᴤᴓᴀᴣ ᴈפ ᴌᴍᴉᴋᴉᴈװ ᴊᴋᴀᴈᴀᴇפᴣᴕװᴁ ᴌᴀᴌᴍװᴇᴙ. 

ӄᴙ ᴇᴉװ׳ᴍװ ᴈפᴌᴍᴋᴉᴀᴍᴗ ᴊᴋᴀײᴇ ᴌᴉᴉץᴕװᴈᴀᴁ ɾʳɾȺɐȓ ᴉᴍ ᴌװᴋצᴀᴌפ ğ!f ᴀ צᴙᴊᴉᴆᴈᴀᴍᴗ 

ᴇפᴊᴊᴀᴈק ᴊᴉᴆװᴁ צ ӄפᴔװᴁ ñuM¶Ṟ ᴋᴎᴄᴉצᴉתᴌᴍצᴎᴤᴌᴗ ᴈᴀװ׳ᴊᴋᴀײתװצᴈᴈᴉᴁ 

ᴌᴊװᴓᴀᴐᴀᴄפᴓᴀװᴁṣ ӈᴆᴤ ᴊװᴋצᴀᴒᴈᴉᴁ פצᴆᴀפתᴓᴀᴀ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴀ ᴊפᴋᴌᴀᴈפק 
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ᴓװᴆװᴌᴉᴉץᴋ״פᴈᴉ צᴄᴆᴣᴒᴀᴍᴗ ׳ᴎᴋᴈפᴆᴀᴋᴉפצᴈᴀװ ᴈפ ᴍװᴌᴍᴉצᴉᴁ צᴀᴍᴋᴀᴈװ ᴀ ᴌᴉᴊᴉᴌᴍצפᴀᴍᴗ 

ᴀצ״ᴆװᴄװפᴇᴙװ ᴊᴉᴆᴤ type, event_time, action, rule_ids, client_ip, domain, uri, status.  

Ӓᴆᴣᴒצװᴙװ ᴊᴉᴆᴉװ׳ᴈᴀᴤ ᴐᴉᴋᴇפᴍפ 

 Ӓת׳פᴉװ ᴌᴉץᴙᴍᴀװ ṽ ᴋᴉצᴈᴉ ᴉתᴀᴈ ¦ñÃ¸ᴉץᴘװᴄᴍ צ UTF 8. 

 ӈᴆᴤ ᴋ״פᴆᴀᴒװᴈᴀᴤ ᴍᴀᴊᴉצ ᴌᴉץᴙᴍᴀᴁ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᴊᴉᴆװ ʌʳɳǸṣ 

 Әᴉᴆᴤ ᴌ ᴈװᴀװצ״ᴌᴍᴈᴙᴇᴀ ״ᴈפᴒװᴈᴀᴤᴇᴀ ᴉᴊᴎᴌᴄפᴣᴍᴌᴤṞ ɅʔȺȺ ᴈװ ᴊװᴋײפתװᴍᴌᴤṣ 

 ӕװᴍᴄᴀ צᴋװᴇװᴈᴀ ṽ ISO 8601 UTC ᴌ ᴌᴎᴐᴐᴀᴄᴌᴉᴇ Z (ᴈפᴊᴋᴀᴇװᴋ, 2025-09 -15T12:34:56Z). 

ӛᴋפᴈᴌᴊᴉᴋᴍ ᴀ ᴄתפᴋᴀᴋᴉפצᴈᴀװ 

 ĆEæ ṵéf> ᶳᶲᶰᶴṶṝ ᴊװᴋײפתװᴍᴌᴤ ᴉתᴀᴈ ¦ñÃ¸ᴉץᴘװᴄᴍ ᴓװᴆᴀᴄᴉᴇ; צᴉ״ᴇᴉ׳ᴈפ 

ᴐᴋקפᴇװᴈᴍפᴓᴀᴤ/ᴎᴌװᴒװᴈᴀװ ᴊᴋᴀ ץᴉᴆᴗᴔᴀᴑ ᴋ״פᴇװᴋפᴑ. 

 TCP (RFC 6587, octet counted): ᴄתפᴋᴀᴋᴉפצᴈᴀצ צ װᴀת>" װתᴆᴀᴈפ> <JSON>". 

 ÿ¬ñ ṵéf> ᶳᶲᶰᶳṶṝ ᴀװתᴈᴍᴀᴒᴈᴉ ÿ>æṞ ᴈᴉ ᴊᴉ פ״ᴕᴀᴕײᴈᴈᴉᴇᴎ ᴄפᴈפᴆᴎṨ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ תᴆᴤ 

ᴊᴋᴉפתᴄᴔᴈᴀᴈᴍקװᴋפᴓᴀᴁ. 

 әװᴍᴋפᴀ ᴊᴋᴀ ᴌװᴍצװᴙᴑ ᴉᴔᴀץᴄפᴑ ᴉᴍᴌᴎᴍᴌᴍצᴎᴣᴍṨ תᴉᴌᴍצפᴄפ ǩǸɾʌeffort.  

3.3.1 ӗץᴕפᴤ ẇᴉײץᴋᴍᴄפẈ ᴌᴉᴉץᴕװᴈᴀᴤ 

Әᴉᴆװ ӛᴀᴊ ӗץᴤ״ṣ ӗᴊᴀᴌפᴈᴀװ 

type  string  ᴙᴍᴀᴤṣץᴌᴉ תӄᴀ פת 

ӄᴉ״ᴇᴉ׳ᴈᴙװ 

 ᴈᴀᴤṝװᴒפᴈ״

"access", "audit".  

event_time  string  צ ᴙᴍᴀᴤץᴇᴤ ᴌᴉװӄᴋ פת 

ᴐᴉᴋᴇפᴍװ uñÃ8601 

(UTC), ᴈפᴊᴋᴀᴇװᴋ 

2025 -09 -

15T12:34:56Z. 
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3.3.2 Ӟᴉᴋᴇפᴍ ʌʳɳǸṝ ṦǍǪǪǸɾɾṦ ṵ׳ᴎᴋᴈפᴆ פ״ᴊᴋᴉᴌᴉצṶ 

Ӗ״פᴈפᴒװᴈᴀװṝ ᴄᴋפᴍᴄפᴤ ᴍװᴆװᴇװᴍᴋᴀᴤ oÿÿæפ״ᴊᴋᴉᴌᴉצ ᴀ ᴉᴍװצᴍᴉצ. 

Әᴉᴆװ ӛᴀᴊ ӗץᴤ״ṣ Әᴋᴀᴇװᴋ ӗᴊᴀᴌפᴈᴀװ 

website_uuid  string 0f3c4f9e" פת  -3a7b -

4c9b -9c63 -

9a2c0c9dc2d1"  

ӎװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ 

ᴌפᴁᴍפṩᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

(UUID).  

domain  string  ᴈװᴍ "example.com"  ӟᴉᴌᴍ ᴀפ״ ״ᴊᴋᴉᴌפ. 

client_ip  string  ᴈװᴍ "203.0.113.7" IP ᴄᴆᴀװᴈᴍפ. 

scheme  string  ᴈװᴍ "https"  Әᴋᴉᴍᴉᴄᴉᴆ 

ᴊᴋᴀᴄᴆתפᴈᴉקᴉ 

ᴎᴋᴉצᴈᴤṝ țʌʌɳṩțʌʌɳɾ 

ṵᴞצᴋᴀᴌᴍᴀᴄפṶṣ 

uri  string "products/42/" פת   Әᴎᴍᴗ ״װץ 

query ᴌᴍᴋᴉᴄᴀ. 

status  number  ᴈװᴍ 200  HTTP ᴄᴉת ᴉᴍװצᴍפ. 

bytes_sent  number  ᴈװᴍ 12345 ӗץᴘײᴇ ᴉᴍװצᴍצ פ 

 ᴑṣפᴁᴍפץ

country  string  ᴈװᴍ "US" ISO 3166 1 alpha 2, 

 פᴈװᴆװתװᴌᴆᴀ ᴉᴊᴋװ

ᴌᴍᴋפᴈפ ᴄᴆᴀװᴈᴍפ. 

user_agent  string  ᴈװᴍ Ṧ¶ɐʽȡȺȺǍṩᶳṣᶮ ṟṦ User Agent 

 .פᴊᴋᴉᴌפ״

referer  string  ᴈװᴍ "https://ref.example/"  éǸȒǸɶǸɶ ״װץ ɵʔǸɶʳ 

ṵᴇᴉװ׳ᴍ 

ᴉᴍᴌᴎᴍᴌᴍצᴉפצᴍᴗṶṣ 
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Әᴋᴀᴇװᴋ ᴌᴉץᴙᴍᴀᴤ access  

{ 

  "type": "access",  

  "event_time ": "2025-09 -15T12:34:56Z", 

  "website_uuid": "0f3c4f9e -3a7b -4c9b -9c63 -9a2c0c9dc2d1",  

  "domain": "example.com",  

  "client_ip": "203.0.113.7",  

  "scheme": "https",  

  "uri": "/products/42",  

  "status": 200,  

  "bytes_sent": 12345,  

  "country": "US",  

  "user_agent": "Mozilla/5.0",  

  "referer ": "https ://ref .example /" 

} 

Ӆפᴋפᴈᴍᴀᴀ ᴀ ᴊᴉװתװצᴈᴀת װᴆᴤ ǍǪǪǸɾɾṝ 

 ʔɶȡ צᴌ״װץ פתקװ ɵʔǸɶʳᴌᴍᴋᴉᴄᴀ. 

 Әᴋᴀ ץᴉᴆᴗᴔᴉᴇ ᴋ״פᴇװᴋװ ᴌᴉץᴙᴍᴀᴤ ᴇᴉקᴎᴍ ץᴙᴍᴗ ᴉᴊᴎᴕװᴈᴙ ᴐפᴄᴎᴆᴗᴍפᴍᴀצᴈᴙװ ᴊᴉᴆᴤ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ʔɾǸɶṪǍȓǸɅʌṶṣ 

 ӗᴍᴌᴎᴍᴌᴍצᴎᴣᴕᴀװṩᴈצװᴙᴒᴀᴌᴆᴀᴇᴙװ ᴊᴉᴆᴤ ᴉᴊᴎᴌᴄפᴣᴍᴌᴤṣ 

3.3.3 Ӟᴉᴋᴇפᴍ ʌʳɳǸṝ ṦǍʔǱȡʌṦ ṵᴌᴉץᴙᴍᴀᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṶ 

Ӗ״פᴈפᴒװᴈᴀװṝ ᴐᴀᴄᴌפᴓᴀᴤ ᴌᴋפץפᴍᴙפצᴈᴀᴤ ᴊᴋצפᴀᴆṩᴊᴉᴆᴀᴍᴀᴄ ᴀ ᴀᴍᴉקᴉצᴉקᴉ װתᴁᴌᴍצᴀᴤ ᴊᴉ 

 ᴊᴋᴉᴌᴎṣפ״

Әᴉᴆװ ӛᴀᴊ ӗץᴤ״ṣ Әᴋᴀᴇװᴋ ӗᴊᴀᴌפᴈᴀװ 

website_uuid  string 0f3c4f9e" פת  -3a7b -

4c9b -9c63 -

9a2c0c9dc2d1"  

ӎװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ 

ᴌפᴁᴍפṩᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ 

(UUID).  
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domain  string  ᴈװᴍ "example.com"  ӟᴉᴌᴍ ᴀפ״ ״ᴊᴋᴉᴌפ. 

client_ip  string  ᴈװᴍ "203.0.113.7" IP ᴄᴆᴀװᴈᴍפ. 

scheme  string  ᴈװᴍ "https"  Әᴋᴉᴍᴉᴄᴉᴆ 

ᴊᴋᴀᴄᴆתפᴈᴉקᴉ 

ᴎᴋᴉצᴈᴤṝ țʌʌɳṩțʌʌɳɾ 

ṵᴞצᴋᴀᴌᴍᴀᴄפṶṣ 

uri  string "products/42/" פת   Әᴎᴍᴗ ״װץ 

query ᴌᴍᴋᴉᴄᴀ. 

status  number  ᴈװᴍ 200  HTTP ᴄᴉת ᴉᴍװצᴍפ. 

bytes_sent  number  ᴈװᴍ 12345 ӗץᴘײᴇ ᴉᴍװצᴍצ פ 

 ᴑṣפᴁᴍפץ

country  string  ᴈװᴍ "US" ISO 3166 1 alpha 2, 

 פᴈװᴆװתװᴌᴆᴀ ᴉᴊᴋװ

ᴌᴍᴋפᴈפ ᴄᴆᴀװᴈᴍפ. 

user_agent  string  ᴈװᴍ Ṧ¶ɐʽȡȺȺǍṩᶳṣᶮ ṟṦ User Agent 

 .פᴊᴋᴉᴌפ״

referer  string  ᴈװᴍ "https://ref.example/"  éǸȒǸɶǸɶ ״װץ ɵʔǸɶʳ 

ṵᴇᴉװ׳ᴍ 

ᴉᴍᴌᴎᴍᴌᴍצᴉפצᴍᴗṶṣ 

Ӛᴍᴋᴎᴄᴍᴎᴋפ ᴞᴆװᴇװᴈᴍᴉצ ɃǸɾɾǍȓǸɾṝ 

{ 

  "message Ṧṝ Ṧṟᴄᴋפᴍᴄᴉװ ᴊᴉᴤᴌᴈװᴈᴀװṟṦṞ 

  "details": {  

    ṦɶʔȺǸuǱṦṝ ᶷᶲᶯᶯᶮᶮṞ              ṩṩ ᴒᴀᴌᴆᴉ ᴀᴆᴀ ɅʔȺȺ תᴆᴤ ᴄפᴌᴍᴉᴇᴈᴉקᴉ ᴊᴋצפᴀᴆפ 

    ṦɶǸȒǸɶǸɅǪǸṦṝ ṦṟᴉᴊᴓᴀᴉᴈפᴆᴗᴈᴉṟṦṞ  ṩṩ ᴇᴉװ׳ᴍ ᴉᴍᴌᴎᴍᴌᴍצᴉפצᴍᴗ 

    ṦɶʔȺǸ>ʔɾʌɐɃĆʔȡǱṦṝ ṦṟʔʔȡǱṟṦ     ṩṩ ᴊᴋᴀᴌᴎᴍᴌᴍצᴎװᴍ ᴍᴉᴆᴗᴄᴉ ᴎ ᴄפᴌᴍᴉᴇᴈᴉקᴉ ᴊᴋצפᴀᴆפ 

  } 
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} 

Әᴋᴀᴇװᴋ ᴌᴉץᴙᴍᴀᴤ audit:  

{ 

  "type": "audit",  

  "event_time": "2025 -09 -15T12:34:56Z", 

  "website_uuid": "0f3c4f9e -3a7b -4c9b -9c63 -9a2c0c9dc2d1",  

  "server_id": "7b1b2c3d -4e5f -6789 -aaaa -bbbbccccdddd",  

  "unique_id": "1700000000:abc123",  

  "domain": "example.com",  

  "client_ip": "203.0.113.7",  

  "protocol": "https",  

  "uri": "/login",  

  "status": 403,  

  "country": "US",  

  "messages": [  

    { 

      "message": "SQLi pattern detected",  

      "details": { "ruleId ": 942100, "reference": "ARGS:q", "ruleCustomUuid": null }  

    } 

  ], 

  "rule_ids": [942100],  

  "custom_rule_uuids": [],  

  "action": "BLOCK"  

} 

Ӆפᴋפᴈᴍᴀᴀ ᴀ ᴊᴉװתװצᴈᴀת װᴆᴤ ǍʔǱȡʌṝ 

 ǍǪʌȡɐɅ ᴊᴋᴀᴈᴀᴇװפᴍ ᴉתᴈᴉ ᴀ״ ״ᴈפᴒװᴈᴀᴁṝ =¬Ã>© ṵפ״ᴊᴋᴉᴌ ᴉᴍᴄᴆᴉᴈײᴈṶ ᴀᴆᴀ 

¶Ã¸uÿÃéu¸g ṵפ״ᴊᴋᴉᴌ ᴊᴋᴉᴊᴎᴕװᴈṞ ᴌᴉץᴙᴍᴀפ״ װᴐᴀᴄᴌᴀᴋᴉפצᴈᴉṶṣ 
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 ɶǸɵʔǸɾʌ ᴉקᴋפᴈᴀᴒװᴈ ᴊᴉ תᴆᴀᴈװ ᴀ ᴊᴋפצתװᴋᴀᴍװᴆᴗᴈᴉ ᴐᴀᴆᴗᴍᴋᴎװᴍᴌᴤ ᴉᴍ 

ᴌᴆᴎץװ׳ᴈᴙᴑṩצᴌᴊᴉᴇᴉפקᴍװᴆᴗᴈᴙᴑ קפ״ᴉᴆᴉצᴄᴉצṣ 

 ɶʔȺǸṪȡǱɾ ᴀ ǪʔɾʌɐɃṪɶʔȺǸṪʔʔȡǱɾ ᴌᴉװתᴋפ׳ᴍ ᴎᴈᴀᴄפᴆᴗᴈᴙ״ װᴈפᴒװᴈᴀᴤṣ 

ӈפᴈᴈᴙᴁ ᴋװת״פᴆ ᴐᴀᴄᴌᴀᴋᴎװᴍ תװᴀᴈᴙᴁ ᴐᴉᴋᴇפᴍ ᴌᴉץᴙᴍᴀᴁ ğ!f צ ɾʳɾȺɐȓṝ ᴉתᴀᴈ 

JSON ᴉץᴘװᴄᴍ ᴈפ ᴌᴉץᴙᴍᴀװ, ᴌᴍᴋᴉפקᴤ ᴍᴀᴊᴀפ״ᴓᴀᴤ ᴒװᴋ״װ type, צᴋװᴇװᴈᴈᴙװ ᴇװᴍᴄᴀ צ 

ISO 8601 UTC, ᴉᴍᴌᴎᴍᴌᴍצᴀװ ᴊװᴋפתװᴒ null, פ ᴍפᴄװ׳ ᴊᴉװתתᴋ׳ᴀװפצᴇᴙװ ᴍᴋפᴈᴌᴊᴉᴋᴍᴙ ᴀ 

ᴉᴌᴉװץᴈᴈᴉᴌᴍᴀ תᴉᴌᴍצפᴉᴄṣ ӈᴆᴤ ᴉװץᴌᴊװᴒװᴈᴀᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ פᴈפᴆᴀᴍᴀᴄᴀ צ ӄפᴔᴀᴑ 

ᴌᴀᴌᴍװᴇפᴑ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴉᴋᴀװᴈᴍᴀᴋᴉפצᴍᴗᴌᴤ ᴈפ ᴊᴋᴀײתװצᴈᴈᴙװ ᴌᴑװᴇᴙ ᴊᴉᴆװᴁṞ 

ᴊᴋᴀᴇװᴋᴙ ᴀ ᴊᴉװתװצᴈᴒװᴌᴄᴀפק װᴋפᴈᴍᴀᴀ ᴊᴉ ᴄת׳פᴉᴇᴎ ᴍᴀᴊᴎ ᴌᴉץᴙᴍᴀᴤṣ 

3ṣᶲ Әװᴋפתװᴒפ ᴆᴉקᴉפ צᴍפᴄ ᴊᴉ ñʳɾȺɐȓ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴊװᴋפתװᴒᴀ ׳ᴎᴋᴈפᴆᴉצ 

ᴀᴈᴓᴀװתᴈᴍᴉץװצ צᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ (ᴆᴉקᴀ פᴍפᴄ WAF) צᴉ צᴈװᴔᴈᴀװ ᴌᴀᴌᴍװᴇᴙ ᴊᴉ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ 

Syslog  ᴌ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװᴇ TCP ᴀᴆᴀ UDP . Әᴉװתתᴋ׳ᴀװפצᴍᴌᴤ ᴔᴀᴐᴋᴉפצᴈᴀװ ᴄפᴈפᴆפ 

ᴊװᴋפתװᴒᴀ ᴌ ᴊᴋᴀᴇװᴈװᴈᴀװᴇ TLS. 

ӗᴌᴈᴉצᴈᴙװ ᴉᴌᴉװץᴈᴈᴉᴌᴍᴀṝ 

Әװᴋפתװᴣᴍᴌᴤ ᴍᴉᴆᴗᴄᴉ ᴌᴉץᴙᴍᴀᴤṞ ᴄᴆפᴌᴌᴀᴐᴀᴓᴀᴋᴉפצᴈᴈᴙװ WAF  ᴄפᴄ פᴍפᴄᴀ 

ṵᴉץᴈפᴋᴎװ׳ᴈᴈᴙװ ᴀṩᴀᴆᴀ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴙװṶṨ 

 ӈᴉᴌᴍᴎᴊᴈᴙ פצᴋᴀפᴈᴍᴙ תᴉᴌᴍצפᴄᴀ ᴊᴉ TCP/UDP Ṟ פ ᴍפᴄװ׳ ÿ¬ñᴔᴀᴐᴋᴉפצᴈᴀװ ᴄפᴈפᴆפ; 

 Әפᴋפᴇװᴍᴋᴙ צᴄᴆᴣᴒפᴣᴍᴌᴤ צ ẇӅᴆᴉפץᴆᴗᴈᴙװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀẈ ᴀ ᴊᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴊװᴋװᴉᴊᴋװתװᴆᴤᴣᴍᴌᴤ צ ẇӔᴉᴄפᴆᴗᴈᴙװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀẈ 

 ṩᴊᴉᴆᴀᴍᴀᴄṨצᴁᴍᴉפᴆᴗᴈᴙᴑ ᴌװתᴆᴤ ᴉᴍת

 Әᴋתװᴎקᴉᴍᴉצᴆװᴈᴈᴙװ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ ñuM¶ ᴌᴀᴌᴍװᴇṝ KUMA  (Kaspersky 

Unified Monitoring and  Analysis Platform)  ᴀ PT SIEM. 

Әᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴊװᴋפתװᴒᴀ ᴌᴉץᴙᴍᴀᴁ 

Ӗפᴌᴍᴋᴉᴁᴄפ ᴊװᴋװᴌᴙᴆᴄװ ᴆᴉקᴉצ ᴊᴋתװᴎᴌᴇᴉᴍᴋװᴈᴉ ᴄפᴄ ṦӅᴆᴉפץᴆᴗᴈᴉᴁṦ ṵӉתᴀᴈᴉᴁ ᴊᴉᴆᴀᴍᴀᴄᴉᴁ 

 ᴌᴍᴋᴉᴁᴄᴀ ᴊᴉᴆᴀᴍᴀᴄᴀפᴒᴈᴉᴁ ᴈװᴆᴗᴈᴉᴁṦ ṵӛᴉᴒפᴄ ᴀ ṦᴆᴉᴄפᴈᴀᴁṶ ᴍװ׳ᴑ ᴊᴋᴀᴆᴉװᴌצ ᴆᴤת

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṶṣ 

ӄᴈᴀᴇפᴈᴀװṝ ᴐᴎᴈᴄᴓᴀᴤ תᴉᴌᴍᴎᴊᴈצ פ ᴋפᴇᴄפᴑ ᴍפᴋᴀᴐפ ẇӒᴉᴇᴇװᴋᴒװᴌᴄפᴤẈṣ 
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3.4.1 Ӗפᴌᴍᴋᴉᴁᴄצ פ ẇӅᴆᴉפץᴆᴗᴈᴙװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀẈ 

1. ӗᴍᴄᴋᴉᴁᴍװ ẇӅᴆᴉפץᴆᴗᴈᴙװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀẈ ᴀ ᴊװᴋװᴁתᴀᴍװ ᴄ ץᴆᴉᴄᴎ 

ᴉᴍᴊᴋצפᴄᴀ ᴌᴉץᴙᴍᴀᴁ צᴉ צᴈװᴔᴈᴀװ ᴌᴀᴌᴍװᴇᴙ "Syslog/SIEM".  

2. ӄᴄᴆᴣᴒᴀᴍװ ᴐᴎᴈᴄᴓᴀᴣ ᴉᴍᴊᴋצפᴄᴎ ᴆᴉקᴉצṨ 

3. Ӝᴄ׳פᴀᴍװ ᴊᴉᴆᴎᴒפᴍװᴆᴤṝ תפᴋװᴌ ᴀᴆᴀ fèE¸ ᴀ ᴊᴉᴋᴍ ṵᴊᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ ᴉץᴙᴒᴈᴉ 

ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᶳᶯᶲ תᴆᴤ ĆEæṩÿ>æ ᴀᴆᴀ ᶴᶳᶯᶲ תᴆᴤ ÿ¬ñṨ ᴄᴉᴈᴄᴋװᴍᴈᴉ״ װᴈפᴒװᴈᴀװ 

ᴉᴊᴋװתװᴆᴤװᴍᴌᴤ ӄפᴔᴀᴇᴀ ᴄᴉᴋᴊᴉᴋפᴍᴀצᴈᴙᴇᴀ ᴌᴍפᴈפתᴋᴍפᴇᴀṶṨ 

4. ӄᴙװץᴋᴀᴍװ ᴊᴋᴉᴍᴉᴄᴉᴆ תᴉᴌᴍצפᴄᴀṝ ĆEæṞ ÿ>æ ᴀᴆᴀ ÿ¬ñṣ ӈᴆᴤ ÿ¬ñ פתפ״ᴁᴍװ ᴍᴋץװᴉפצᴈᴀᴤ 

ᴊᴋᴉװצᴋᴄᴀ ᴌװᴋᴍᴀᴐᴀᴄפᴍפṝ ᴊᴋᴉװצᴋᴄפ ᴓװᴊᴉᴒᴄᴀṞ >¸ṩñ!¸Ṟ ᴊᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ 

 ᴈᴍᴌᴄᴀᴁװᴄᴆᴀ װᴀᴍ״ᴋᴎקפ״ ᴓᴀᴣ ṵɃÿ¬ñṶ ᴀפᴈᴍᴀᴐᴀᴄװᴎᴍפ ᴀᴇᴈᴎᴣפ״צ װᴄᴆᴣᴒᴀᴍצ

ᴌװᴋᴍᴀᴐᴀᴄפᴍṨ 

5. Ӛᴉᴑᴋפᴈᴀᴍװ ᴀ״ᴇװᴈװᴈᴀᴤṣ 

3.4.2 Ӆᴉᴍᴉצᴙװ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴌᴉץᴙᴍᴀᴁ >țǸǪȶ éȡɾȶ ğ!f 

ӄ ᴋפᴇᴄפᴑ ᴄᴉᴇᴊᴆװᴄᴍפ ᴊᴉᴌᴍצפᴄᴀ ᴈפᴔװᴁ ᴌᴀᴌᴍװᴇᴙṞ ᴊᴋתװᴎᴌᴇᴉᴍᴋװᴈᴙ קᴉᴍᴉצᴙװ ᴌᴀᴌᴍװᴇᴙ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ SIEM ᴌᴀᴌᴍװᴇṞ ᴄᴉᴍᴉᴋᴙק װᴉᴍᴉצᴙ ᴄ ᴋץפᴉᴍװ Ṧӎ״ ᴄᴉᴋᴉץᴄᴀṦ. 

SIEM 

ᴌᴀᴌᴍװᴇפ 

ӗᴊᴀᴌפᴈᴀװ ӄװᴋᴌᴀᴤ Ćé¬ ᴊᴋצפᴀᴆפ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ 

Әᴋᴉװצᴋᴉᴒᴈפᴤ ᴌᴎᴇᴇפ 

MD5  

KUMA 

(Kaspersky 

Unified 

Monitoring 

and Analysis 

Platform)  

Ӆᴉᴍᴉצᴉװ ᴊᴋצפᴀᴆᴉ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ 

SIEM KUMA, 

ᴄᴉᴍᴉᴋᴉװ 

ᴉװץᴌᴊװᴒᴀװפצᴍ 

ᴊᴉᴆᴈᴉᴓװᴈᴈᴙᴁ 

ᴊפᴋᴌᴀᴈק ᴌᴉץᴙᴍᴀᴤ 

 ᴈᴈᴙᴁװᴄṞ ᴊᴉᴆᴎᴒפᴍפ

ᴊᴉ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ 

syslog.  

1.0 https://check -

risk.ru/siem/check_risk_w

af_kuma_v1_0  

817A21371E703EDE0A605

270CD827434  

әɐɾȡʌȡʬǸ 

Technologies

: SIEM 

Ӆᴉᴍᴉצᴉװ ᴊᴋצפᴀᴆᴉ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ 

æÿ ñuM¶Ṟ תᴆᴤ 

 ᴁװᴁᴔװᴆᴗᴈפת

ᴀᴈᴍקװᴋפᴓᴀᴀ ״פץ צᴎ 

 ᴈᴈᴙᴑ æÿ©=Ṟפת

ᴄᴉᴍᴉᴋᴉװ 

ᴉװץᴌᴊװᴒᴀװפצᴍ 

ᴊᴉᴆᴈᴉᴓװᴈᴈᴙᴁ 

1.0 https://check -

risk.ru/siem/check_risk_w

af_pt_v1_0.kb  

43906E81EA2DA86DEC50

3813A0AB1D53  
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ᴊפᴋᴌᴀᴈק ᴌᴉץᴙᴍᴀᴤ 

 ᴈᴈᴙᴁװᴄṞ ᴊᴉᴆᴎᴒפᴍפ

ᴊᴉ ᴊᴋᴉᴍᴉᴄᴉᴆᴎ 

syslog.  

URL ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ צᴙ ᴇᴉװ׳ᴍװ ᴌᴄפᴒפᴍᴗ ᴈפ ᴈפᴔװᴇ ᴌפᴁᴍװ https://check -

risk.ru/help -center/syslog -attack -logs -waf . 

Әװᴋפתװᴒפ ᴆᴉקᴉפ צᴍפᴄ ᴊᴉ ñʳɾȺɐȓ ᴊᴋתװᴈ״פᴈפᴒװᴈת פᴆᴤ ״װץᴉᴊפᴌᴈᴉקᴉ ᴀ ᴈ׳װתפᴈᴉקᴉ 

ᴞᴄᴌᴊᴉᴋᴍפ ᴀᴈᴓᴀװתᴈᴍᴉצ ğ!f צᴉ צᴈװᴔᴈᴀװ ᴌᴀᴌᴍװᴇᴙ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפק ᴀ ᴋפᴌᴌᴆתװᴉפצᴈᴀᴤṣ 

ӄᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴀ צᴄᴆᴣᴒפᴣᴍᴌᴤ ᴈק פᴆᴉפץᴆᴗᴈᴉᴇ ᴎᴋᴉצᴈװ ᴌ ᴉᴊᴓᴀᴉᴈפᴆᴗᴈᴙᴇ 

ᴊװᴋװᴉᴊᴋװתװᴆװᴈᴀװᴇ ᴈפ ᴎᴋᴉצᴈװ ᴉᴍװתᴆᴗᴈᴙᴑ ᴌפᴁᴍᴉצṞ ᴊᴉװתתᴋ׳ᴀװפצᴍᴌᴤ ᴔᴀᴐᴋᴉפצᴈᴀװ 

ÿ¬ñṞ ת פᴆᴤ ᴎᴌᴄᴉᴋװᴈᴀᴤ ᴀᴈᴍקװᴋפᴓᴀᴀ ᴊᴋתװᴉᴌᴍצפᴆװᴈᴙ קᴉᴍᴉצᴙװ ᴊᴋצפᴀᴆפ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ תᴆᴤ ©MEé ᴀ æÿ ĞuM¶ṣ 

3ṣᶳ ӈᴉצפץᴆװᴈᴀװ ᴎקᴋᴉ״ᴙ צ ᴀᴌᴄᴆᴣᴒװᴈᴀװ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴋᴤתᴉᴄ ᴌᴉפת״ᴈᴀᴤ ᴊᴋצפᴀᴆפᴀᴌᴄᴆᴣᴒװᴈᴀᴤ תᴆᴤ 

ᴋ״פᴋװᴔװᴈᴀᴤ ᴄᴉᴈᴄᴋװᴍᴈᴉקᴉ ᴆקװᴀᴍᴀᴇᴈᴉקᴉ ᴍᴋפᴐᴀᴄפ, ᴄᴉᴍᴉᴋᴙᴁ ץᴙᴆ ᴉᴔᴀץᴉᴒᴈᴉ 

ᴄᴆפᴌᴌᴀᴐᴀᴓᴀᴋᴉפצᴈ ᴄפᴄ ᴎקᴋᴉפ״ (ᴆᴉ׳ᴈᴉװ ᴌᴋפץפᴍᴙפצᴈᴀװ). ӎᴌᴄᴆᴣᴒװᴈᴀװ ᴌᴉװפת״ᴍᴌᴤ צ 

 ᴈᴀᴣṞ Ćé¬ ᴀװ׳ᴉ ᴊᴉ ᴊᴋᴀᴆᴉקᴈᴈᴉװᴈᴀᴒפᴋקᴔᴀᴍᴗẈ, ᴉװᴋ״פᴇ ẇәװᴀצᴁᴌᴍװת ᴌ פᴀᴆצפᴊᴋ װתᴀצ

ᴀᴈᴙᴇ ᴊᴋᴀ״ᴈפᴄפᴇṞ ᴒᴍᴉץᴙ ᴈװ ᴉᴌᴆץפᴆᴤᴍᴗ פ״ᴕᴀᴍᴎ צᴌקװᴉ ץװצᴋװᴌᴎᴋᴌפ. Ӓᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋ 

ᴊᴋצפᴀᴆ ᴊᴉװתתᴋ׳ᴀװפצᴍ ᴉץᴘתװᴀᴈװᴈᴀװ ᴎᴌᴆᴉצᴀᴁ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴊᴉ ᴆᴉקᴀᴄװ ӎ, פ 

ᴇת׳װᴎ קᴋᴎᴊᴊפᴇᴀ ᴊᴉ ᴆᴉקᴀᴄװ ӎӔӎ, פ ᴍפᴄװ׳ ᴀᴇװװᴍ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ᴀᴈװצᴋᴌᴀᴀ 

ᴋ״װᴎᴆᴗᴍפᴍפ ẇӖӉẈ תᴆᴤ ᴋתװᴄᴀᴑ ᴌᴆᴎᴒצװפṞ ᴄᴉפתק ᴈװᴉץᴑᴉתᴀᴇᴉ ᴉץᴋפᴍᴀᴍᴗ ᴀᴍᴉק ᴊᴋᴉװצᴋᴄᴀṣ  

 

ṵӚӒәӎӖӢӗӛṶ 

 

ӄᴈᴀᴇפᴈᴀװ: ᴊװᴋתװ ᴎᴌᴍפᴈᴉצᴄᴉᴁ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ӄӚӉӅӈӂ ᴌװצᴋᴤᴁᴍװ 
ᴊᴋᴉװצᴋᴉᴒᴈᴎᴣ ᴌᴎᴇᴇᴎ ɃǱᶳṠ 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴑᴉᴋᴉᴔװᴁ ᴊᴋפᴄᴍᴀᴄᴉᴁ ᴤצᴆᴤװᴍᴌᴤ צᴄᴆᴣᴒװᴈᴀװ ᴊᴋᴀᴈᴎתᴀᴍװᴆᴗᴈᴉקᴉ 
ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ oÿÿæñṞ פᴄᴍᴀצᴀᴋᴉפצᴍᴗ oñÿñ צ ᴊᴉᴆᴀᴍᴀᴄפᴑ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀ 
ᴉקᴋפᴈᴀᴒᴀᴍᴗ ᴊᴋᴤᴇᴉᴁ תᴉᴌᴍᴎᴊ ᴄ ɐɶȡȓȡɅᴌװᴋװצᴋפᴇ ᴌ צᴈװᴔᴈᴀᴑ ᴌװᴍװᴁ, ᴉᴌᴍצפᴀצ צᴑᴉת 
ᴍᴉᴆᴗᴄᴉ ᴒװᴋ״װ WAF ᴊᴉ ᴌᴋתװᴌᴍצᴉᴇ ᴌᴉתװᴀᴈװᴈᴀᴤ ᴍᴉᴒᴄפ-ᴍᴉᴒᴄפ. 
 

https://check-risk.ru/help-center/syslog-attack-logs-waf
https://check-risk.ru/help-center/syslog-attack-logs-waf
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Әᴉᴋᴤתᴉᴄ װתᴁᴌᴍצᴀᴁ 

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴈ׳פᴇᴀᴍװ ᴈפ ᴊᴀᴄᴍᴉקᴋפᴇᴇᴎ Ṧӣᴀᴍᴉᴄ ọṦṣ ӎᴌᴄᴆᴣᴒװᴈᴀᴤ 

ᴌᴉפת״ᴣᴍᴌᴤ צ ᴄᴉᴈᴍװᴄᴌᴍצ װᴙץᴋפᴈᴈᴉקᴉ ᴊᴋצפᴀᴆפ ᴌᴋץפᴉᴍᴄᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ  

әװᴄᴉᴇװᴈתᴎװᴇᴙᴁ ᴋץפᴉᴒᴀᴁ ᴌᴓװᴈפᴋᴀᴁṝ 

 ӗᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ṦӜᴤצ״ᴀᴇᴉᴌᴍᴀṦ ᴀ ᴈפᴁתᴀᴍװ ᴌᴉץᴙᴍᴀװṞ צᴙצפצ״ᴔװװ ᴆᴉ׳ᴈᴉװ 

ᴌᴋפץפᴍᴙפצᴈᴀװṣ ӄ ᴊᴉᴆװ Ćé¬ ᴈ׳פᴇᴀᴍװ ᴈפ ᴊᴀᴄᴍᴉקᴋפᴇᴇᴎ Ṧӣᴀᴍᴉᴄ ọṦ. 

 

 ӄ ᴐᴉᴋᴇװ ẇӈᴉצפץᴆװᴈᴀװ ᴊᴋצפᴀᴆפẈ פתפ״ᴁᴍװת װᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈṞ צ ᴊᴉᴆװ 

ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈ צᴙװץᴋᴀᴍװ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀᴁ ᴌפᴁᴍṞ פ״ᴍװᴇ תᴉצפץᴗᴍװ ᴎᴌᴆᴉצᴀᴤṞ 

ᴄᴉᴍᴉᴋᴙװ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉ ᴍᴉᴒᴈᴉ ᴉᴊᴀᴌᴙפצᴣᴍ ᴆקװᴀᴍᴀᴇᴈᴙᴁ פ״ᴊᴋᴉᴌṣ Ӓᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋ 

ᴊᴉװתתᴋ׳ᴀװפצᴍ ᴉץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴀṝ Әᴋᴀᴆᴉװ׳ᴈᴀᴤṞ Ćé¬ ᴀ Әᴎᴍᴗ Ćé¬Ṟ ӟᴉᴌᴍṞ 

ӍקפᴉᴆᴉצᴉᴄṞ gMÿᴊפᴋפᴇװᴍᴋᴙ, POSTᴊפᴋפᴇװᴍᴋᴙ, ӛװᴆᴉ פ״ᴊᴋᴉᴌפ, HTTP ᴇװᴍᴉפ ,ת 

ᴍפᴄװ׳ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀװ ᴉᴊװᴋפᴍᴉᴋᴙ ᴌᴋצפᴈװᴈᴀᴤ: әצפᴈᴉṞ Ӗװ ᴋצפᴈᴉṞ Ӛᴉװתᴋ׳ᴀᴍṞ Ӗװ 

ᴌᴉװתᴋ׳ᴀᴍṞ Ӗפᴒᴀᴈװפᴍᴌᴤ ᴌṞ әקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװṞ ӚᴎᴕװᴌᴍצᴎװᴍṩӖװ ᴌᴎᴕװᴌᴍצᴎװᴍ 

 ᴉקᴋᴍᴈᴉפתᴈפᴌᴍ ״ᴈᴀᴤ ᴀװᴒפᴈ״ ᴉᴌᴍᴎᴊᴈᴙת פתᴍᴉװṣ ӈᴆᴤ ᴇצᴄᴉצᴉᴆᴉקפ״ ᴀ צᴍᴋᴉװᴇפᴋפᴆᴤ ᴊת

ᴈץפᴉᴋפ: GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS, TRACE, CONNECT.  

 

 ӄᴈᴎᴍᴋᴀ Ӆᴋᴎᴊᴊᴙ ᴎᴌᴆᴉצᴀᴁ Ṣᶯ תᴉצפץᴆᴤᴁᴍװ ᴊᴋᴀ״ᴈפᴄᴀ ᴒװᴋ״װ ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ 

ṵӎṶẈṞ ᴒᴍᴉץᴙ צᴌװ ᴉᴈᴀ צᴙᴊᴉᴆᴈᴤᴆᴀᴌᴗ ᴉתᴈᴉצᴋװᴇװᴈᴈᴉṣ Ӊᴌᴆᴀ ᴍᴋץװᴎװᴍᴌᴤ ᴈװᴌᴄᴉᴆᴗᴄᴉ 

 ᴆᴗװᴍפᴄᴆᴣᴒװᴋװᴋᴎᴊᴊᴎ ṵӎӔӎṶẈṣ Әק ᴀᴍᴗצפץẇӈᴉ װᴎᴁᴍ״Ṟ ᴀᴌᴊᴉᴆᴗפᴊᴋᴉᴌפ״ צᴈᴍᴉפᴋᴀפצ

ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ ᴊᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ ᴉᴍᴄᴆᴣᴒפᴁᴍװṨ ᴉᴈ ᴊᴋתװᴈ״פᴈפᴒװᴈ 

  ᴍᴌᴤṣװᴈᴤװᴊᴋᴀᴇ װᴈᴀᴤ ᴈװᴀᴌᴄᴆᴣᴒ װᴒפתפ״ ᴉᴁצᴍᴀᴊᴉ צ ᴀ צװפᴌᴄᴀᴑ ᴌᴆᴎᴒװᴓᴀᴐᴀᴒװᴆᴤ ᴌᴊת

 

 Әᴋᴀᴇװᴋ ᴎ״ᴄᴉקᴉ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ תᴆᴤ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴉקᴉ פ״ᴊᴋᴉᴌפ ᴀ׳ ״ᴎᴋᴈפᴆפṝ 

Әᴋᴀᴆᴉװ׳ᴈᴀᴤ ứ әצפᴈᴉ ứ ʌǸɾʌṣȺɐǪǍȺ 

Ćé¬ ứ әצפᴈᴉ ứ ṩṤȡǱốᶯụᶰᶮÃéụᶰṟ ṵᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴍᴉᴒᴈᴉ״ װᴈפᴒװᴈᴀװ ᴀ׳ ״ᴎᴋᴈפᴆפ ᴀᴆᴀ 

 ᴍᴋṶװᴇפᴋפӘᴎᴍᴗ Ćé¬ ọ ᴊ ״װᴋװᴈᴍ ᴒפᴋᴀפצ ᴀᴁקᴌᴍᴋᴉ װװᴉᴆץ

HTTP ᴇװᴍᴉת ứ әצפᴈᴉ ứ POST 

 

 Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉצפץᴗᴍװ ᴍᴉᴒװᴒᴈᴙװ ᴎᴌᴆᴉצᴀᴤ ᴊᴉ קפ״ᴉᴆᴉצᴄפᴇ ᴀᴆᴀ 

ᴊפᴋפᴇװᴍᴋפᴇ ṵgMÿṩæÃñÿṶ ᴌ ᴉᴊװᴋפᴍᴉᴋᴉᴇ әצפᴈᴉṣ  
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 ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṞ ᴀ ᴌᴉᴑᴋפᴈᴀᴍװ ᴊᴋצפᴀᴆᴉ 

ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפץᴀᴍᴗẈṣ Әᴉᴆװ ᴉᴊᴀᴌפᴈᴀᴤ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ פ״ᴊᴉᴆᴈᴀᴍᴗ ᴄᴉᴈᴍװᴄᴌᴍᴉᴇṝ 

ᴀᴌᴍᴉᴒᴈᴀᴄ פ״ᴊᴋᴉᴌפṞ ᴈᴉᴇװᴋ ᴀᴈᴓᴀװתᴈᴍפṞ ᴌᴋᴉᴄ ᴊװᴋװᴌᴇᴉᴍᴋפṣ ӕᴉװתᴆᴗ ᴊᴋצפᴀᴆפ 

ᴊᴉװתתᴋ׳ᴀװפצᴍ ᴐᴆקפ ǸɅǍǩȺǸǱ ᴀ װתᴁᴌᴍצᴀװ ǍȺȺɐʭἐǱǸɅʳṨ תᴆᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴌᴆתװᴎװᴍ 

ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ǍȺȺɐʭṣ  

 

  

 

ṵӚӒәӎӖӢӗӛṶ 

 

  

ӄ ᴓװᴆᴤᴑ ᴇᴀᴈᴀᴇᴀפ״ᴓᴀᴀ ᴋᴀᴌᴄᴉצ ᴌᴆתװᴎװᴍ ᴊᴋᴀװתᴋ׳ᴀפצᴍᴗᴌᴤ ᴌᴆתװᴎᴣᴕᴀᴑ ᴊᴋפᴄᴍᴀᴄṝ 

 ӗקᴋפᴈᴀᴒᴀפצᴁᴍװ ᴉץᴆפᴌᴍᴗ װתᴁᴌᴍצᴀᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴊᴉ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴣ, ᴍᴉᴒᴈᴉᴇᴎ ᴊᴎᴍᴀ 

ᴀ ᴇװᴍᴉתᴎ.  

 Ӗװ ᴉץᴘתװᴀᴈᴤᴁᴍצ װ ᴉתᴈᴉᴇ ᴊᴋצפᴀᴆװ ᴈװᴌצᴤפ״ᴈᴈᴙװ ᴌᴆᴎᴒפᴀṣ ӈᴆᴤ ᴋ״פᴈᴙᴑ פצᴋᴀפᴈᴍᴉצ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴉᴍװתᴆᴗᴈᴙק װᴋᴎᴊᴊᴙ ṦӎӔӎṦ ᴀᴆᴀ ᴉᴍװתᴆᴗᴈᴙװ ᴊᴋצפᴀᴆפṣ Ӕᴉקᴀᴄפ 

ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפṝ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴎᴌᴆᴉצᴀᴤ ᴌצᴤפ״ᴈᴙ ṦӎṦṞ קᴋᴎᴊᴊᴙ ᴉץᴘתװᴀᴈᴤᴣᴍᴌᴤ ᴊᴋᴀ 

ᴊᴉᴇᴉᴕᴀ ṦӎӔӎṦṣ Ӆᴆᴉפץᴆᴗᴈפᴤ ᴀᴈװצᴋᴌᴀᴤ ᴒװᴋ״װ ẇӖӉẈ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᴍᴉᴆᴗᴄᴉ ᴊᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀṣ  

 Әᴉᴌᴆװ ᴊᴎץᴆᴀᴄפᴓᴀᴀ ᴊᴋᴉװצᴋᴗᴍ׳ װᴎᴋᴈפᴆ ᴍᴋפᴐᴀᴄפṝ ᴓװᴆצװᴉᴁ פ״ᴊᴋᴉᴌ תᴉᴆװ׳ᴈ 

ᴊᴋᴉᴑᴉתᴀᴍᴗ ״װץ ᴌᴍפᴍᴎᴌפ ᶲᶮᶱṞ ᴊᴋᴀ ᴞᴍᴉᴇ ᴀᴈᴙפ װᴍפᴄᴀ ᴊᴋᴉתᴉᴆפ׳ᴍ ץᴆᴉᴄᴀᴋᴉפצᴍᴗᴌᴤṣ 

Әᴋᴀ ᴊᴉᴤצᴆװᴈᴀᴀ ᴊᴉץᴉᴒᴈᴙᴑ ᴞᴐᴐװᴄᴍᴉצ ᴌᴋ״פᴎ ᴌᴎ״ᴗᴍװ ᴎᴌᴆᴉצᴀᴤ ᴀᴆᴀ ᴉᴍᴄᴆᴣᴒᴀᴍװ 

ᴊᴋצפᴀᴆᴉṣ 

ӈפᴈᴈᴙᴁ ᴊᴉᴋᴤתᴉᴄ ᴊᴉצ״ᴉᴆᴤװᴍ ᴉᴊװᴋפᴍᴀצᴈᴉ ᴎᴌᴍᴋפᴈᴤᴍᴗ ᴆᴉ׳ᴈᴙװ ᴌᴋפץפᴍᴙפצᴈᴀᴤ ״װץ 

 פᴈᴀᴁ ᴈװᴇᴉᴌᴍᴗ ᴀᴌᴄᴆᴣᴒװᴆᴤצפᴍ ᴎᴊᴋװפצᴒᴀװᴌᴊװץᴕᴀᴍᴙ ᴀ ᴉפ״ ᴈᴤצᴓᴀᴀ ᴎᴋᴉפתפᴋקװת

ᴎᴋᴉצᴈװ ᴄᴉᴈᴄᴋװᴍᴈᴙᴑ ᴊᴋᴀ״ᴈפᴄᴉפ״ צᴊᴋᴉᴌפṣ 
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3.6 Ӟᴀᴆᴗᴍᴋפᴓᴀᴤ ᴎקᴋᴉ״ 

әװת״פᴆ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ ᴉᴊװᴋפᴍᴀצᴈᴉᴁ ᴐᴀᴆᴗᴍᴋפᴓᴀᴀ ᴀ פᴈפᴆᴀפ״ 

 ᴙᴍᴀᴁ ᴊᴉץᴌᴉ ״װᴌᴋ װᴍװᴆᴤװתװᴌᴗ ӄᴙ ᴉᴊᴋװתğ!f ñǍǍñṣ Ӎ צ ᴄפᴍפ ᴈᴈᴙᴑפצᴐᴀᴄᴌᴀᴋᴉפ״

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤᴇ ᴀ ᴊᴉᴋᴍפᴇṞ ᴉקᴋפᴈᴀᴒᴀװפצᴍצ װᴋװᴇװᴈᴈᴙק װᴋפᴈᴀᴓᴙṞ ᴉᴍץᴀᴋװפᴍװ 

ᴄᴉᴈᴄᴋװᴍᴈᴙװ ᴍᴀᴊᴙ פᴍפᴄṞ ᴈפᴑᴉתᴀᴍװ ᴀᴌᴍᴉᴒᴈᴀᴄᴀ ᴊᴉ uæ ᴀᴆᴀ ᴊᴉתᴌװᴍᴀ ᴀ ᴊװᴋװᴑᴉתᴀᴍװ ᴄ 

 ᴌᴄᴎᴣװᴄᴍᴀᴒפᴍ ᴐװפצᴙ״פᴆ ᴊᴉᴄװת״פṣ әפᴊᴋᴉᴌפ״ ᴉקᴉת׳פᴉᴋᴎ ᴄץ״פᴆᴗᴈᴉᴇᴎ ᴋפᴍװת

ᴉץᴋץפᴉᴍᴄᴎ ᴍᴋפᴐᴀᴄפṞ ᴄᴉת ᴉᴍװצᴍפ ᴌװᴋװצᴋפ ᴀ ᴌᴋץפᴉᴍצפᴔװװ ᴊᴋצפᴀᴆᴉṞ ᴒᴍᴉ ᴊᴉצ״ᴉᴆᴤװᴍ 

 ᴀᴍᴗצᴙᴤצ ᴄᴎ ᴀצᴆᴉᴄᴀᴋᴉץ ᴀᴍᴗתᴋװצᴍתᴈᴍṞ ᴊᴉװתᴍᴗ ᴀᴈᴓᴀפצᴌᴌᴀᴐᴀᴓᴀᴋᴉפᴙᴌᴍᴋᴉ ᴄᴆץ

ᴆᴉ׳ᴈᴙװ ᴌᴋפץפᴍᴙפצᴈᴀᴤṣ 

әװת״פᴆ ᴉᴍᴉץᴋװפ׳פᴍṝ 

 Әפᴈװᴆᴗ ᴐᴀᴆᴗᴍᴋᴉצ ᴌ ᴊפᴋפᴇװᴍᴋפᴇᴀ Әᴋᴀᴆᴉװ׳ᴈᴀᴤṞ ӘᴉᴋᴍṞ Әᴉᴀᴌᴄ פᴍפᴄᴎᴣᴕᴀᴑ ᴑᴉᴌᴍᴉצṞ 

ӛᴀᴊ פᴍפᴄᴀṞ Ӛᴉᴋᴍᴀᴋᴉצᴄפ ᴀ צᴋװᴇװᴈᴈᴙק װᴋפᴈᴀᴓᴙṨ 

 Ӛᴊᴀᴌᴉᴄ ᴄפᴋᴍᴉᴒװᴄ פᴍפᴄ ᴌ ᴄᴋפᴍᴄᴉᴁ ᴌצᴉתᴄᴉᴁ ᴊᴉ תᴉᴇװᴈᴎṞ ᴊװᴋᴀᴉתᴎṞ ᴄᴉᴆᴀᴒװᴌᴍצᴎ 

 ;ᴄᴎᴣᴕᴀᴑ uæẈפᴍפ ᴀ ẇᴍᴉᴊ צᴊᴋᴉᴌᴉפ״

 ӛץפᴆᴀᴓᴎ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴙᴑ פ״ᴊᴋᴉᴌᴉצ ᴌ ᴊᴉᴆᴤᴇᴀ ӄᴋװᴇᴤṞ uæṞ ӕװᴍᴉתṞ ĆéuṞ Ӓᴉת ᴀ 

ӈװᴁᴌᴍצᴀװṨ 

 ӈװᴍפᴆᴗᴈᴎᴣ ᴄפᴋᴍᴉᴒᴄᴎ פ״ᴊᴋᴉᴌפ ᴌ ẇӚᴙᴋᴙᴇ oÿÿæפ״ᴊᴋᴉᴌᴉᴇẈ, צᴄᴆתפᴄפᴇᴀ Raw, 

Ӎקפᴉᴆᴉצᴄᴀ, ӛװᴆᴉ, cURL, פ ᴍפᴄץ װ׳ᴆᴉᴄᴉᴇ ẇӘᴋצפᴀᴆפẈ ᴌ ᴎᴄפ״פᴈᴀװᴇ ᴌᴋץפᴉᴍצפᴔװᴁ 

ᴌᴀקᴈפᴍᴎᴋᴙ, ᴈפᴊᴋᴀᴇװᴋ «ñè¬ uɅȲǸǪʌȡɐɅ !ʌʌǍǪȶ EǸʌǸǪʌǸǱ ʬȡǍ ȺȡǩȡɅȲǸǪʌȡɐɅẈ ᴌ 

ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋᴉᴇṣ 

Әᴋᴀᴇװᴒפᴈᴀװṝ תᴆᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ ᴋץפᴉᴍᴙ ᴐᴀᴆᴗᴍᴋᴉצ ᴎ ӄפᴌ תᴉᴆ׳ᴈᴉ ץᴙᴍᴗ תᴉצפץᴆװᴈᴉ 
ᴑᴉᴍᴤ ץᴙ ᴉתᴈᴉ ᴊᴋᴀᴆᴉװ׳ᴈᴀװṣ ӈᴉצפץᴆװᴈᴀצ װᴙᴊᴉᴆᴈᴤװᴍᴌᴤ ᴀװצ ״ᴋᴑᴈקװᴉ ᴇװᴈᴣ ᴊᴉ 
ᴄᴈᴉᴊᴄװ ẇӈᴉצפץᴀᴍᴗ ᴊᴋᴀᴆᴉװ׳ᴈᴀװẈṣ 
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Әװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ ẇӂᴍפᴄᴀẈṣ ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴊפᴈװᴆᴗ ᴐᴀᴆᴗᴍᴋᴉװצ צ צᴋᴑᴈװᴁ ᴒפᴌᴍᴀ 

ᴞᴄᴋפᴈת פᴆᴤ ᴎᴍᴉᴒᴈװᴈᴀᴤ צᴙץᴉᴋᴄᴀṣ 

ӄᴙץᴉᴋ ᴉץᴆפᴌᴍᴀ פᴈפᴆᴀפ״ṝ 

1. ӄ ᴊᴉᴆװ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈ פתפ״ᴁᴍװ ᴈᴎ׳ᴈᴉװ ᴊᴋᴀᴆᴉװ׳ᴈᴀװ ᴀᴆᴀ ᴉᴌᴍצפᴗᴍװ ẇӄᴌװẈ תᴆᴤ 

ᴌצᴉתᴈᴉקᴉ ᴊᴋᴉᴌᴇᴉᴍᴋפ ᴊᴉ צᴌװᴇ תᴉᴇװᴈפᴇṞ פ״ᴕᴀᴕװפᴇᴙᴇ ğ!fṣ 

2. ӄ ᴊᴉᴆװ ẇӘᴉᴋᴍẈ צᴙװץᴋᴀᴍװ ᴓװᴆצװᴉᴁ ᴊᴉᴋᴍṣ Әᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ ᴉᴍᴉץᴋװפ׳פᴍᴌᴤ ᶲᶲᶱṣ 

3. ӄ ץᴆᴉᴄװ ẇӄᴋװᴇװᴈᴈᴙק װᴋפᴈᴀᴓᴙẈ ᴎᴄ׳פᴀᴍװ ᴀᴈᴍװᴋפצᴆ צ ᴐᴉᴋᴇפᴍפת װᴍפ ᴀ צᴋװᴇᴤ 

ᴈפᴒפᴆפ ᴀ ᴉᴄᴉᴈᴒפᴈᴀᴤṣ Ӭᴍᴉ ᴀᴌᴄᴆᴣᴒװפᴍ ᴔᴎᴇ ᴀ ᴎᴌᴄᴉᴋᴤװᴍ ᴋץ״פᴉᴋṣ 

4. ӄ ᴊᴉᴆװ ẇӛᴀᴊ פᴍפᴄᴀẈ ᴉᴍװץᴋᴀᴍװ ᴀᴈᴍװᴋװᴌᴎᴣᴕᴀװ ᴄפᴍקװᴉᴋᴀᴀṞ ᴈפᴊᴋᴀᴇװᴋ ñè¬ȡ ᴀᴆᴀ ¬fuṣ 

Әᴉᴆᴉװ׳ᴈᴀװ ẇӔᴣץᴉᴁẈ ᴉᴌᴍצפᴆᴤװᴍ צᴌװ ᴍᴀᴊᴙṣ 

5. ӄ ᴊᴉᴆװ ẇӘᴉᴀᴌᴄ» פᴍפᴄᴎᴣᴕᴀᴑ ᴑᴉᴌᴍᴉצẈ תװצצᴀᴍװ ᴉתᴀᴈᴉᴒᴈᴙᴁ uæṞ תᴀפᴊ״פᴉᴈ ᴀᴆᴀ 

ᴊᴉתᴌװᴍᴗ צ >uEéṣ ӈᴉᴊᴎᴌᴄװפᴍᴌᴤ צצᴉת ᴈװᴌᴄᴉᴆᴗᴄᴀᴑ ״ᴈפᴒװᴈᴀᴁ ᴒװᴋפ״ ״װᴊᴤᴍᴎᴣṣ 

6. ӄ ᴊᴉᴆװ ẇӚᴉᴋᴍᴀᴋᴉצᴄפẈ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴊᴉᴋᴤתᴉᴄ ẇӖפᴒפᴆᴉ פᴍפᴄᴀẈ תᴆᴤ 

ᴀᴈᴓᴀװתᴈᴍפᴉᴋᴀװᴈᴍᴀᴋᴉפצᴈᴈᴉקᴉ ᴉ״ץᴉᴋפ. 

әץפᴉᴍפ ᴌᴉ ᴌᴊᴀᴌᴄᴉᴇ פᴍפᴄ 

 ӗᴋᴀװᴈᴍᴀᴋᴎᴁᴍװᴌᴗ ᴈפ ᴌᴍᴋᴉᴄᴎ ᴌᴍפᴍᴎᴌפṞ צ װתקᴀװתᴈ תᴉᴇװᴈṞ ᴊװᴋᴀᴉפ תᴍפᴄᴀ ᴀ 

ᴀᴈתᴀᴄפᴍᴉᴋ פᴄᴍᴀצᴈᴉᴌᴍᴀṣ ӖפᴊᴋᴀᴇװᴋṞ ᴊᴉᴇװᴍᴄפ ẇӂᴍפᴄצ פ ᴊᴋᴉᴓװᴌᴌװẈ ᴌᴀקᴈפᴆᴀ״ᴀᴋᴎװᴍ 

ᴉץ ᴀתᴎᴕװᴇ ᴌᴉץᴙᴍᴀᴀṣ 

 Ӗ׳פᴇᴀᴍװ ẇӘᴉᴄפ״פᴍᴗ פ״ᴊᴋᴉᴌᴙẈṞ ᴒᴍᴉץᴙ ᴋפᴌᴄᴋᴙᴍᴗ ᴍץפᴆᴀᴓᴎ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴙᴑ 

ᴉץᴋפᴕװᴈᴀᴁṣ ӄ ᴉ״ץᴉᴋװ ᴉᴍᴉץᴋפ׳פᴣᴍᴌᴤ צᴋװᴇᴤṞ uæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפ, HTTP ᴇװᴍᴉת, 

URI, ᴄᴉת ᴉᴍװצᴍפ ᴀ װתᴁᴌᴍצᴀװ. ӈᴆᴤ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴙᴑ ᴉץᴋפᴕװᴈᴀᴁ ᴄᴉתṞ ᴄפᴄ 

ᴊᴋצפᴀᴆᴉṞ ᶲᶮᶱṞ צ פ ᴌᴍᴉᴆץᴓװ ẇӈװᴁᴌᴍצᴀװẈ ᴎᴄפ״פᴈᴉ ẇӍץפᴆᴉᴄᴀᴋᴉפצᴈᴉẈṣ 

 Ӝᴊᴋצפᴆᴤᴁᴍװ ᴊקפᴀᴈפᴓᴀװᴁ ᴊפᴋפᴇװᴍᴋᴉᴇ ẇӍפᴊᴀᴌװᴁ ᴈפ ᴌᴍᴋפᴈᴀᴓװẈṞ ᴒᴍᴉץᴙ ᴈװ 

ᴊᴋᴉᴊᴎᴌᴄפᴍᴗ ᴋ״פᴋᴉ״ᴈװᴈᴈᴙװ ᴊᴉᴊᴙᴍᴄᴀ ᴉתᴈᴉקᴉ ᴀᴌᴍᴉᴒᴈᴀᴄפṣ 

ӈװᴍפᴆᴗᴈᴙᴁ ᴋץ״פᴉᴋ פ״ᴊᴋᴉᴌפ 

1. ӗᴍᴄᴋᴉᴁᴍװ ᴄפᴋᴍᴉᴒᴄᴎ פ״ᴊᴋᴉᴌת פᴆᴤ ᴊᴋᴉᴌᴇᴉᴍᴋפ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴑ פᴋᴍװᴐפᴄᴍᴉצṣ ӄ ץᴆᴉᴄװ 

ẇӚᴙᴋᴉᴁ oÿÿæפ״ᴊᴋᴉᴌẈ תᴉᴌᴍᴎᴊᴈᴙ צᴄᴆתפᴄᴀ: 
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 éǍʭ תᴆᴤ ᴍᴉᴒᴈᴉᴁ ᴋװᴄᴉᴈᴌᴍᴋᴎᴄᴓᴀᴀ פ״ᴊᴋᴉᴌצ פᴇװᴌᴍװ ᴌᴉ ᴌᴍפᴋᴍᴉצᴉᴁ ᴆᴀᴈᴀװᴁ æÃñÿ 

/ HTTP/1.1; 

 ẇӍקפᴉᴆᴉצᴄᴀẈ תᴆᴤ ᴊᴋᴉװצᴋᴄᴀ פᴈᴉᴇפᴆᴀᴁ צ ĆɾǸɶAgent, Content Type, 

X Forwarded For ᴀ תᴋ.; 

 ẇӛװᴆᴉẈ תᴆᴤ ᴀᴈᴌᴊװᴄᴓᴀᴀ ᴊᴉᴆ״װᴈᴉᴁ ᴈקפᴋᴎ״ᴄᴀṨ 

 ǪĆé¬ תᴆᴤ ץᴙᴌᴍᴋᴉᴁ ᴋװᴊᴋᴉתᴎᴄᴓᴀᴀ פ״ᴊᴋᴉᴌצ פ ᴍװᴌᴍᴉצᴉᴁ ᴌᴋװתװṣ 

 

2. ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװת װᴁᴌᴍצᴀᴤ ẇӘᴉᴄפ״פᴍᴗ ᴌᴙᴋᴉᴁ ¦ñÃ¸Ẉ, ẇӒᴉᴊᴀᴋᴉפצᴍᴗ Ćé¬Ẉ ᴀ 

ẇӒᴉᴊᴀᴋᴉפצᴍᴗẈṞ ᴒᴍᴉץᴙ ᴞᴄᴌᴊᴉᴋᴍᴀᴋᴉפצᴍᴗ פᴋᴍװᴐפᴄᴍᴙ צ ᴌᴀᴌᴍװᴇᴎ ᴍᴀᴄװᴍᴉצ ᴀᴆᴀ ñuM¶ṣ 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴊᴋᴀᴇװᴈᴀᴍװ ẇӚᴄפᴒפᴍᴗẈṞ װᴌᴆᴀ תᴉᴌᴍᴎᴊᴈצ פᴙקᴋᴎ״ᴄפṣ 

 

3. ӄ ץᴆᴉᴄװ ẇӘᴋצפᴀᴆפẈ ᴀ״ᴎᴒᴀᴍװ ᴌᴀקᴈפᴍᴎᴋᴎṞ ᴌᴋץפᴉᴍצפᴔᴎᴣ ᴈפ״ פᴊᴋᴉᴌṣ Ӝᴄ״פᴙװפצᴍᴌᴤ 

ᴍᴀᴊ פᴍפᴄᴀ ᴀ צתᴀ׳ᴉᴄ װתᴍװᴄᴍᴀᴋᴉפצᴈᴀᴤṣ Ӗפᴊᴋᴀᴇװᴋ, «SQL Injection Attack Detected 

via libinjection» ᴌ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋᴉᴇ ᴊᴋצפᴀᴆפ. Ӭᴍᴉ ᴊᴉᴇᴉװפקᴍ ᴄᴆפᴌᴌᴀᴐᴀᴓᴀᴋᴉפצᴍᴗ 

ᴀᴈᴓᴀװתᴈᴍ ᴀ ᴉץᴉᴌᴈᴉפצᴍᴗ ץᴆᴉᴄᴀᴋᴉצᴄᴎṣ 

 

4. Ӛװצᴋᴤᴁᴍװ ᴊᴉᴆװ ẇӛᴉᴊ פᴍפᴄᴎᴣᴕᴀᴑ uæẈ תᴆᴤ ץᴙᴌᴍᴋᴉᴁ פᴍᴋᴀץᴎᴓᴀᴀ ᴀᴌᴍᴉᴒᴈᴀᴄפ ᴀ 

ᴊᴉᴌᴆתװᴎᴣᴕװᴁ קפᴋפקװᴓᴀᴀ ᴌᴉץᴙᴍᴀᴁ ᴊᴉ תפᴋװᴌᴎṣ 

әװת״פᴆ ᴉװץᴌᴊװᴒᴀװפצᴍ ᴌᴍᴋᴉקᴎᴣ ᴐᴀᴆᴗᴍᴋפᴓᴀᴣ ᴌᴉץᴙᴍᴀᴁ ᴀ ᴊᴉᴆᴈᴉᴍᴎ פᴋᴍװᴐפᴄᴍᴉת צᴆᴤ 

ᴋפᴌᴌᴆתװᴉפצᴈᴀᴤṝ ᴉᴍ װצᴋᴑᴈװᴎᴋᴉצᴈצװᴙᴑ ᴐᴀᴆᴗᴍᴋᴉת צᴉ ᴊᴉᴄפ״פ ᴀᴌᴑᴉתᴈᴉקᴉ 

HTTP ᴍᴋפᴐᴀᴄפ ᴀ ᴌᴀקᴈפᴍᴎᴋᴙ װתᴍװᴄᴍפ. әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴐᴀᴄᴌᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍᴙ 

 ᴎᴄᴓᴀᴣ ᴌᴊᴉᴋᴈᴙᴑתᴊᴋᴉװᴀᴍᴗ ᴋתᴉצṞ ᴊᴋᴉצᴈᴍᴉװתᴀᴈᴓᴀ פᴍײᴎᴒ װᴇװᴌᴀᴌᴍ צ פ״ᴆᴀפᴈפ

 ᴈᴀװᴇװᴋצ ᴓᴀᴣפ״ᴍᴗ ᴌᴀᴈᴑᴋᴉᴈᴀפצᴀ׳ᴋװתתᴀ ᴊᴉ װתװᴈᴈᴉᴁ ᴌᴋפצᴉᴆᴀᴋᴉ״ᴀ צ צᴊᴋᴉᴌᴉפ״

ᴇת׳װᴎ ğ!f ᴀ ׳ᴎᴋᴈפᴆפᴇᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ 

3.7 ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ ᴌᴉפת״ᴈᴀᴣ צᴀװ׳תᴍת פᴆᴤ >țǸǪȶ éȡɾȶ ğ!f צ ¶ǍʲæǍʌɶɐȺ 

SIEM 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴊᴉתᴋᴉץᴈפᴤ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ תᴉצפץᴆװᴈᴀᴣ צᴀװ׳תᴍפ 

ᴌᴉ ᴌᴋץפᴉᴍᴄפᴇᴀ ᴊᴋצפᴀᴆ Check Risk WAF PT MaxPatrol SIEM װᴁᴌװᴋᴐװᴀᴈᴍ צ  . 

ӗᴌᴈᴉצᴈᴉװ ᴈ״פᴈפᴒװᴈᴀצ װᴀװ׳תᴍפ״ פᴄᴆᴣᴒװפᴍᴌᴤ צ צᴀ״ᴎפᴆᴀפ״ᴓᴀᴀ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀ ᴉ 

ᴌᴉץᴙᴍᴀᴤᴑ ğ!f צ ᴎתᴉץᴈᴉᴁ קᴋפᴐᴀᴒװᴌᴄᴉᴁ ᴐᴉᴋᴇװṣ ӎᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴊᴉתᴉץᴈᴉקᴉ 
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ᴀᴈᴌᴍᴋᴎᴇװᴈᴍפ ᴊᴉצ״ᴉᴆᴤװᴍ ᴌᴊװᴓᴀפᴆᴀᴌᴍᴎ ᴉᴊװᴋפᴍᴀצᴈᴉ ᴉᴍᴌᴆ׳װᴀפצᴍᴗ ᴋפᴌᴊᴋװתװᴆװᴈᴀװ 

ᴌᴉץᴙᴍᴀᴁṞ ᴄᴉᴈᴍᴋᴉᴆᴀᴋᴉפצᴍᴗ פᴄᴍᴀצᴈᴉᴌᴍᴗ ᴀ צᴙᴤצᴆᴤᴍᴗ פᴈᴉᴇפᴆᴀᴀṣ 

Әװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ ẇӚᴉץᴙᴍᴀᴤẈṝ 

ӗᴍᴄᴋᴉᴁᴍץװצ װ-ᴀᴈᴍװᴋᴐװᴁᴌ ¶ǍʲæǍʌɶɐȺ ñuM¶ ᴀ ᴊװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ ṦӚᴉץᴙᴍᴀᴤṦṣ ӄ 

 ᴙᴆᴀץ װ׳ᴎ װṞ ᴄᴉᴍᴉᴋᴙצᴉקᴣᴕᴀᴑ ᴆᴉפᴑ ᴊᴉᴌᴍᴎᴊװᴌצ פᴈᴍװᴆ פᴈװᴆצפᴌᴍתװᴊᴋ װᴆװת״פᴈᴈᴉᴇ ᴋפת

ᴈᴉᴋᴇפᴆᴀ״ᴉפצᴈᴙṣ ӎᴇװᴈᴈᴉ ᴉᴍᴌᴣפת ᴐᴉᴋᴇᴀᴋᴎᴣᴍᴌᴤ ᴐᴀᴆᴗᴍᴋᴙ ᴀ קᴋᴎᴊᴊᴀᴋᴉצᴄᴀṞ ᴄᴉᴍᴉᴋᴙװ 

 ᴍṣװ׳תᴀצ צ ᴍᴗפצᴉ״פᴋץᴉװᴈᴉ ᴊᴋ׳ᴇ ᴇᴉװᴍפ״

 

Ӛᴄᴋᴀᴈᴔᴉᴍ 

 

3.7.1 ӈᴉצפץᴆװᴈᴀװ ᴐᴀᴆᴗᴍᴋת פᴆᴤ ğ!f 

ӄ ᴊפᴈװᴆᴀ ᴐᴀᴆᴗᴍᴋפᴓᴀᴀ ᴎᴄ׳פᴀᴍװ ᴎᴌᴆᴉצᴀװṝ 

Ӭᴍᴉ ᴎᴌᴆᴉצᴀװ ᴊᴉצ״ᴉᴆᴀᴍ ᴉᴍᴉץᴋ״פᴀᴍᴗ ᴍᴉᴆᴗᴄᴉ ᴌᴉץᴙᴍᴀᴤṞ ᴊᴉᴌᴍᴎᴊפᴣᴕᴀװ ᴉᴍ >țǸǪȶ éȡɾȶ 

ğ!fṞ ᴀ ᴀᴌᴄᴆᴣᴒᴀᴍ ᴆᴀᴔᴈᴀפ״ װᴊᴀᴌᴀṣ ӛפᴄᴀᴇ ᴉץᴋ״פᴉᴇṞ ӄᴙ ᴊᴉᴆᴎᴒᴀᴍצ װᴙץᴉᴋᴄᴎ 

ᴀᴌᴄᴆᴣᴒᴀᴍװᴆᴗᴈᴉ ᴊᴉ ᴀᴈᴍװᴋװᴌᴎᴣᴕᴀᴇ ᴉץᴘװᴄᴍפᴇṣ 

 

object.type AND event_src.vendor = "Check -risk"  
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3.7.2 Ӛᴉפת״ᴈᴀק װᴋᴎᴊᴊᴀᴋᴉצᴄᴀ ᴊᴉ ᴊᴉᴆᴣ ɐǩȲǸǪʌṣʌʳɳǸ 

ӈᴆᴤ ᴈקפᴆᴤתᴈᴉקᴉ ᴉᴍᴉץᴋװ׳פᴈᴀᴤ פתᴈᴈᴙᴑ ᴊᴋᴀᴇװᴈᴀᴍק װᴋᴎᴊᴊᴀᴋᴉצᴄᴎ ᴊᴉ ᴊᴉᴆᴣ 

object.type ṣ ӈפᴈᴈᴙᴁ ᴊפᴋפᴇװᴍᴋ ᴊᴉצ״ᴉᴆᴀᴍ ᴄᴆפᴌᴌᴀᴐᴀᴓᴀᴋᴉפצᴍᴗ ᴌᴉץᴙᴍᴀᴤ ᴊᴉ ᴀᴑ ᴍᴀᴊᴎṞ 

ᴒᴍᴉ ᴉװץᴌᴊװᴒᴀᴍ ץᴉᴆװװ ᴎתᴉץᴈᴙᴁ פᴈפᴆᴀ״ ᴊᴋᴀ ᴊᴉᴌᴍᴋᴉװᴈᴀᴀ צᴀ״ᴎפᴆᴀפ״ᴓᴀᴀṣ 

3.7.3 Әᴋתװᴊᴋᴉᴌᴇᴉᴍᴋ ᴀ ᴌᴉᴑᴋפᴈװᴈᴀצ װᴀװ׳תᴍפ 

Ӗ׳פᴇᴀᴍװ ᴈפ ᴄᴈᴉᴊᴄᴎ ṦӘᴉᴌᴇᴉᴍᴋװᴍᴗ צᴀװ׳תᴍṦṣ 

 

ӄ ᴊᴉᴤצᴀצᴔװᴇᴌᴤ ᴉᴄᴈצ װᴙװץᴋᴀᴍװ ᴍᴀᴊ ᴉᴍᴉץᴋװ׳פᴈᴀᴤ ṽ ᴌᴍᴉᴆץᴒפᴍפᴤ תᴀקפᴋפᴇᴇפṣ ӛפᴄᴉᴁ 

 פᴉᴋץᴙצ װᴙᴍᴀᴁṣ Әᴉᴌᴆץᴌᴉ צᴍᴀᴊᴉ װᴈᴀװᴍ ᴌᴉᴉᴍᴈᴉᴔװᴇᴉᴈᴌᴍᴋᴀᴋᴎװת ᴈᴉתᴆᴤקפᴈᴍ ᴈפᴋᴀפצ

ᴌᴉᴑᴋפᴈᴀᴍצ װᴀװ׳תᴍ תᴆᴤ ᴊᴉᴌᴆתװᴎᴣᴕקװᴉ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤṣ 
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3.7.4 ӈᴉצפץᴆװᴈᴀצ װᴀװ׳תᴍפ ᴈפת פᴔץᴉᴋת 

Ӗק פᴆצפᴈᴉᴁ ᴌᴍᴋפᴈᴀᴓװ ᴊװᴋװᴁתᴀᴍװ ᴄ ᴋװת״פᴆᴎ ṦӈפᴔץᴉᴋתᴙṦṣ ӄᴙ ᴇᴉװ׳ᴍװ ᴆᴀץᴉ ᴌᴉפת״ᴍᴗ 

ᴈᴉצᴙᴁ פתᴔץᴉᴋת ṵᴈצפ׳פ ᴈפ ᴊᴆᴣᴌᴀᴄṶṞ ᴆᴀץᴉ ᴉᴍᴄᴋᴙᴍᴗ ᴌᴎᴕװᴌᴍצᴎᴣᴕᴀᴁṞ ת װתקᴉᴌᴍᴎᴊᴈᴉ 

ᴇװᴌᴍᴉ תᴆᴤ ᴋ״פᴇװᴕװᴈᴀᴤ ᴈᴉצᴉקᴉ ᴞᴆװᴇװᴈᴍפṣ 

Ӗ׳פᴇᴀᴍװ ᴈפ ᴄᴈᴉᴊᴄᴎ ӈᴉצפץᴀᴍᴗ צᴀװ׳תᴍṞ ᴊᴉᴌᴆװ ᴒקװᴉ צᴙװץᴋᴀᴍװ ᴋפᴈװװ ᴌᴉפת״ᴈᴈᴙᴁ 

 ṣװᴈᴀװᴆצפץᴉת װᴀᴍתᴋװצᴍתᴀᴆ ğ!fṣ Әᴉצפᴇᴀ ᴊᴋפᴉᴍᴄץפᴍ ᴌᴉ ᴌᴋװ׳תᴀצ

 

Ӛᴄᴋᴀᴈᴔᴉᴍ 

 

Ӊᴌᴆᴀ ᴈפת פᴔץᴉᴋװת ᴊᴉᴤצᴀᴆᴌᴤ צᴀװ׳תᴍ ᴌ פתᴈᴈᴙᴇᴀ ᴊᴉ ᴌᴋץפᴉᴍᴄפᴇ ᴊᴋצפᴀᴆ Check Risk 

WAFṞ ״ᴈפᴒᴀᴍṞ צᴌװת װᴁᴌᴍצᴀᴤ צᴙᴊᴉᴆᴈװᴈᴙ ᴊᴋצפᴀᴆᴗᴈᴉṞ ᴀ ᴌᴀᴌᴍװᴇפ ᴄᴉᴋᴋװᴄᴍᴈᴉ 

 ᴙᴍᴀᴤṣץᴍ ᴌᴉװᴀᴋᴎ״ᴆᴀפᴎ״ᴀצ

 

Ӛᴄᴋᴀᴈᴔᴉᴍ 

 

ӄ פתᴈᴈᴉᴁ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ ץᴙᴆפ ᴋפᴌᴌᴇᴉᴍᴋװᴈפ ᴊᴉᴔקפᴉפצᴤ ᴊᴋᴉᴓתװᴎᴋפ ᴌᴉפת״ᴈᴀᴤ ᴀ 

 MaxPatrol צ ᴙᴍᴀᴁ ᴉᴍ Check Risk WAFץᴈᴀᴤ ᴌᴉװ׳פᴋץᴆᴤ ᴉᴍᴉת פᴍװ׳תᴀצ ᴈᴀᴤװᴆצפץᴉת

SIEMṣ ӄ ᴋ״װᴎᴆᴗᴍפᴍצ װᴙᴊᴉᴆᴈװᴈᴀᴤ ᴉᴊᴀᴌפᴈᴈᴙᴑ װתᴁᴌᴍצᴀᴁ ӄᴙ ᴊᴉᴆᴎᴒᴀᴆᴀ צᴀ״ᴎפᴆᴗᴈᴙᴁ 
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ᴞᴆװᴇװᴈᴍṞ ᴊᴉצ״ᴉᴆᴤᴣᴕᴀᴁ ᴉᴍᴌᴆ׳װᴀפצᴍᴗ ᴀ פᴈפᴆᴀ״ᴀᴋᴉפצᴍᴗ ᴌᴋץפᴉᴍᴄᴀ צ ᴈקפᴆᴤתᴈᴉᴁ 

ᴐᴉᴋᴇװṣ 

Ӓᴉᴋᴋװᴄᴍᴈᴉ ᴈפᴌᴍᴋᴉװᴈᴈᴙᴁ פתᴔץᴉᴋת ᴌ ᴊᴉתᴉץᴈᴙᴇᴀ צᴀװ׳תᴍפᴇᴀ ᴊᴉצᴙᴔװפᴍ 

ᴞᴐᴐװᴄᴍᴀצᴈᴉᴌᴍᴗ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפקṞ ᴎᴌᴄᴉᴋᴤװᴍ ᴉץᴈפᴋᴎװ׳ᴈᴀװ ᴀᴈᴓᴀװתᴈᴍᴉצ ᴀ 

ᴉװץᴌᴊװᴒᴀװפצᴍ ᴊᴋᴉ״ᴋפᴒᴈᴉᴌᴍᴗ ᴋץפᴉᴍᴙ ᴌᴀᴌᴍװᴇ פ״ᴕᴀᴍᴙṣ 

3.8 Ӗפᴌᴍᴋᴉᴁᴄפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴌᴉץᴙᴍᴀᴁ >țǸǪȶ éȡɾȶ ğ!f צ ñuM¶ ©Ć¶! 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋᴀצᴉתᴀᴍᴌᴤ ᴊᴉᴔקפᴉפצᴤ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ תᴉצפץᴆװᴈᴀᴣ ᴊᴋצפᴀᴆפ 

ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴌᴉץᴙᴍᴀᴁ ᴉᴍ >țǸǪȶ éȡɾȶ ğ!f צ ñuM¶ ©Ć¶!ṣ ӡװᴆᴗᴣ פתᴈᴈᴉקᴉ ᴋװת״פᴆפ 

ᴤצᴆᴤװᴍᴌᴤ ᴉװץᴌᴊװᴒװᴈᴀװ ᴄᴉᴋᴋװᴄᴍᴈᴉקᴉ ᴊᴋᴀײᴇפṞ ᴊפᴋᴌᴀᴈפק ᴀ ᴇפᴋᴔᴋᴎᴍᴀפ״ᴓᴀᴀ ᴆᴉקᴉצ 

ğ!f צ ©Ć¶! ᴊᴉᴌᴋתװᴌᴍצᴉᴇ ᴀᴇᴊᴉᴋᴍפ ᴈᴉᴋᴇפᴆᴀפ״ᴍᴉᴋפ ᴀ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴄᴉᴆᴆװᴄᴍᴉᴋפṣ 

ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴋפᴌᴌᴒᴀᴍפᴈפ ᴈפ ᴀᴈװ׳ᴈװᴋפ ᴊᴉ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴀᴆᴀ 

 ᴆᴤת װᴀᴇᴙתᴑᴉץᴉװᴈᴀᴤṞ ᴈפ״פᴎᴄ װᴌᴄᴀװᴄᴍᴀᴒפᴀᴍ ᴊᴋ׳ᴋװתĆ¶! ᴀ ᴌᴉ© פᴍᴉᴋפᴇᴀᴈᴀᴌᴍᴋתפ

ᴀᴈᴍקװᴋפᴓᴀᴀṞ ᴊᴋᴉװצᴋᴤװᴇᴙװת װᴁᴌᴍצᴀᴤ ᴀ ᴄᴉᴈᴍᴋᴉᴆᴗᴈᴙװ ᴍᴉᴒᴄᴀ ᴌᴉᴌᴍᴉᴤᴈᴀᴤ ᴄᴉᴆᴆװᴄᴍᴉᴋפ 

ᴊᴉᴌᴆװ ᴎᴌᴍפᴈᴉצᴄᴀṣ 

3.8.1 ӎᴈᴌᴍᴋᴎᴄᴓᴀᴤ ᴊᴉ ᴎᴌᴍפᴈᴉצᴄװ 

ӎᴇᴊᴉᴋᴍ ᴊᴋצפᴀᴆפ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ 

Әװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ ẇәװᴌᴎᴋᴌᴙ ᴀ ᴌװᴋצᴀᴌᴙẈṞ פ״ᴍװᴇ ᴉᴍᴄᴋᴉᴁᴍװ ᴊᴉתᴋװת״פᴆ 

ẇӖᴉᴋᴇפᴆᴀפ״ᴍᴉᴋᴙẈṣ Ӗ׳פᴇᴀᴍװ ᴄᴈᴉᴊᴄᴎ ẇӎᴇᴊᴉᴋᴍᴀᴋᴉפצᴍᴗ ᴋװᴌᴎᴋᴌᴙẈ צ ᴀᴈᴍװᴋᴐװᴁᴌװṣ 

 

ӚӒәӎӖ 

 

ӄ תᴀפᴆᴉװק ᴀᴇᴊᴉᴋᴍצ פᴙװץᴋᴀᴍװ ᴓװᴆצװᴉᴁ ᴍװᴈפᴈᴍ ṵᴊᴉ ᴎᴇᴉᴆᴒפᴈᴀᴣ ṽ ɃǍȡɅṶṣ ӄ ᴄפᴒװᴌᴍװצ 

ᴀᴌᴍᴉᴒᴈᴀᴄפ ᴀᴇᴊᴉᴋᴍפ ᴎᴄ׳פᴀᴍװ ẇᴐפᴁᴆẈṣ ӄ ᴊᴉᴆװ ᴊפᴋᴉᴆᴤ תװצצᴀᴍװ q123123Q!q123123Q!. 

ӄᴙװץᴋᴀᴍװ ᴐפᴁᴆ ᴌ ᴀᴇװᴈװᴇ check -risk -waf  ᴄᴀṣ״ᴋᴎקפ״ ᴆᴤת 

 

ӚӒәӎӖ 

 

ӗᴍᴇװᴍᴗᴍצ װᴌװ ᴋװᴌᴎᴋᴌᴙṞ ᴊᴋתװᴈ״פᴈפᴒװᴈᴈᴙת װᴆᴤ ᴀᴇᴊᴉᴋᴍפṞ ᴀ ᴊᴉתᴍװצᴋתᴀᴍװ ᴀᴇᴊᴉᴋᴍ 

ᴈפ׳פᴍᴀװᴇ ᴄᴈᴉᴊᴄᴀ ẇӎᴇᴊᴉᴋᴍᴀᴋᴉפצᴍᴗẈṣ 
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Әᴉᴌᴆװ ᴎᴌᴊװᴔᴈᴉקᴉ ᴀᴇᴊᴉᴋᴍצ צ פᴙץᴋפᴈᴈᴉᴇ ᴍװᴈפᴈᴍװ ᴊᴉᴤצᴀᴍᴌᴤ ᴋװת״פᴆ Check Risk Waf 

ᴌ קפ״ᴋᴎװ׳ᴈᴈᴙᴇ ᴊᴋצפᴀᴆᴉᴇ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀṣ ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊᴋצפᴀᴆᴉ תᴉᴌᴍᴎᴊᴈᴉ תᴆᴤ 

 ṣצᴍᴉᴋᴉפ״ᴆᴀפᴈᴉᴋᴇ װᴌᴊᴀᴌᴄ צ פᴉᴋץᴙצ

3.8.2 ӈᴉצפץᴆװᴈᴀװ ᴈᴉצᴉקᴉ ᴄᴉᴆᴆװᴄᴍᴉᴋפ 

1. Әװᴋװᴁתᴀᴍצ װ ᴋװת״פᴆ ẇәװᴌᴎᴋᴌᴙ ᴀ ᴌװᴋצᴀᴌᴙẈṞ פ״ᴍװᴇ ᴉᴍᴄᴋᴉᴁᴍװ ẇӚװᴋצᴀᴌᴙẈṣ 

2. Ӗ׳פᴇᴀᴍװ ẇӈᴉצפץᴀᴍᴗ ᴌװᴋצᴀᴌẈ ᴀ צ ᴌᴊᴀᴌᴄװ ᴔץפᴆᴉᴈᴉצ צᴙװץᴋᴀᴍװ [OOTB] CEF  ᴄפᴄ 

ᴉᴌᴈᴉצᴎṞ פ״ᴍװᴇ ᴈ׳פᴇᴀᴍװ ẇӚᴉפת״ᴍᴗẈ. 



87 

 

ӗᴍᴄᴋᴉᴁᴍװ ᴌᴉפת״ᴈᴈᴙᴁ ᴌװᴋצᴀᴌ-ᴄᴉᴆᴆװᴄᴍᴉᴋ תᴆᴤ ᴋפתװᴄᴍᴀᴋᴉפצᴈᴀᴤṣ ӎ״ᴇװᴈᴀᴍװ ᴈפצ״פᴈᴀװ 

ᴈפ ᴎתᴉץᴈᴉת װᴆᴤ פצᴌṞ ᴈפᴊᴋᴀᴇװᴋ [CHECK -RISK] JSON WAF . 

Ӗצ פᴄᴆתפᴄװ ẇӛᴋפᴈᴌᴊᴉᴋᴍẈ ᴎᴄ׳פᴀᴍװ ᴍᴋפᴈᴌᴊᴉᴋᴍᴈᴙᴁ ᴊᴋᴉᴍᴉᴄᴉᴆ ĆEæ ᴀ ᴈ״פᴈפᴒᴗᴍװ 

ᴌצᴉץᴉתᴈᴙᴁ ᴊᴉᴋᴍ תᴆᴤ ᴊᴋᴀײᴇפ ᴌᴉᴉץᴕװᴈᴀᴁṣ ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊᴉᴋᴍ ᴈפ״ װᴈᴤᴍ תᴋᴎקᴀᴇᴀ 

ᴌװᴋצᴀᴌפᴇᴀṣ 
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Ӗצ פᴄᴆתפᴄװ ẇӘפᴋᴌᴀᴈק ᴌᴉץᴙᴍᴀᴁẈ צ ᴊᴉᴆצ װᴙץᴉᴋפ ᴈᴉᴋᴇפᴆᴀפ״ᴍᴉᴋפ ᴎᴄ׳פᴀᴍװ ᴋפᴈװװ 

ᴀᴇᴊᴉᴋᴍᴀᴋᴉפצᴈᴈᴙᴁ ᴈᴉᴋᴇפᴆᴀפ״ᴍᴉᴋ Check Risk Waf . 

 

ӚӒәӎӖ 

 

Ӗצ פᴄᴆתפᴄװ ẇӕפᴋᴔᴋᴎᴍᴀפ״ᴓᴀᴤẈ ᴊᴋᴉװצᴋᴗᴍװṞ ᴒᴍᴉ ᴎ ᴄᴉᴆᴆװᴄᴍᴉᴋפ ᴎᴄפ״פᴈ ᴄᴉᴋᴋװᴄᴍᴈᴙᴁ 

ᴊᴎᴍᴗ ᴄ ᴑᴋפᴈᴀᴆᴀᴕᴎ ᴀ ᴄᴉᴋᴋװᴆᴤᴍᴉᴋᴎṣ Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉצפץᴗᴍת װᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙװ 

ᴍᴉᴒᴄᴀ ᴈ״פᴈפᴒװᴈᴀᴤṣ 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴈצ פᴄᴆתפᴄװ ẇӘᴋᴉװצᴋᴄפ ᴊפᴋפᴇװᴍᴋᴉצẈ ᴌᴉᴑᴋפᴈᴀᴍװ ᴄᴉᴇפᴈתᴎ 

ᴎᴌᴍפᴈᴉצᴄᴀ ᴄᴉᴆᴆװᴄᴍᴉᴋפṞ ᴄᴉᴍᴉᴋפᴤ ץᴎװתᴍ ᴊᴉᴄפ״פᴈת פᴆᴤ פ״ᴊᴎᴌᴄפ ᴈפ ᴓװᴆצװᴉᴇ ᴌװᴋװצᴋװṣ 

Ӛᴉᴑᴋפᴈᴀᴍװ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴄᴉᴆᴆװᴄᴍᴉᴋפ ᴈפ׳פᴍᴀװᴇ ẇӚᴉᴑᴋפᴈᴀᴍᴗ ᴄᴉᴆᴆװᴄᴍᴉᴋẈ. 

 

ӚӒәӎӖ 

 

Әᴉתᴄᴆᴣᴒᴀᴍװᴌᴗ ᴄ ᴌװᴋװצᴋᴎṞ ᴈפ ᴄᴉᴍᴉᴋᴉץ װᴎװתᴍ ᴎᴌᴍפᴈצפᴆᴀפצᴍᴗᴌᴤ ᴄᴉᴆᴆװᴄᴍᴉᴋṞ ᴊᴉ ñño ᴉᴍ 

ᴀᴇװᴈᴀ root  ᴀ צᴙᴊᴉᴆᴈᴀᴍװ ᴋפᴈװװ ᴌᴉᴑᴋפᴈײᴈᴈᴎᴣ ᴄᴉᴇפᴈתᴎ ᴎᴌᴍפᴈᴉצᴄᴀṣ Әᴋᴀᴇװᴋ 

ᴄᴉᴇפᴈתᴙ ṵפצ צᴔװᴇ ᴉᴄᴋᴎװ׳ᴈᴀᴀ fèE¸Ṟ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ᴀ ᴊᴉᴋᴍ ץᴎתᴎᴍ ᴉᴍᴆᴀᴒפᴍᴗᴌᴤṨ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍ״ װᴈפᴒװᴈᴀᴤṞ ᴌװקᴈװᴋᴀᴋᴉפצᴈᴈᴙװ ᴀᴈᴍװᴋᴐװᴁᴌᴉᴇ ©Ć¶!Ṷṝ 
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Әᴉᴌᴆצ װᴙᴊᴉᴆᴈװᴈᴀᴤ ᴄᴉᴇפᴈתᴙ ᴊᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ צᴙᴊᴉᴆᴈᴀᴍװ ᴊװᴋקפ״װᴋᴎ״ᴄᴎ 

ᴄᴉᴆᴆװᴄᴍᴉᴋפ ᴒװᴋ״װ ᴀᴈᴍװᴋᴐװᴁᴌ KUMAṞ צᴙץᴋצפ ᴈᴎ׳ᴈᴙᴁ ᴄᴉᴆᴆװᴄᴍᴉᴋ ᴀ ᴈצפ׳פ 

ẇӘװᴋקפ״װᴋᴎ״ᴀᴍᴗẈṣ 

Ӓᴉᴈᴍᴋᴉᴆᴗ ᴎᴌᴊװᴔᴈᴉᴁ ᴎᴌᴍפᴈᴉצᴄᴀṝ צ ᴀᴈᴍװᴋᴐװᴁᴌװ ẇӂᴄᴍᴀצᴈᴙװ ᴌװᴋצᴀᴌᴙẈ ᴄᴉᴆᴆװᴄᴍᴉɳ 

 .ᴍẈװפᴉᴍץפᴍᴎᴌ ẇᴋפᴈᴙᴁ ᴌᴍײᴆװ״ ᴌᴍᴀװᴋץᴈ ᴊᴋᴀᴉװ׳ᴉᴆת

 

ӚӒәӎӖ 

 

Әᴋᴉתװצᴀᴍװ ᴍװᴌᴍᴉצᴎᴣ ᴉᴍᴊᴋצפᴄᴎ ᴆᴉקᴉצ ᴀ״ >țǸǪȶ éȡɾȶ ğ!f ᴈפ ᴎᴄפ״פᴈᴈᴙᴁ ĆEæ-ᴊᴉᴋᴍ ᴀ 

ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴌᴉץᴙᴍᴀᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉ ᴊᴋᴉᴑᴉתᴤᴍ ᴒװᴋ״װ ᴈᴉᴋᴇפᴆᴀפ״ᴍᴉᴋ ᴀ ᴊᴉᴌᴍᴎᴊפᴣᴍ צ 

ᴈ״פᴈפᴒװᴈᴈᴙװ ᴍᴉᴒᴄᴀ ᴑᴋפᴈװᴈᴀᴤṩᴄᴉᴋᴋװᴆᴤᴓᴀᴀṣ ӈᴆᴤ װצᴋᴀᴐᴀᴄפᴓᴀᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ 

ᴊᴋᴉᴌᴇᴉᴍᴋ צᴑᴉתᴤᴕᴀᴑ ᴌᴉץᴙᴍᴀᴁ צ ©Ć¶! ᴀṩᴀᴆᴀ ᴆᴉקᴀ ᴄᴉᴆᴆװᴄᴍᴉᴋפṣ 

Әᴋᴀᴇװᴋ ᴄᴉᴋᴋװᴄᴍᴈᴉ ᴈᴉᴋᴇפᴆᴀ״ᴉפצᴈᴈᴉקᴉ ᴌᴉץᴙᴍᴀᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀṝ 

 

ӚӒәӎӖ 

 

Әᴋᴀᴇװᴋ ᴄᴉᴋᴋװᴄᴍᴈᴉ ᴈᴉᴋᴇפᴆᴀ״ᴉפצᴈᴈᴉקᴉ ᴌᴉץᴙᴍᴀᴤ תᴉᴌᴍᴎᴊפ ᴄ ᴋװᴌᴎᴋᴌᴎṝ 

 

ӚӒәӎӖ 

 

ӄ פתᴈᴈᴉᴁ ᴀᴈᴌᴍᴋᴎᴄᴓᴀᴀ ᴊᴋתװᴌᴍצפᴆװᴈפ ᴊᴉᴆᴈפᴤ ᴊᴉᴌᴆתװᴉפצᴍװᴆᴗᴈᴉᴌᴍᴗ װתᴁᴌᴍצᴀᴁ ᴊᴉ 

ᴀᴈᴍקװᴋפᴓᴀᴀ >țǸǪȶ éȡɾȶ ğ!f ᴌ ©Ć¶!ṣ Ӛᴆתװᴎᴤ ᴉᴊᴀᴌפᴈᴈᴙᴇ ᴔפקפᴇ ṽ ᴉᴍ ᴀᴇᴊᴉᴋᴍפ 

ᴊᴋצפᴀᴆפ ᴀ קװᴉ ᴎᴌᴍפᴈᴉצᴄᴀ תᴉ ᴌᴉפת״ᴈᴀᴤ ᴄᴉᴆᴆװᴄᴍᴉᴋפ ᴀ ᴊᴋᴉװצᴋᴄᴀ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ṽ 

ӄᴙ ᴉװץᴌᴊװᴒᴀᴍװ ᴈ׳ײתפᴈᴎᴣ ᴀ ᴄᴉᴋᴋװᴄᴍᴈᴎᴣ ᴉץᴋץפᴉᴍᴄᴎ ᴌᴉץᴙᴍᴀᴁṣ 

/opt/kaspersky/kuma/kuma collector --core https://kuma.check.risk:7210 -- id 
72faff01 -5b10-4aed -bc9d -bf510f5c4b1c --api.port 7237 -- install  
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Ӓᴉᴋᴋװᴄᴍᴈᴉ ᴎᴌᴍפᴈᴉצᴆװᴈᴈᴙᴁ ᴊפᴄװᴍ ᴈᴉᴋᴇפᴆᴀפ״ᴓᴀᴀ ᴊᴉצ״ᴉᴆᴀᴍ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴌᴉץᴙᴍᴀᴤ 

ğ!f צ ᴇװᴑפᴈᴀ״ᴇפᴑ ᴄᴉᴋᴋװᴆᴤᴓᴀᴀṞ ᴈפᴌᴍᴋפᴀפצᴍᴗ ᴉᴊᴉװצᴕװᴈᴀᴤṞ ᴐᴉᴋᴇᴀᴋᴉפצᴍᴗ ᴉᴍᴒײᴍᴙ ᴀ 

ᴊᴋᴉצᴉתᴀᴍᴗ ᴋפᴌᴌᴆתװᴉפצᴈᴀᴤ ᴀᴈᴓᴀװתᴈᴍᴉתװ צ צᴀᴈᴉᴁ ᴌᴀᴌᴍװᴇװṣ 

Ӊᴌᴆᴀ צ ᴊᴋᴉᴓװᴌᴌװ ᴀᴇᴊᴉᴋᴍפ ᴀᴆᴀ ᴎᴌᴍפᴈᴉצᴄᴀ צᴉ״ᴈᴀᴄפᴣᴍ ᴉᴔᴀץᴄᴀṞ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ 

ᴊᴋᴉװצᴋᴀᴍᴗ װצᴋᴌᴀᴣ ᴊפᴄװᴍפ ᴀ ᴌᴉצᴇװᴌᴍᴀᴇᴉᴌᴍᴗ ᴌ ᴍװᴄᴎᴕװᴁ װצᴋᴌᴀװᴁ ñuM¶Ṟ פ ᴍפᴄװ׳ 

ᴉץᴋפᴍᴀᴍᴗᴌᴤ צ ᴍװᴑᴈᴀᴒװᴌᴄᴎᴣ ᴊᴉװתתᴋ׳ᴄᴎṣ 

3.9 ӂᴈᴍᴀ-Ӄᴉᴍ ᴌᴀᴌᴍװᴇפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴇװᴑפᴈᴀ״ᴇ ᴊᴋᴉᴍᴀצᴉװתᴁᴌᴍצᴀᴤ 

 ᴆᴗᴈᴙᴑפװᴀᴤ ᴋצᴁᴌᴍװת ᴇṞ ᴀᴇᴀᴍᴀᴋᴎᴣᴕᴀᴇפᴊᴋᴉᴌפ״ ᴈᴈᴙᴇפצᴀᴋᴉ״ᴍᴀפᴍᴉᴇצפ

ᴊᴉᴆᴗ״ᴉפצᴍװᴆװᴁṣ ӂᴈᴍᴀӃᴉᴍ ᴌᴀᴌᴍװᴇפ פᴈפᴆᴀ״ᴀᴋᴎװᴍ ᴊᴉװתװצᴈᴀװ ᴄᴆᴀװᴈᴍפ ᴀ 

ᴊᴋתװᴘᴤצᴆᴤװᴍ ᴊᴋᴉװצᴋᴄᴎṞ ᴊᴉ ᴋ״װᴎᴆᴗᴍפᴍפᴇ ᴄᴉᴍᴉᴋᴉᴁ צᴙװפתᴍᴌᴤ ᴄᴋᴀᴊᴍᴉקᴋפᴐᴀᴒװᴌᴄᴀ 

 ״װץ ᴕᴀᴍᴎפ״ ᴀᴍᴗתᴍ ᴊᴋᴉᴑᴉװᴉᴆᴤצ״ᴊᴉ פᴈװᴉ ᴍᴉᴄקᴈᴉתᴆᴀפצ װᴆᴀᴒᴀפᴈṣ Ӗװᴈᴈᴙᴁ ᴍᴉᴄװᴕᴀᴕפ״

ᴊᴉצᴍᴉᴋᴈᴙᴑ ᴊᴋᴉװצᴋᴉᴄ צ ᴍװᴒװᴈᴀפתפ״ װᴈᴈᴉקᴉ ᴌᴋᴉᴄפṣ 

ӕᴉתᴎᴆᴗ ᴈפᴌᴍᴋפᴀװפצᴍᴌᴤ ᴍᴉᴒװᴒᴈᴉṝ ᴇᴉ׳ᴈᴉ צᴄᴆᴣᴒᴀᴍᴗ פ״ᴕᴀᴍᴎ תᴆᴤ צᴌקװᴉ ᴍᴋפᴐᴀᴄפ ᴆᴀץᴉ 

ᴉקᴋפᴈᴀᴒᴀᴍᴗ ᴊᴋᴀᴇװᴈװᴈᴀװ ᴊᴋצפᴀᴆפᴇᴀ ᴊᴉ פᴍᴋᴀץᴎᴍפᴇ פ״ᴊᴋᴉᴌפṣ 

Ӓᴆᴣᴒצװᴙװ ᴓװᴆᴀ ᴇװᴑפᴈᴀ״ᴇפṝ 

 Ӛᴈᴀװ׳ᴈᴀװ ᴈקפᴋᴎ״ᴄᴀ ᴉᴍ ᴌᴄפᴈװᴋᴉצṞ ᴊפᴋᴌװᴋᴉצ ᴀ ᴌᴄᴋᴀᴊᴍᴉצ ᴇפᴌᴌᴉצᴉקᴉ ᴊװᴋץװᴉᴋפṨ 

 Ӎפᴕᴀᴍפ ᴐᴉᴋᴇ פᴎᴍװᴈᴍᴀᴐᴀᴄפᴓᴀᴀṞ ᴄᴉᴋ״ᴀᴈᴙ ᴀ ᴊᴆפᴍ׳װᴈᴙᴑ ᴇפᴋᴔᴋᴎᴍᴉצṨ 

 Ӛᴉᴑᴋפᴈװᴈᴀת װᴉᴌᴍᴎᴊᴈᴉᴌᴍᴀ ᴆקװᴀᴍᴀᴇᴈᴉקᴉ ᴍᴋפᴐᴀᴄפ״ פ ᴌᴒװᴍ קᴀץᴄᴉᴁ ᴆᴉקᴀᴄᴀ 

ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṣ 

3.9.1 Әᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴀ ᴊᴋᴀᴇװᴈװᴈᴀᴤ 

ӈᴆᴤ פᴄᴍᴀפצᴓᴀᴀ פ״ᴕᴀᴍᴙ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒᴀᴍᴗ ӂᴈᴍᴀӃᴉᴍẈ. Әᴉᴌᴆװ 

 ᴣᴕᴀᴇװᴀᴇ װᴇṞ ᴈפᴈᴍװᴋᴄᴎ ᴄᴆᴀװצᴆᴤᴍᴗ ᴊᴋᴉצᴘᴤתװᴍ ᴊᴋװפᴒᴀᴈפᴎᴆᴗ ᴈתᴈᴀᴤ ᴇᴉװᴄᴆᴣᴒצ

 ¬ᴍ ÿÿװפתפ״ ᴌᴙẈפṞ ᴒפᴈװᴀᴤ ᴍᴉᴄצᴁᴌᴍװת ᴍᴋ ẇӚᴋᴉᴄװᴇפᴋפṣ Әפᴈװᴉ ᴍᴉᴄקװᴎᴣᴕצᴁᴌᴍװת

 .צᴌᴉפᴉ ᶯᶴᶶ ᴒת ᴍ ᴉᴍ ᶯװᴆᴤצפᴉᴈ ᴌᴉᴌᴍ״פᴊפᴀת ṣ ӈᴉᴊᴎᴌᴍᴀᴇᴙᴁפᴈװᴉ ᴍᴉᴄקᴈᴈᴉפתᴙצ

 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴋװᴄᴉᴇװᴈתᴎװᴇ צᴙץᴀᴋפᴍᴗ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉ תᴉᴌᴍפᴍᴉᴒᴈᴉ״ װᴈפᴒװᴈᴀװṝ ӈᴆᴤ 
ᴊᴎץᴆᴀᴒᴈᴙᴑ ᴋװת״פᴆᴉצ ᴉץᴙᴒᴈᴉ תᴉᴌᴍפᴍᴉᴒᴈᴉ ᶶṾɴ ᶲ ᴒפᴌᴉצṨ ӈᴆᴤ צᴙᴌᴉᴄᴉᴋᴀᴌᴄᴉצᴙᴑ 
ᴇפᴋᴔᴋᴎᴍᴉצ ᴓװᴆװᴌᴉᴉץᴋ״פᴈᴉ ᶯṾɸ  ᴒפᴌפṣ 
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Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴉקᴋפᴈᴀᴒᴗᴍװ ᴉץᴆפᴌᴍᴗ ᴊᴋᴀᴇװᴈװᴈᴀᴤ ᴊᴋᴉװצᴋᴄᴀṣ ӈᴆᴤ ᴞᴍᴉקᴉ 

 פᴕᴀᴍפ״ ᴈᴉṞװᴙᴄᴆᴣᴒצ װᴀצᴎᴌᴆᴉ װᴈᴈᴉפת ᴋᴄᴀẈṣ Ӊᴌᴆᴀװצᴊᴋᴉ װᴀצẇӜᴌᴆᴉ װᴀᴋᴎᴁᴍצᴄᴍᴀפ

ᴊᴋᴀᴇװᴈᴤװᴍᴌᴤ ᴄᴉ צᴌװᴇ צᴑᴉתᴤᴕᴀᴇ פ״ᴊᴋᴉᴌפᴇ ״װץ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤṣ Әᴋᴀ צᴄᴆᴣᴒװᴈᴈᴉᴇ 

ᴎᴌᴆᴉצᴀᴀ ᴌᴍפᴈᴉצᴤᴍᴌᴤ תᴉᴌᴍᴎᴊᴈᴙ ᴊᴋצפᴀᴆפṣ 

ӄ ץᴆᴉᴄװ ẇӘᴋצפᴀᴆפẈ ᴉᴊᴋװתװᴆᴀᴍװ ᴆᴉקᴀᴄᴎ ᴋץפᴉᴍᴙ ᴇᴉתᴎᴆᴤṝ 

 ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӜᴌᴆᴉצᴀװẈ װפתפ״ᴍ ᴋ׳װᴀᴇṝ 

ṽ ẇӂᴎᴍװᴈᴍᴀᴐᴀᴓᴀᴋᴉפצᴍᴗ ᴊᴋᴀ ᴌᴉצᴊװתפᴈᴀᴀẈ ᴉ״ᴈפᴒװפᴍṞ ᴒᴍᴉ ᴊᴋᴉװצᴋᴄץ פᴎװתᴍ 

ᴊᴋתװᴘᴤצᴆᴤᴍᴗᴌᴤ ᴍᴉᴆᴗᴄᴉ ᴍᴋפᴐᴀᴄᴎṞ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕװᴇᴎ פתפ״ᴈᴈᴙᴇ ᴊᴋצפᴀᴆפᴇṨ 

ṽ ẇӘᴋᴉᴊᴎᴌᴄפᴍᴗ ᴊᴋᴀ ᴌᴉצᴊװתפᴈᴀᴀẈ ᴉ״ᴈפᴒװפᴍṞ ᴒᴍᴉ ᴌᴉצᴊצפᴔᴀᴁ ᴍᴋפᴐᴀᴄ 

ᴀᴌᴄᴆᴣᴒװפᴍᴌᴤ ᴀ״ ᴊᴋᴉװצᴋᴄᴀṣ 

 

 ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋ ᴎᴌᴆᴉצᴀᴁ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍ קᴋᴎᴊᴊᴙṞ ᴉץᴘתװᴀᴈװᴈᴈᴙװ ᴉᴍᴈᴉᴔװᴈᴀᴤᴇᴀ ẇӎẈ 

 Ṟװᴄᴀ״ᴄ ᴎפᴆᴤᴍᴗ ᴄצפᴍ ᴌᴉᴌᴍװᴉᴆᴤצ״ᴇᴀṣ Ӭᴍᴉ ᴊᴉפᴋᴎᴊᴊק ᴎת׳װᴋᴎᴊᴊᴙ ᴀ ẇӎӔӎẈ ᴇק ᴈᴎᴍᴋᴀצ

ᴍפᴄ ᴀ ᴔᴀᴋᴉᴄᴀװ ᴐᴀᴆᴗᴍᴋᴙṣ 

 

 ᴊᴉᴆװ ẇӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀẈ ᴉᴊᴋװתװᴆᴤװᴍ פᴍᴋᴀץᴎᴍ פ״ᴊᴋᴉᴌפṣ Ӗפᴀץᴉᴆװװ 

 ᴋṝװᴊᴋᴀᴇפṵᴈ פᴈᴍװᴄᴀ ᴄᴆᴀצᴉᴆᴉקפ״ Ṟפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפᴈᴙṝ uæפצᴉץװᴉᴌᴍᴋצ

User Agent), ᴊᴎᴍᴗ URI, ᴌᴍᴋפᴈפ/ASN, ᴈפᴆᴀᴒᴀצפ װᴍᴉᴋᴉᴍפᴓᴀᴉᴈᴈᴉקᴉ קפ״ᴉᴆᴉצᴄפ. 
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 ẇӗᴊװᴋפᴍᴉᴋẈ ᴉᴊᴋװתװᴆᴤװᴍ ᴍᴀᴊ ᴌᴋצפᴈװᴈᴀᴤṣ ӄ ᴊᴋᴉᴌᴍᴙᴑ ᴌᴓװᴈפᴋᴀᴤᴑ תᴉᴌᴍפᴍᴉᴒᴈᴉ ẇốẈṣ 

 

 ẇӚᴉװתᴋ׳ᴀᴇᴉװẈ ᴌᴉװתᴋ׳ᴀᴍ ״ᴈפᴒװᴈᴀת װᴆᴤ ᴌᴋצפᴈװᴈᴀᴤṣ Әᴋᴀᴇװᴋṝ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀ ṽ «IP  ṽ װᴀᴇᴉ׳ᴋװתᴍᴉᴋ ṽ ẇốẈṞ ӚᴉפᴋװẈṞ ӗᴊפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

«192.168.10.10» ṵᴊᴋᴀᴇװᴋṶṣ ӛפᴄᴉװ ᴊᴋצפᴀᴆᴉ תפᴋװᴌᴈᴉ ᴊᴋᴀᴇװᴈᴀᴍ ᴀᴆᴀ ᴌᴈᴀᴇװᴍ פ״ᴕᴀᴍᴎ 

 ṣפᴆ״ᴉ ᴎקᴈᴈᴉפ״פᴆᴤ ᴎᴄת

 

 ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴞᴆװᴇװᴈᴍᴙ ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ ṵӎṶẈ תᴆᴤ ᴎᴍᴉᴒᴈװᴈᴀᴤ צ ᴊᴋװתװᴆפᴑ 

 ᴁṣװצᴍװצ ᴈᴙᴑצᴍᴀפᴋᴈװᴆᴗᴍפ ᴆᴤת ᴋᴎᴊᴊᴎ ṵӎӔӎṶẈק ᴀᴍᴗצפץᴋᴎᴊᴊᴙ ᴀ ẇӈᴉק

Әᴉᴌᴆװ ᴌᴉᴌᴍצפᴆװᴈᴀᴤ ᴊᴋצפᴀᴆ ᴌᴉᴑᴋפᴈᴀᴍװ ᴀ״ᴇװᴈװᴈᴀᴤ ᴄᴈᴉᴊᴄᴉᴁ ẇӚᴉᴑᴋפᴈᴀᴍᴗẈṣ 

3.9.2 Әᴉװתװצᴈᴀװ ᴊᴋᴀ ᴋץפᴉᴍװ ᴌ ᴍᴉᴄװᴈᴉᴇ 

 ᴎᴌᴊװᴔᴈᴉװ ᴊᴋᴉᴑᴉװת׳ᴈᴀװ ᴊᴋᴉװצᴋᴄᴀ ᴌᴉᴊᴋᴉצᴉװפת׳ᴍᴌᴤ צᴙפתᴒװᴁ ᴍᴉᴄװᴈפṞ ᴄᴉᴍᴉᴋᴙᴁ 

ᴊװᴋװפתװᴍᴌᴤ ᴄᴆᴀװᴈᴍᴉᴇ צ ᴊᴉᴌᴆתװᴎᴣᴕᴀᴑ פ״ᴊᴋᴉᴌפᴑ ṵᴄפᴄ ǪɐɐȶȡǸ ᴀᴆᴀ ᴌᴆᴎץװ׳ᴈᴙᴁ 

 ᴓᴀᴀṶṨפ״ᴆᴀפװᴀᴌᴀᴇᴉᴌᴍᴀ ᴉᴍ ᴋצפ״ צ ᴉᴄṞצᴉᴆᴉקפ״

 ᴊᴋᴀ ᴀᴌᴍװᴒװᴈᴀᴀ ᴌᴋᴉᴄװת פᴁᴌᴍצᴀᴤ ᴍᴉᴄװᴈפ ᴊᴋᴉװצᴋᴄפ ᴊᴋתװᴘᴤצᴆᴤװᴍᴌᴤ ᴊᴉצᴍᴉᴋᴈᴉṨ 

 ᴊᴋᴀ ᴎפתᴆװᴈᴀᴀ ǪɐɐȶȡǸ ᴀᴆᴀ פ״ᴊᴋװᴍװ ᴀᴑ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ ᴄᴆᴀװᴈᴍ ץᴎװתᴍ ᴊᴉᴆᴎᴒפᴍᴗ 

ᴊᴋᴉװצᴋᴄᴎ ᴄת׳פᴙᴁ ᴋ״פṞ ᴊᴉᴄפ ᴈץ װᴎװתᴍ צᴙפתᴈ ᴈᴉצᴙᴁ ᴍᴉᴄװᴈṣ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋᴀװתװצᴈᴙ ᴊᴋᴀᴈᴓᴀᴊᴙ ᴋץפᴉᴍᴙ ᴀ ᴊᴉᴋᴤתᴉᴄ ᴄᴉᴈᴐᴀקᴎᴋᴀᴋᴉפצᴈᴀᴤ 

ӂᴈᴍᴀӃᴉᴍ ᴌᴀᴌᴍװᴇᴙ, צᴄᴆᴣᴒפᴤ צᴙᴊᴎᴌᴄ ᴀ ᴌᴋᴉᴄ װתᴁᴌᴍצᴀᴤ ᴍᴉᴄװᴈפ, ᴎᴊᴋצפᴆװᴈᴀװ 

ᴉץᴆפᴌᴍᴗᴣ ᴊᴋᴀᴇװᴈװᴈᴀᴤ ᴀ ᴄᴉᴈᴌᴍᴋᴎᴀᴋᴉפצᴈᴀװ ᴊᴋצפᴀᴆ. 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴋװᴄᴉᴇװᴈתᴎװᴇ ᴈפᴒᴀᴈפᴍᴗ ᴌ ᴉקᴋפᴈᴀᴒװᴈᴈᴉקᴉ ᴈץפᴉᴋפ ᴎᴌᴆᴉצᴀᴁ ᴀ 
ᴊᴉᴌᴍװᴊװᴈᴈᴉ ᴋפᴌᴔᴀᴋᴤᴍᴗ ᴊᴉᴄᴋᴙᴍᴀװṞ ᴉᴍᴌᴆ׳װᴀפצᴤ ᴇװᴍᴋᴀᴄᴀ ᴉᴍᴄ״פᴉצ ᴀ 
ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴗṣ 

ӄᴈᴀᴇפᴈᴀװṝ ᴊᴋᴀ ᴉץᴈפᴋᴎװ׳ᴈᴀᴀ ᴈפקװᴍᴀצᴈᴉקᴉ צᴆᴀᴤᴈᴀᴤ ᴈפ ᴆקװᴀᴍᴀᴇᴈᴙᴁ ᴍᴋפᴐᴀᴄ 
 ᴆᴤ ᴌᴊᴉᴋᴈᴙᴑת ᴈᴀᴀẈװתפᴊצᴍᴗ ᴊᴋᴀ ᴌᴉפᴀᴇ ẇӘᴋᴉᴊᴎᴌᴄ׳װᴋ װᴎᴁᴍ״ᴈᴈᴉ ᴀᴌᴊᴉᴆᴗװᴇװᴋצ
ᴀᴌᴍᴉᴒᴈᴀᴄᴉצ ᴀ ᴄᴉᴋᴋװᴄᴍᴀᴋᴎᴁᴍװ ᴊᴋᴀ״ᴈפᴄᴀ תᴉ תᴉᴌᴍᴀװ׳ᴈᴀᴤ ᴌᴍץפᴀᴆᴗᴈᴉקᴉ ᴎᴋᴉצᴈᴤ 
 ᴕᴀᴍᴙṣפ״
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3.10 әװᴄᴉᴇװᴈפתᴓᴀᴀ ᴀ ᴆᴎᴒᴔᴀװ ᴊᴋפᴄᴍᴀᴄᴀ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴊᴋᴀװתװצᴈᴙ ᴊᴋפᴄᴍᴀᴄᴀ ᴊᴉ ᴋץפᴉᴍװ ᴌ ᴈפᴌᴍᴋᴉᴁᴄᴉᴁ ᴊᴋצפᴀᴆ 

ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṞ ᴄᴉᴍᴉᴋᴙװ ᴊᴉצ״ᴉᴆᴤᴍ תᴉצפץᴆᴤᴍᴗ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴍפᴄṞ ᴒᴍᴉץᴙ ᴊᴋᴉᴊᴎᴌᴍᴀᴍᴗ 

ᴍᴋפᴐᴀᴄ ᴊᴋᴀ ᴆᴉ׳ᴈᴉᴇ ᴌᴋפץפᴍᴙפצᴈᴀᴀ ᴀ ᴈװ ᴉᴌᴆץפᴀᴍᴗ פ״ᴕᴀᴍᴎ פ״ᴕᴀᴕװפᴇᴉקᴉ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ 

Ӗᴀװ׳ ᴊᴋתװᴌᴍצפᴆװᴈ ᴊװᴋװᴒװᴈᴗ ᴊᴋצפᴀᴆ ᴉᴊᴍᴀᴇᴀפ״ᴓᴀᴀ ᴈפᴌᴍᴋᴉװᴄ ᴊᴋצפᴀᴆ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁ 

ᴀ ᴉᴊᴀᴌפᴈᴀװ ᴆᴎᴒᴔᴀᴑ ᴊᴋפᴄᴍᴀᴄ ᴀᴑ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤṣ  

ӕᴀᴈᴀᴇᴀ״ᴀᴋᴎᴁᴍװ ᴉץᴆפᴌᴍᴗ װתᴁᴌᴍצᴀᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ 

 Әᴋᴀצᴤ״ᴙפצᴁᴍװ ᴊᴋצפᴀᴆᴉ ᴄ ᴄᴉᴈᴄᴋװᴍᴈᴉᴇᴎ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴣ ᴀ תᴉᴇװᴈᴎṣ ӈᴆᴤ ᴞᴍᴉקᴉ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈ ᴀ ᴊᴉ צᴉ״ᴇᴉ׳ᴈᴉᴌᴍᴀ ẇӟᴉᴌᴍẈ ᴌ 

ᴉᴊװᴋפᴍᴉᴋᴉᴇ ẇәצפᴈᴉẈ.  

 Ӝᴍᴉᴒᴈᴤᴁᴍװ ᴊᴎᴍᴗ ᴀ ᴇװᴍᴉתṣ Ӓᴉᴇץᴀᴈᴀᴋᴎᴁᴍװ ẇӘᴎᴍᴗ Ćé¬Ẉ ᴀᴆᴀ «URL» ᴌ ᴉᴊװᴋפᴍᴉᴋᴉᴇ 

ẇәצפᴈᴉẈ ᴆᴀץᴉ ẇӖפᴒᴀᴈװפᴍᴌᴤ ᴌẈṞ ᴀ תᴉצפץᴆᴤᴁᴍװ «HTTP ᴇװᴍᴉתẈ ᴌᴉ ״ᴈפᴒװᴈᴀװᴇ 

GET/POST/.... ӛפᴄᴉᴁ ᴊᴉתᴑᴉת ᴀᴌᴄᴆᴣᴒװפᴍ ᴆᴀᴔᴈᴀװ ᴌᴉצᴊװתפᴈᴀᴤ.  

 Ӗװ ᴋפᴌᴔᴀᴋᴤᴁᴍק װᴋפᴈᴀᴓᴙ ᴌᴉצᴊװתפᴈᴀᴤ ״װץ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀṣ ӗᴊװᴋפᴍᴉᴋᴙ 

ẇӚᴉװתᴋ׳ᴀᴍẈ ᴀ «regex»  ᴊᴋᴀᴇװᴈᴤᴁᴍװ ᴍᴉᴆᴗᴄᴉ ᴍᴉפתקṞ ᴄᴉפתק ᴍᴉᴒᴈᴉװ ᴌᴋצפᴈװᴈᴀװ 

ᴈצװᴉ״ᴇᴉ׳ᴈᴉṣ ӈᴆᴤ ᴒᴎצᴌᴍצᴀᴍװᴆᴗᴈᴙᴑ ᴇפᴋᴔᴋᴎᴍᴉצ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴍᴉᴒᴈᴙװ ᴊᴎᴍᴀ ᴀ 

ᴊפᴋפᴇװᴍᴋᴙṣ  

әץפᴉᴍפᴁᴍתפ װᴋװᴌᴈᴉ ᴌ ᴊפᴋפᴇװᴍᴋפᴇᴀ ᴀ קפ״ᴉᴆᴉצᴄפᴇᴀ 

 ӈᴆᴤ GET/POST ᴊפᴋפᴇװᴍᴋᴉצ ᴀ קפ״ᴉᴆᴉצᴄᴉצ צᴌפתקװ ᴎᴄ״פᴙפצᴁᴍװ ᴀᴇᴤ ᴊᴉᴆᴤ צ «sub_k » 

ᴀ ᴊᴉץתᴀᴋפᴁᴍװ ᴌᴍᴋᴉקᴀװ ᴉᴊװᴋפᴍᴉᴋᴙ ᴌᴉᴊᴉᴌᴍצפᴆװᴈᴀᴤ. Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ẇӚᴎᴕװᴌᴍצᴎװᴍ/Ӗװ ᴌᴎᴕװᴌᴍצᴎװᴍẈ תᴆᴤ פצᴆᴀפתᴓᴀᴀ ᴌפᴇᴉקᴉ ᴐפᴄᴍפ 

ᴈפᴆᴀᴒᴀᴤ ᴊᴉᴆᴤ. 

 Ӝᴌᴍפᴈצפᴆᴀפצᴁᴍ״ װᴈפᴒװᴈᴀᴤ ᴍפᴄṞ ᴄפᴄ ᴉᴈᴀ צᴀתᴈᴙ ׳ צᴎᴋᴈפᴆװṝ ᴌ ᴎᴒײᴍᴉᴇ ᴄᴉתᴀᴋᴉפצᴈᴀᴤ 

ṵụᶰfṞ ụᶰᶮ ᴀ ᴍṣ ᴊṣṶṣ Ӭᴍᴉ ᴀᴌᴄᴆᴣᴒᴀᴍ ᴋפᴌᴑᴉװת׳ᴈᴀᴤ ᴊᴋᴀ ᴊᴋᴉװצᴋᴄװ ẇәצפᴈᴉẈ.  

Ӓᴉᴋᴋװᴄᴍᴈᴉ ᴄᴉᴇץᴀᴈᴀᴋᴎᴁᴍװ ᴎᴌᴆᴉצᴀᴤ 

 Әᴉᴇᴈᴀᴍװ ᴉ ᴆᴉקᴀᴄװ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפṝ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴎᴌᴆᴉצᴀᴤ ᴌצᴤפ״ᴈᴙ ṦӎṦṞ ᴇת׳װᴎ 

 פᴋᴎᴊᴊק ᴤפת׳פᴙ ᴄץᴄṞ ᴒᴍᴉפᴀᴆᴉ ᴍצפᴊᴋ װᴍ ṦӎӔӎṦṣ Ӛᴍᴋᴉᴁᴍװᴎצᴁᴌᴍװת ᴇᴀפᴋᴎᴊᴊק

ᴉᴊᴀᴌᴙפצᴆפ ᴉתᴀᴈ תᴉᴊᴎᴌᴍᴀᴇᴙᴁ פצᴋᴀפᴈᴍ פ״ᴊᴋᴉᴌפṣ  

 Әװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴍᴉᴆᴗᴄᴉ ᴊᴋᴀ 

ᴤצᴈᴉᴁ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴀᴈװצᴋᴌᴀᴤ ᴎᴌᴆᴉ׳ᴈᴤװᴍ ᴊᴋᴉװצᴋᴄᴎ ᴀ ᴊᴉצᴙᴔװפᴍ ᴋᴀᴌᴄ 

ᴉᴑפצᴍᴀᴍᴗ ᴆᴀᴔᴈᴀᴁ ᴍᴋפᴐᴀᴄṣ  



94  

 

ӎפקװץ״ᴁᴍװ ᴒᴋ״װᴇװᴋᴈᴉ ᴉץᴕᴀᴑ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁ 

 Ӗװ ᴊᴋᴀᴇװᴈᴤᴁᴍװ ᴔץפᴆᴉᴈᴙṞ ᴉᴑפצᴍᴙפצᴣᴕᴀװצ װᴌᴗ ᴊᴎᴍᴗṞ תᴉᴇװᴈ ᴀᴆᴀ ᴍװᴆᴉ פ״ᴊᴋᴉᴌפṣ 

Әᴋתװᴊᴉᴒᴀᴍפᴁᴍװ ẇәצפᴈᴉẈ צᴇװᴌᴍᴉ ẇӚᴉװתᴋ׳ᴀᴍẈ, ẇӖפᴒᴀᴈװפᴍᴌᴤ ᴌẈ צᴇװᴌᴍᴉ ᴔᴀᴋᴉᴄᴀᴑ 

ᴋקװᴎᴆᴤᴋᴈᴙᴑ צᴙᴋװ׳פᴈᴀᴁṣ Ӭᴍᴉ ᴄᴋᴀᴍᴀᴒᴈᴉ תᴆᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṞ ᴌצᴤפ״ᴈᴈᴙᴑ ᴌ ᴍᴀᴊᴉצᴙᴇᴀ 

  ᴑṣפᴍᴋװᴇפᴋפᴊ צ ᴇᴀפᴄפᴍפ

 ӈᴆᴤ ᴌᴆᴉ׳ᴈᴙᴑ ᴌᴆᴎᴒצװפ ᴋץ״פᴀפצᴁᴍװ ᴀᴌᴄᴆᴣᴒװᴈᴀװ ᴈפ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴈצפ״װᴀᴌᴀᴇᴙᴑ 

 ᴍṣפᴀᴍ ᴀ ᴉᴍᴄתᴎפ ᴙ ᴎᴊᴋᴉᴌᴍᴀᴍᴗץṞ ᴒᴍᴉפᴀᴆצפᴊᴋ װᴆᴗᴈᴙװתᴉᴍ פᴋᴎᴊᴊ ṦӎӔӎṦ ᴀᴆᴀ ᴈק

Әᴋᴉװצᴋᴤᴁᴍװ ᴋ״װᴎᴆᴗᴍפᴍ ᴀ ᴊװᴋװᴌᴇפᴍᴋᴀפצᴁᴍװ ᴀᴌᴄᴆᴣᴒװᴈᴀװ 

 Әᴉᴌᴆװ ᴊᴎץᴆᴀᴄפᴓᴀᴀ ᴊᴋᴉװצᴋᴤᴁᴍ׳ װᴎᴋᴈפᴆ ᴌᴉץᴙᴍᴀᴁṝ ᴓװᴆצװᴉᴁ פ״ᴊᴋᴉᴌ תᴉᴆװ׳ᴈ 

ᴊᴋᴉᴁᴍᴀ ״װץ ᴄᴉפת ᶲᶮᶱṞ פ ᴊᴉᴊᴙᴍᴄᴀ ᴞᴄᴌᴊᴆᴎפᴍפᴓᴀᴀ ᴎᴤצ״ᴀᴇᴉᴌᴍװᴁ ᴊᴉ ᴌᴑᴉ׳ᴀᴇ 

ᴇפᴋᴔᴋᴎᴍפᴇ ᴉᴌᴍפצפᴍᴗᴌᴤ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴈᴙᴇᴀṣ ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴍᴉᴒᴈᴙװ ᴀᴈתᴀᴄפᴍᴉᴋᴙ ᴀ״ 

  ᴓᴀᴀṣפתᴆᴀפצ ᴆᴤת פᴆפᴎᴋᴈ׳

 Ӝᴌᴍפᴈצפᴆᴀפצᴁᴍװ ᴋקװᴆפᴇװᴈᴍ ᴊװᴋװᴌᴇᴉᴍᴋפ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṣ Ӕᴉ׳ᴈᴉᴊᴉᴆᴉ׳ᴀᴍװᴆᴗᴈᴙװ 

ᴌᴋפץפᴍᴙפצᴈᴀᴤ ᴉץᴙᴒᴈᴉ ᴎᴌᴍᴋפᴈᴤᴣᴍᴌᴤ צ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴀṞ ᴊᴉᴌᴆװ ᴒקװᴉ ᴀᴌᴄᴆᴣᴒװᴈᴀװ 

ᴌᴆתװᴎװᴍ ᴌᴎ״ᴀᴍᴗ ᴀᴆᴀ ᴎפתᴆᴀᴍᴗ. 

Ӗᴀװ׳ ᴊᴋᴀװתװצᴈᴙ ᴄᴉᴋᴉᴍᴄᴀװ ᴊᴋᴀᴇװᴋᴙ צ ᴐᴉᴋᴇפᴍװ ẇӘᴋᴉץᴆװᴇפ ứ әװᴔװᴈᴀװẈṝ 

Әᴋᴉץᴆװᴇפṝ ץᴆᴉᴄᴀᴋᴎװᴍᴌᴤ תװᴀᴈᴀᴒᴈᴙᴁ æÃñÿפ״ᴊᴋᴉᴌ ᴊᴉ ᴍᴉᴒᴈᴉᴇᴎ Ćé¬ ᴀ׳ ״ᴎᴋᴈפᴆפ 

ᴀᴈᴓᴀװתᴈᴍᴉצ. 

әװᴔװᴈᴀװṝ צ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋװ ᴌᴉפת״ᴁᴍװ ᴊᴋצפᴀᴆᴉ ᴌ װתᴁᴌᴍצᴀװᴇ ẇә״פᴋװᴔᴀᴍᴗẈ ᴀ ᴉתᴈᴉᴁ 

 ᴀᴁṝצᴋᴎᴊᴊᴉᴁ ᴎᴌᴆᴉק

Әᴋᴀᴆᴉװ׳ᴈᴀᴤ ứ әצפᴈᴉ ứ ᴈᴎ׳ᴈᴙᴁ ᴌפᴁᴍṨ Ćé¬ ứ әצפᴈᴉ ứ ״ᴈפᴒװᴈᴀװ ᴀ׳ ״ᴎᴋᴈפᴆפ ṵצᴄᴆᴣᴒפᴤ 

ᴄᴉתᴀᴋᴉפצᴈᴀװ ụṶṨ oÿÿæᴇװᴍᴉת ứ әצפᴈᴉ ứ POST. ӄᴄᴆᴣᴒᴀᴍװ ᴊᴋצפᴀᴆᴉ. ӈᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙᴑ 

ᴉᴊװᴋפᴍᴉᴋᴉצ ᴈװ ᴍᴋץװᴎװᴍᴌᴤ. 

 

Әᴋᴉץᴆװᴇפṝ >Ãéñ ɳɶǸȒȺȡȓțʌ ṵÃæÿuÃ¸ñṶ ᴉᴔᴀץᴉᴒᴈᴉ ᴄᴆפᴌᴌᴀᴐᴀᴓᴀᴋᴎװᴍᴌᴤ ᴄפᴄ ᴎקᴋᴉפ״ṣ 

әװᴔװᴈᴀװṝ ᴉתᴈק פᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁṝ oÿÿæᴇװᴍᴉת ứ әצפᴈᴉ ứ OPTIONS; Ӎקפᴉᴆᴉצᴉᴄ ứ 

«Origin » ứ ᴉᴊװᴋפᴍᴉᴋ ẇӚᴎᴕװᴌᴍצᴎװᴍẈṨ Ӎקפᴉᴆᴉצᴉᴄ ứ «Access Control Request Method » ứ 

ᴉᴊװᴋפᴍᴉᴋ ẇӚᴎᴕװᴌᴍצᴎװᴍẈ. ӈװᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈ. 

 

Әᴋᴉץᴆװᴇפṝ ץװצᴑᴎᴄ ᴉᴍ צᴈװᴔᴈקװᴉ ᴊᴋᴉפצᴁװתᴋפ ᴋװ׳װᴍᴌᴤ ᴈפ ᴎᴋᴉצᴈװ WAF, ᴑᴉᴍᴤ 

ᴀᴌᴍᴉᴒᴈᴀᴄᴀ IP תᴉװצᴋװᴈᴈᴙװ. 
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әװᴔװᴈᴀװṝ ᴉתᴈק פᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁṝ Әᴎᴍᴗ Ćé¬ ứ әצפᴈᴉ ứ ṩʭǸǩțɐɐȶṩɳɶɐʬȡǱǸɶṨ oÿÿæᴇװᴍᴉת 

ứ әצפᴈᴉ ứ POST; IP  IP װᴆᴗᴈᴙפᴉᴐᴀᴓᴀ װᴒᴀᴌᴆᴀᴍװᴋװᴈᴉ ứ ᴊצפứ ә פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴊᴋᴉפצᴁװתᴋפ. ӈװᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈ. 

 

Әᴋᴉץᴆװᴇפṝ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴁ ᴞᴈתᴊᴉᴁᴈᴍ ṩǍǱɃȡɅṩțǸǍȺʌțʽ ᴈᴎװ׳ᴈ ᴍᴉᴆᴗᴄᴉ ᴀ״ ᴉᴐᴀᴌᴈᴉᴁ ᴌװᴍᴀṞ 

 ᴍᴗᴌᴤṣפצᴆᴉᴄᴀᴋᴉץ ᴈᴉ׳ᴉᴆת װᴆᴗᴈᴉפᴉᴌᴍ ײᴌצ

әװᴔװᴈᴀװṝ ᴉתᴈק פᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁṝ Әᴎᴍᴗ Ćé¬ ứ әצפᴈᴉ ứ ṩǍǱɃȡɅṩțǸǍȺʌțʽṨ oÿÿæᴇװᴍᴉת ứ 

әצפᴈᴉ ứ GET; IP  װᴀצᴁᴌᴍװᴍᴉᴋ ẇӄ CIDR» ứ 10.10.0.0/16. ӈפᴋװứ ᴉᴊ פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ẇә״פᴋװᴔᴀᴍᴗẈ. 

 

Әᴋᴉץᴆװᴇפ: ᴉתᴀᴈ ᴀ ᴍᴉᴍ װ׳ æÃñÿᴞᴈתᴊᴉᴁᴈᴍ ᴄᴉᴋᴋװᴄᴍᴈᴉ ᴊᴋᴀᴈᴀᴇװפᴍ ת פצתᴉᴊᴎᴌᴍᴀᴇᴙᴑ 

Content Type. Әװᴋצᴙᴁ ᴊᴋᴉᴑᴉתᴀᴍṞ צᴍᴉᴋᴉᴁ ץᴆᴉᴄᴀᴋᴎװᴍᴌᴤṣ 

әװᴔװᴈᴀװṝ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍק װצת װᴋᴎᴊᴊᴙ ᴎᴌᴆᴉצᴀᴁṞ ᴉץᴘתװᴀᴈײᴈᴈᴙᴑ ᴆᴉקᴀᴄᴉᴁ ӎӔӎṝ 

ᴊװᴋפצᴤ קᴋᴎᴊᴊפṝ Әᴋᴀᴆᴉװ׳ᴈᴀᴤ ố ᴌפᴁᴍṞ Әᴎᴍᴗ Ćé¬ ố ṩǍɳȡṩǪțǸǪȶɐʔʌṞ ӕװᴍᴉת ố æÃñÿṞ 

Ӎקפᴉᴆᴉצᴉᴄ >ɐɅʌǸɅʌType = application/json;  

 פᴄᴀṞ ᴈᴉ >ɐɅʌǸɅʌÿʳɳǸ ố ǍɳɳȺȡǪǍʌȡɐɅṩʬɅǱṣǍɳȡọȲɾɐɅṣ Ӓᴈᴉᴊᴄפᴈ״ᴊᴋᴀ װ׳ װṝ ᴍפᴋᴎᴊᴊק ᴤפᴍᴉᴋצ

ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṵӎӔӎṶẈ תᴉᴌᴍᴎᴊᴈצ פ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋװṣ 

 

Әᴋᴉץᴆװᴇפṝ ᴆᴉ׳ᴈᴉװ ᴌᴋפץפᴍᴙפצᴈᴀװ ᴈפ gMÿᴊפᴋפᴇװᴍᴋ limit, ᴄᴉ״ פתקᴈפᴒװᴈᴀצ װ 

 .1Ṿ100 װᴉᴈ״פᴊפᴀת ᴉᴊᴎᴌᴍᴀᴇᴉᴇת

әװᴔװᴈᴀװṝ ᴉתᴈק פᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁṝ Әᴎᴍᴗ Ćé¬ ứ әצפᴈᴉ ứ ṩǍɳȡṩɾǸǍɶǪțṨ ӕװᴍᴉת ứ әצפᴈᴉ ứ gMÿṨ 

GETᴊפᴋפᴇװᴍᴋᴙ ứ ᴀᴇᴤ limit ứ ᴉᴊװᴋפᴍᴉᴋ ẇәקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװẈ ứ ᴔץפᴆᴉᴈ, 

ᴉקᴋפᴈᴀᴒᴀפצᴣᴕᴀᴁ ״ᴈפᴒװᴈᴀᴤ 1Ṿ100. 

 

Әᴋᴉץᴆװᴇפṝ תᴉᴌᴍᴎᴊ ᴄ ᴍװᴌᴍᴉצᴉᴇᴎ ᴞᴈתᴊᴉᴁᴈᴍᴎ תᴉᴆװ׳ᴈ ץᴙᴍᴗ ᴋ״פᴋװᴔײᴈ ᴍᴉᴆᴗᴄᴉ ᴀק ״ᴋᴎᴊᴊᴙ 

ᴄᴉᴋᴊᴉᴋפᴍᴀצᴈᴉקᴉ Ğæ¸ṣ 

әװᴔװᴈᴀװṝ ᴉתᴈק פᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁṝ Әᴎᴍᴗ Ćé¬ ứ әצפᴈᴉ ứ ṩȡɅʌǸɶɅǍȺṩʌǸɾʌṨ ӕװᴍᴉת ứ әצפᴈᴉ ứ 

POST; IP   .ᴋᴎᴊᴊᴎק ᴈᴎᴣ׳ᴈᴎ װᴋᴀᴍװץᴙצ IP» ứ װᴋᴎᴊᴊק ᴍᴉᴋ ẇӄפᴋװứ ᴉᴊ פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ
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Әᴋᴉץᴆװᴇפṝ צ ᴀᴌᴄᴆᴣᴒװᴈᴀᴀ ᴉᴔᴀץᴉᴒᴈᴉ ᴉᴑפצᴍᴙװפצᴍᴌᴤ ᴌᴆᴀᴔᴄᴉᴇ ᴔᴀᴋᴉᴄᴀᴁ תᴀפᴊ״פᴉᴈṞ 

ᴀפ״״ ᴒקװᴉ ᴋᴀᴌᴄ ᴊᴋᴉᴈᴀᴓװפᴇᴉᴌᴍᴀ ᴊᴉצᴙᴔװᴈ. 

әװᴔװᴈᴀװṝ ᴌᴎ״ᴗᴍװ ᴊᴋצפᴀᴆᴉṝ ᴊᴋתװᴊᴉᴒᴀᴍפᴁᴍװ ᴉᴊװᴋפᴍᴉᴋᴙ ẇәצפᴈᴉẈ ᴀ ẇӖפᴒᴀᴈװפᴍᴌᴤ ᴌẈ תᴆᴤ 

Ćé¬ṩӘᴎᴍᴗ Ćé¬Ṟ ᴀᴌᴄᴆᴣᴒᴀᴍװ ẇӚᴉװתᴋ׳ᴀᴍẈ ᴀ ᴀץ״ᴙᴍᴉᴒᴈᴙװ ᴋקװᴎᴆᴤᴋᴈᴙצ װᴙᴋװ׳פᴈᴀᴤṨ ᴈװ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴀᴈװצᴋᴌᴀᴣ ẇӖӉẈṞ װᴌᴆᴀ ᴞᴍᴉ ᴈװ ᴌᴍᴋᴉקᴉ ᴈװᴉץᴑᴉתᴀᴇᴉṣ  

 

Әᴋᴉץᴆװᴇפṝ ᴍᴋץװᴎװᴍᴌᴤ צᴋװᴇװᴈᴈᴉ ᴋ״פᴋװᴔᴀᴍᴗ ᴄᴉᴈᴄᴋװᴍᴈᴙᴁ פ״ᴊᴋᴉᴌṞ ᴌᴉᴑᴋפᴈᴀצ 

 ṣפᴍפᴉ ᴉᴍᴄקᴙᴌᴍᴋᴉץ ᴈᴉᴌᴍᴗ׳ᴇᴉ״ᴉצ

әװᴔװᴈᴀװṝ ᴌᴉפת״ᴁᴍװ ᴉᴍװתᴆᴗᴈᴉװ ᴊᴋצפᴀᴆᴉ ᴌ ᴎᴈᴀᴄפᴆᴗᴈᴙᴇ ᴀᴇװᴈװᴇ ᴀ ᴉᴊᴀᴌפᴈᴀװᴇṞ 

ᴎᴌᴍפᴈᴉצᴀᴍװת װᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈṞ תᴉצפץᴗᴍװ ᴇᴀᴈᴀᴇפᴆᴗᴈᴙᴁ ᴈץפᴉᴋ ᴎᴌᴆᴉצᴀᴁ צ ᴉתᴈᴉᴁ 

 פᴊᴋᴉᴌפ״ צᴈᴍᴉפᴋᴀפצ ᴈᴙᴑצᴍᴀפᴋᴈװᴆᴗᴍפ ᴈᴉẈṣ ӈᴆᴤװẇӄᴄᴆᴣᴒ קפᴐᴆ װᴄᴆᴣᴒᴀᴍצ Ṟװᴋᴎᴊᴊק

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍת װᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙק װᴋᴎᴊᴊᴙ ẇӎӔӎẈṞ פ ᴈװ ᴋפᴌᴔᴀᴋᴤᴁᴍװ ᴉתᴈᴎ קᴋᴎᴊᴊᴎṣ 

ӈפᴈᴈᴙװ ᴊᴋᴀᴇװᴋᴙ ᴉᴊᴀᴋפᴣᴍᴌᴤ ᴈפ ᴊᴉװתתᴋ׳ᴀװפצᴇᴙװ ᴉץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴀ ᴀ ᴉᴊװᴋפᴍᴉᴋᴙ 

ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפ ᴊᴋצפᴀᴆṞ פ ᴍפᴄװ׳ ᴈפ ᴇװᴑפᴈᴀᴄᴎ קᴋᴎᴊᴊ ẇӎẈṩ ẇӎӔӎẈ ᴀ תᴉᴌᴍᴎᴊᴈᴙװ ᴇװᴍᴉתᴙ 

oÿÿæ תᴆᴤ ᴐᴉᴋᴇᴀᴋᴉפצᴈᴀᴤ ᴊᴋצפᴀᴆ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṣ 

3.11 Ӓפᴋᴍᴉᴒᴄפ ᴎקᴋᴉ״ᴙ 

Ӓפᴋᴍᴉᴒᴄפ ᴎקᴋᴉ״ᴙ ᴊᴋתװᴈ״פᴈפᴒװᴈת פᴆᴤ ᴉᴊװᴋפᴍᴀצᴈᴉקᴉ פᴈפᴆᴀפ״ ᴌᴉץᴙᴍᴀᴁ 

 ״װץ ᴋװᴉ ᴊᴋᴀᴈᴤᴍᴀᴤ ᴄᴉᴈᴍᴋᴇקᴙᴌᴍᴋᴉץ ,ᴈᴈᴙᴑ WAF SaaSפצᴐᴀᴄᴌᴀᴋᴉפ״ ,ᴈᴀᴤװ׳ᴊᴋᴀᴆᴉץװצ

ᴊװᴋװᴄᴆᴣᴒװᴈᴀᴤ ᴇת׳װᴎ ᴋװת״פᴆפᴇᴀṣ ӄ ᴉתᴈᴉᴇ ᴉᴄᴈת װᴉᴌᴍᴎᴊᴈפ ᴍװᴑᴈᴀᴒװᴌᴄפᴤ ᴌצᴉתᴄפ ᴊᴉ 

 ,(פᴍᴉᴋפᴈᴍᴀᴐᴀᴄװתᴍᴎᴋᴙ ᴀ ᴀפᴈקᴇ ᴌᴀװᴈᴀפ״פᴀᴆᴎ ṵᴌ ᴎᴄצפᴇᴎ ᴊᴋװᴔצפᴉᴍץפᴊᴋᴉᴌᴎṞ ᴌᴋפ״

ᴌᴍᴋᴎᴄᴍᴎᴋᴀᴋᴉפצᴈᴈᴙפ װᴋᴍװᴐפᴄᴍᴙ פ״ᴊᴋᴉᴌפṞ פ ᴍפᴄװ׳ ᴊᴋᴀᴄᴆתפᴈᴙװת װᴁᴌᴍצᴀᴤṝ 

 ᴆᴤת פᴀᴆצפᴊᴋ װᴈᴀפצᴋᴎᴊᴊᴎ ᴀ ᴐᴉᴋᴇᴀᴋᴉק צ פᴌװᴋתפᴉ uæקᴈᴉתᴀᴌᴑᴉ װᴈᴀװᴆצפץᴉת

ᴄᴉᴈᴄᴋװᴍᴈᴉקᴉ URL ᴀ ᴇװᴍᴉפת. 

ӄᴈᴀᴇפᴈᴀװṝ Ӄᴎתᴗᴍװ ᴊᴋװתװᴆᴗᴈᴉ צᴈᴀᴇפᴍװᴆᴗᴈᴙ ᴊᴋᴀ ᴌᴉפת״ᴈᴀᴀ ᴊᴋצפᴀᴆ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤṣ 
ӄӚӉӅӈӂ ᴊᴋᴉװצᴋᴤᴁᴍװ ᴋץפᴉᴍᴉᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴗṞ ᴀ פᴈפᴆᴀ״ᴀᴋᴎᴁᴍװ ᴌᴉפת״ᴈᴈᴙװ 
ᴀᴌᴄᴆᴣᴒװᴈᴀᴤṵװṶṣ Ӗװᴄᴉᴋᴋװᴄᴍᴈᴉ ᴌᴉפת״ᴈᴈᴉװṵᴈᴙװṶ ᴊᴋצפᴀᴆפ ᴇᴉקᴎᴍ ᴌᴎᴕװᴌᴍװצᴈᴈᴉ 
ᴉᴌᴆץפᴀᴍᴗ פ״ᴕᴀᴍᴎ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṣ 
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ӈᴆᴤ ᴉᴍᴄᴋᴙᴍᴀᴤ ᴄפᴋᴍᴉᴒᴄᴀ ᴎקᴋᴉ״ᴙ צᴙװץᴋᴀᴍפ״ װᴊᴀᴌᴗ ׳ צᴎᴋᴈפᴆװ ᴌᴉץᴙᴍᴀᴁ 

 ᴤפᴆᴗᴈפᴍװת ᴍᴌᴤװṣ ӗᴍᴄᴋᴉצᴊᴋᴉᴌᴉפ״ ᴈᴈᴙᴑפצᴆᴉᴄᴀᴋᴉץפ״ װᴒᴈװᴋװᴊ צ ᴌᴈᴉᴌᴍᴀ ᴀᴆᴀפᴉᴊ״װץ

ᴐᴉᴋᴇפ ᴌ צתᴎᴇᴤ ᴄᴉᴆᴉᴈᴄפᴇᴀṝ פᴍᴋᴀץᴎᴍᴙ ᴌᴉץᴙᴍᴀᴤ ᴀ ᴄᴉᴈᴍװᴄᴌᴍ ᴊᴋצפᴀᴆפ 

 ᴈᴀᴤṣפצᴄᴍᴀᴋᴉװᴍװת

Ӡᴍᴉ ᴉᴍᴉץᴋװפ׳פᴍᴌᴤ צ ᴄפᴋᴍᴉᴒᴄװ 

 ӛװᴑᴈᴀᴒװᴌᴄᴀפ װᴍᴋᴀץᴎᴍᴙ פ״ᴊᴋᴉᴌפṝ פתᴍפ ᴀ צᴋװᴇᴤṞ תᴉᴇװᴈṩᴊᴋᴀᴆᴉװ׳ᴈᴀװṞ uæ ᴄᴆᴀװᴈᴍפṞ 

ᴊᴉᴋᴍṞ ᴊᴋᴉᴍᴉᴄᴉᴆṞ oÿÿæᴇװᴍᴉת, ᴄᴉת ᴉᴍװצᴍפ ᴌװᴋװצᴋפ. 

 Ćé¬ פ״ᴊᴋᴉᴌפ ᴓװᴆᴀᴄᴉᴇṞ צᴄᴆᴣᴒפᴤ ᴌᴍᴋᴉᴄᴎ פ״ᴊᴋᴉᴌפṝ ᴋᴤתᴉᴇ תᴉᴌᴍᴎᴊᴈפ ᴀᴄᴉᴈᴄפ 

ᴄᴉᴊᴀᴋᴉפצᴈᴀᴤ תᴆᴤ ᴊװᴋפתװᴒᴀ פᴋᴍװᴐפᴄᴍץ צ פᴎᴐװᴋ ᴉץᴇװᴈפṣ 

 ӎᴈᴐᴉᴋᴇפᴓᴀᴤ ᴉ ᴌᴋץפᴉᴍצפᴔװᴇ ᴄᴉᴈᴍᴋᴉᴆװṝ ᴈפצ״פᴈᴀװ ᴀ ᴀᴌᴍᴉᴒᴈᴀᴄ ᴊᴋצפᴀᴆפṞ 

ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ᴌᴀקᴈפᴍᴎᴋᴙ ṵᴈפᴊᴋᴀᴇװᴋṞ ñè¬ uɅȲǸǪʌȡɐɅ ʬȡǍ ȺȡǩȡɅȲǸǪʌȡɐɅṞ uE ᶷᶲᶰᶯᶮᶮṶṞ 

ᴎᴋᴉװצᴈᴗ צᴉװת״ᴁᴌᴍצᴀᴤṣ 

Ӛᴙᴋᴙפת װᴈᴈᴙפ״ װᴊᴋᴉᴌצ פ ᴈװᴌᴄᴉᴆᴗᴄᴀᴑ ᴊᴋתװᴌᴍצפᴆװᴈᴀᴤᴑṝ éǍʭṞ ӍקפᴉᴆᴉצᴄᴀṞ ӛװᴆᴉ 

ṵװᴌᴆᴀ ᴊᴋᴀᴌᴎᴍᴌᴍצᴎװᴍṶṞ קᴉᴍᴉפצᴤ ᴄᴉᴇפᴈפת ǪĆé¬ ᴀ ¦ñÃ¸ᴊᴋתװᴌᴍצפᴆװᴈᴀװ ᴌᴉץᴙᴍᴀᴤ. 

Ӭᴍᴉ ᴊᴉצ״ᴉᴆᴤװᴍ ץᴙᴌᴍᴋᴉ צᴉᴌᴊᴋᴉᴀװצ״ᴌᴍᴀ פ״ᴊᴋᴉᴌ, ᴊᴋᴀᴆᴉ׳ᴀᴍᴗ פᴋᴍװᴐפᴄᴍᴙ ᴄ ᴍᴀᴄװᴍᴎ 

ᴀ ᴊᴋᴉװצᴌᴍᴀ ᴆᴉᴄפᴆᴗᴈᴎᴣ פצᴆᴀפתᴓᴀᴣ. 
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3.11.1 ӈᴉצפץᴆװᴈᴀװ uæתפᴋװᴌק צ פᴋᴎᴊᴊᴎ 

 ӄ ᴉץᴆפᴌᴍᴀ פᴍᴋᴀץᴎᴍᴉצ ᴌᴉץᴙᴍᴀᴤ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴄᴉᴈᴍװᴄᴌᴍᴈᴎᴣ ᴄᴉᴇפᴈתᴎ ẇӈᴉצפץᴀᴍᴗ 

uæ ק צᴋᴎᴊᴊᴎẈṣ 

 ӄ ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈצ װᴙװץᴋᴀᴍװ ᴌᴎᴕװᴌᴍצᴎᴣᴕᴎᴣ קᴋᴎᴊᴊᴎ ᴀ״ ᴌᴊᴋצפᴉᴒᴈᴀᴄפ ᴀᴆᴀ 

ᴊװᴋװᴄᴆᴣᴒᴀᴍװᴌᴗ ᴈצ פᴄᴆתפᴄᴎ ᴌᴉפת״ᴈᴀᴤ ᴈᴉצᴉᴁ קᴋᴎᴊᴊᴙṣ 

 Әᴋᴀ ᴌᴉפת״ᴈᴀᴀ ᴈᴉצᴉᴁ קᴋᴎᴊᴊᴙ פ״ᴊᴉᴆᴈᴀᴍװ ᴈפᴀᴇװᴈᴉפצᴈᴀװ ᴀṞ ᴊᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀṞ ᴉᴊᴀᴌפᴈᴀװṨ ᴊᴋᴀ װ׳ᴆפᴈᴀᴀ ᴎᴄ׳פᴀᴍת װᴀפᴊ״פᴉᴈᴙ תפᴋװᴌᴉצṣ 

ӛװᴄᴎᴕᴀᴁ uæ ץᴎװתᴍ תᴉצפץᴆװᴈ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀṣ 

 Ӛᴉᴑᴋפᴈᴀᴍװ ᴀ״ᴇװᴈװᴈᴀᴤṣ Ӆᴋᴎᴊᴊפ ᴌᴋ״פᴎ תᴉᴌᴍᴎᴊᴈצ פ ᴊᴉᴆᴀᴍᴀᴄפᴑ ğ!fṞ ᴌᴊᴀᴌᴄפᴑ 

 ᴑṣפᴍװᴈᴀᴤ ᴀ ᴉᴍᴒװתᴆᴣץפᴄᴀṩᴈצᴆᴉᴄᴀᴋᴉץ
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3.11.2 ӈᴉצפץᴆװᴈᴀװ Ćé¬ צ ᴄפᴋᴍᴉᴒᴄᴎ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴀ צᴙᴊᴎᴌᴄ ᴊᴋצפᴀᴆפ 

 ӈᴆᴤ ᴐᴀᴄᴌᴀᴋᴉפצᴈᴀᴤ ᴈץפᴆᴣװפתᴇᴉקᴉ Ćé¬ צ ᴋפᴇᴄפᴑ ᴀᴈװצᴈᴍפᴋᴈᴉᴁ ᴄפᴋᴍᴉᴒᴄᴀ 
ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍק װᴉᴍᴉצᴙװת װᴁᴌᴍצᴀᴤ ᴄפᴋᴍᴉᴒᴄᴀ ᴎקᴋᴉ״ᴙṣ 

 ӈᴆᴤ ᴈװᴇתװᴆװᴈᴈᴉᴁ פ״ᴕᴀᴍᴙ ᴌᴐᴉᴋᴇᴀᴋᴎᴁᴍװ ᴊᴋצפᴀᴆᴉ ᴈװᴊᴉᴌᴋתװᴌᴍװצᴈᴈᴉ ᴀ״ 
ᴄפᴋᴍᴉᴒᴄᴀ ᴎקᴋᴉ״ᴙ ᴒװᴋ״װ ᴄᴉᴇפᴈתᴎ ẇӈᴉצפץᴀᴍᴗ ᴊᴋצפᴀᴆᴉẈṣ 
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 ӄ ᴐᴉᴋᴇװ ᴌᴉפת״ᴈᴀᴤ ᴊᴋצפᴀᴆפתפ״ פᴁᴍװת װᴁᴌᴍצᴀװ ẇӍפᴊᴋװᴍᴀᴍᴗẈṞ ᴎᴄ׳פᴀᴍװ 
ᴊᴋᴀᴆᴉװ׳ᴈᴀװṞ ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀ «URL» ᴌᴉ ״ᴈפᴒװᴈᴀװᴇ ᴀ״ ᴌᴉץᴙᴍᴀᴤ ᴀ ᴊᴋᴀ 
ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴉקᴋפᴈᴀᴒᴗᴍװ ᴊᴉ oÿÿæᴇװᴍᴉתᴎ. 

 ӘᴋᴉװצᴋᴗᴍװṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṞ ᴊᴉᴌᴆװ ᴒקװᴉ ᴌᴉᴑᴋפᴈᴀᴍװ 

ᴊᴋצפᴀᴆᴉṣ Ӟᴀᴆᴗᴍᴋ צᴌᴍᴎᴊᴀᴍ צ ᴌᴀᴆᴎ ᴌᴋ״פᴎ ᴊᴉᴌᴆװ ᴊᴎץᴆᴀᴄפᴓᴀᴀṣ 

3.11.3 Ӭᴄᴌᴊᴉᴋᴍ ᴀ צᴉᴌᴊᴋᴉᴀװתװצ״ᴈᴀפ״ װᴊᴋᴉᴌפ 

 ӄᴄᴆתפᴄפ cURL  ᴌᴉװתᴋ׳ᴀᴍ קᴉᴍᴉצᴎᴣ ᴄᴉᴇפᴈתᴎ תᴆᴤ ᴆץפᴉᴋפᴍᴉᴋᴈᴉᴁ ᴊᴋᴉװצᴋᴄᴀ ᴀᴆᴀ 

 ᴄᴀṣתפᴉᴍᴆ װתװᴌᴋ צ פᴈᴍװתᴈᴀᴤ ᴀᴈᴓᴀװתװצ״ᴉᴌᴊᴋᴉᴀצ
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 JSON  ᴆᴤת ᴀ צᴍᴉװᴇᴎ ᴍᴀᴄװᴌᴀᴌᴍ צ ᴄᴀ״ᴋᴎקפ״ ᴆᴤת ᴈװתᴉקᴆᴉᴄ ᴊᴋᴀץ

SIEM/SOAR צ ᴆᴤᴓᴀᴀװᴈᴈᴉᴁ ᴄᴉᴋᴋפצᴀᴋᴉ״ᴍᴀפᴍᴉᴇצפ . 

 ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴀᴄᴉᴈᴄᴀ ᴄᴉᴊᴀᴋᴉפצᴈᴀᴤṩצᴙקᴋᴎ״ᴄᴀ תᴆᴤ פᴄᴄᴎᴋפᴍᴈᴉᴁ ᴊװᴋפתװᴒᴀ 

 ṣצᴄᴍᴉפᴐװᴋᴍפ

3.11.4 Әᴋפᴄᴍᴀᴒװᴌᴄᴀװ ᴋװᴄᴉᴇװᴈפתᴓᴀᴀ ᴊᴉ ᴊᴋᴀᴇװᴈװᴈᴀᴣ 

 ӈᴉצפץᴆᴤᴁᴍװ uæ ק צᴋᴎᴊᴊᴎ ẇӃᴆᴉᴄᴀᴋᴉצᴄפẈ ᴍᴉᴆᴗᴄᴉ ᴊᴋᴀ תᴉᴌᴍפᴍᴉᴒᴈᴉᴁ ᴎװצᴋװᴈᴈᴉᴌᴍᴀṨ 

ᴎᴒᴀᴍᴙפצᴁᴍװ ¸!ÿṞ ᴊᴋᴉᴄᴌᴀ ᴀ תפᴋװᴌפ ᴉץᴕᴀᴑ ᴉץᴆפᴒᴈᴙᴑ ᴊᴋᴉפצᴁװתᴋᴉצṣ 

 ӈᴆᴤ ᴊᴉצᴍᴉᴋᴤᴣᴕᴀᴑᴌᴤ פᴍפᴄ ᴈפ ᴉתᴀᴈ ᴀ ᴍᴉᴍ װ׳ ᴊᴎᴍᴗ צᴙᴊᴎᴌᴄפᴁᴍװ ᴊᴋצפᴀᴆᴉ ᴈפ 

ᴎᴋᴉװצᴈᴗ ẇӘᴋᴀᴆᴉװ׳ᴈᴀװ ọ Ćé¬ ọ ӕװᴍᴉתẈ צᴇװᴌᴍᴉ קᴆᴉפץᴆᴗᴈᴉᴁ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴌװᴍᴀ 

ᴀᴌᴍᴉᴒᴈᴀᴄפṣ 

 Әװᴋתװ ᴎװ׳ᴌᴍᴉᴒװᴈᴀװᴇ ᴊᴉᴆᴀᴍᴀᴄ ᴌװצᴋᴤᴁᴍװ ᴀװתᴈᴍᴀᴐᴀᴄפᴍᴉᴋ ᴊᴋצפᴀᴆפ 

 ᴇ ǪĆé¬ṣװᴙᴍᴀץᴀᴇᴉᴌᴍᴗ ᴌᴉתᴉצ״ᴉᴌᴊᴋᴉᴀצ װᴋᴤᴁᴍװצᴈᴀᴤ ᴀ ᴊᴋᴉפצᴄᴍᴀᴋᴉװᴍװת

Ӓפᴋᴍᴉᴒᴄפ ᴎקᴋᴉ״ᴙ ᴉץᴘתװᴀᴈᴤװᴍ פᴈפᴆᴀ״ ᴀ ᴋקפװᴀᴋᴉפצᴈᴀװṝ ӄᴙ ᴊᴉᴆᴎᴒװפᴍװ ᴊᴉᴆᴈᴙᴁ 

ᴄᴉᴈᴍװᴄᴌᴍ ᴌᴉץᴙᴍᴀᴤṞ ᴇᴉװ׳ᴍת װᴉצפץᴀᴍᴗ uæ צ ᴎᴊᴋצפᴆᴤװᴇᴎᴣ קᴋᴎᴊᴊᴎ צ ᴄפᴋᴍᴉᴒᴄװ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤṞ פ ᴍפᴄװ׳ ᴉᴊװᴋפᴍᴀצᴈᴉ צᴙᴊᴎᴌᴍᴀᴍᴗ ᴍפᴋװקᴍᴀᴋᴉפצᴈᴈᴉװ ᴊᴋצפᴀᴆᴉ ״װץ 

 ṣפᴁᴌװᴋᴐװᴉ ᴀᴈᴍקװᴄᴎᴕװᴍ ״ᴀ פתᴙᴑᴉצ

3.12 Ӝᴊᴋצפᴆװᴈᴀװ ᴎקᴋᴉפ״ᴇᴀ 

ӈפᴈᴈᴙᴁ ᴋװת״פᴆ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ ᴉᴊװᴋפᴍᴀצᴈᴉקᴉ ᴇᴉᴈᴀᴍᴉᴋᴀᴈפק ᴀ ᴉץᴋץפᴉᴍᴄᴀ 

ᴌᴉץᴙᴍᴀᴁ פץװצᴍפᴄ, פ״ᴐᴀᴄᴌᴀᴋᴉפצᴈᴈᴙᴑ WAF SaaS. ӄ ᴀᴈᴍװᴋᴐװᴁᴌװ ᴄᴉᴈᴌᴉᴆᴀתᴀᴋᴎᴣᴍᴌᴤ 

 ,(.ᴋת ᴋ, SQLi, LFI ᴀװᴊᴋᴀᴇפᴈ) ᴁװᴀᴇᴉᴌᴍצ״ᴓᴀᴀ ᴎᴤפᴍפᴊᴉᴊᴙᴍᴄᴀ ᴞᴄᴌᴊᴆᴎ װᴈᴈᴙפצᴄᴍᴀᴋᴉװᴍװת

ᴌᴍפᴍᴎᴌ ᴋפװᴄᴓᴀᴀ ğ!fṞ ᴄᴆᴣᴒצװᴙפ װᴍᴋᴀץᴎᴍᴙ HTTP IP װᴄᴎᴣᴕᴀפᴍפ ,צᴊᴋᴉᴌᴉפ״  ᴀ פᴌװᴋתפ

  .פᴈᴍװתᴍᴋᴙ ᴀᴈᴓᴀװᴇפᴋפᴊ װᴈᴈᴙװᴇװᴋצ
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3.12.1 Әᴉᴋᴤתᴉᴄ ᴋץפᴉᴍᴙ 

ӈᴆᴤ ᴈפᴒפᴆפ ᴋץפᴉᴍᴙ צᴙװץᴋᴀᴍװ ᴊᴋᴀᴆᴉװ׳ᴈᴀװṵᴤṶ ᴀ ᴊװᴋᴀᴉפ תᴈפᴆᴀפ״ṣ Ӟᴀᴆᴗᴍᴋᴙ 

ᴋפᴌᴊᴉᴆᴉװ׳ᴈᴙ װצ צᴋᴑᴈװᴁ ᴊפᴈװᴆᴀṝ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈṞ ẇӘᴉᴋᴍẈṞ ẇӘᴉᴀᴌᴄ פᴍפᴄᴎᴣᴕᴀᴑ 

ᴑᴉᴌᴍᴉצẈṞ ẇӛᴀᴊ פᴍפᴄᴀẈṞ ẇӄᴋװᴇװᴈᴈᴙק װᴋפᴈᴀᴓᴙẈṞ ẇӚᴉᴋᴍᴀᴋᴉצᴄפẈṣ Әᴉᴌᴆװ ᴊᴋᴀᴇװᴈװᴈᴀᴤ 

ᴐᴀᴆᴗᴍᴋᴉצ ᴉᴍᴉץᴋ״פᴀᴍᴌᴤ ᴆװᴈᴍפ ᴀᴈᴓᴀװתᴈᴍᴉצ ᴌ קᴋᴎᴊᴊᴀᴋᴉצᴄᴉᴁ ᴊᴉ ᴍᴀᴊפᴇ פᴍפᴄ ᴀ 

 ᴇṣפᴈװᴉᴇת

 ӈᴆᴤ ᴎקᴆᴎץᴆװᴈᴈᴉקᴉ פᴈפᴆᴀפ״ ᴉᴍᴄᴋᴉᴁᴍװ ᴄפᴋᴍᴉᴒᴄᴎ ᴀᴈᴍװᴋװᴌᴎᴣᴕװᴁ פᴍפᴄᴀṣ ӄ ᴄפᴋᴍᴉᴒᴄװ 

ᴉᴍᴉץᴋפ׳פᴣᴍᴌᴤṝ ᴊװᴋᴀᴉפ תᴄᴍᴀצᴈᴉᴌᴍᴀṞ תᴉᴇװᴈ ᴀ ᴊᴉᴋᴍṞ ẇӍפᴊᴋᴉᴌᴙṩuæẈṞ ẇӛᴉᴊ פᴍפᴄᴎᴣᴕᴀᴑ 

IPẈṞ ᴌᴍפᴍᴎᴌ ᴋפװᴄᴓᴀᴀ ṵẇӍץפᴆᴉᴄᴀᴋᴉפצᴈᴉẈṶṣ Ӓᴈᴉᴊᴄᴉᴁ ẇӘᴉᴄפ״פᴍᴗ פ״ᴊᴋᴉᴌᴙẈ ᴋפᴌᴄᴋᴉᴁᴍװ 

ᴊװᴋװᴒװᴈᴗ ᴄᴉᴈᴄᴋװᴍᴈᴙᴑ oÿÿæפ״ᴊᴋᴉᴌᴉצṣ ӈᴆᴤ ᴊᴉתᴍװצᴋװת׳ᴈᴀᴤ ᴊᴋᴀᴋᴉתᴙ פᴍפᴄᴀ 

ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍצ װᴄᴆתפᴄᴀ ץᴆᴉᴄפ ẇӚᴙᴋᴉᴁ oÿÿæפ״ᴊᴋᴉᴌẈ: 

«Raw»  ṣפᴍװᴄפᴉᴋᴄᴀ ᴊץᴉᴁ ᴌצᴉקᴀ ᴀᴍᴉ פᴊᴋᴉᴌפ״ ᴆᴀᴈᴀᴀ פᴆᴤ ᴊᴋᴉᴌᴇᴉᴍᴋת 

ẇӍקפᴉᴆᴉצᴄᴀẈ תᴆᴤ פᴈפᴆᴀפ״ ĆɾǸɶAgent, Accept, Cache Control ᴀ ᴀᴈᴙᴑ קפ״ᴉᴆᴉצᴄᴉצ, 
 .ᴋᴉᴇװצᴋװᴌ פᴊᴋᴉᴌפ״ ᴄᴎצᴄᴍᴉפᴍᴋ פᴆᴀᴤᴣᴕᴀᴑ ᴈצ

ẇӛװᴆᴉẈ ᴊᴋᴀ ᴈפᴆᴀᴒᴀᴀ æÃñÿפתᴈᴈᴙᴑ. 

«cURL» תᴆᴤ צᴉᴌᴊᴋᴉᴀװתװצ״ᴈᴀᴤ פ״ᴊᴋᴉᴌצ פ ᴄᴉᴈᴍᴋᴉᴆᴀᴋᴎװᴇᴉᴁ ᴌᴋװתװ 
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ӈᴉᴌᴍᴎᴊᴈᴙ ᴌװᴋצᴀᴌᴈᴙװת װᴁᴌᴍצᴀᴤṝ ẇӘᴉᴄפ״פᴍᴗ ᴌᴙᴋᴉᴁ ¦ñÃ¸Ẉ תᴆᴤ ᴞᴄᴌᴊᴉᴋᴍפ פᴋᴍװᴐפᴄᴍᴉצṞ 

ẇӒᴉᴊᴀᴋᴉפצᴍᴗ Ćé¬Ẉ ᴀ ẇӒᴉᴊᴀᴋᴉפצᴍᴗẈ תᴆᴤ ץᴙᴌᴍᴋᴉקᴉ ᴊװᴋװᴈᴉᴌפת פᴈᴈᴙᴑ צ 

ᴍᴀᴄװᴍᴌᴀᴌᴍװᴇᴎ. 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴌᴎ״ᴗᴍװ ᴉץᴆפᴌᴍᴗ ᴊᴉᴀᴌᴄפ ᴊᴉ פᴍפᴄᴎᴣᴕװᴇᴎ uæ ᴒװᴋ״װ ᴊᴉᴆװ ẇӘᴉᴀᴌᴄ 

 ᴄᴀצᴈᴉפᴎᴌᴍ תװᴊᴋ װᴎᴁᴍ״ᴇᴀᴄᴀ ᴀᴌᴊᴉᴆᴗפᴀᴈת פ״ᴆᴀפᴈפ Ẉṣ ӈᴆᴤצᴄᴎᴣᴕᴀᴑ ᴑᴉᴌᴍᴉפᴍפ

ᴊװᴋᴀᴉתᴉצ ṵᶯ װתᴈᴗṞ ᶵ תᴈװᴁṞ ᶱᶮ תᴈװᴁṶ ᴀᴆᴀ צᴙװץᴋᴀᴍפת װᴍᴙ צᴋᴎᴒᴈᴎᴣ צ ẇӄᴋװᴇװᴈᴈᴙᴑ 

  .ᴑẈפᴈᴀᴓפᴋק

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴊᴋᴀ ץᴙᴌᴍᴋᴉᴁ ᴉᴓװᴈᴄװ ᴎקᴋᴉ״ᴙṝ 

 Әᴋᴉװצᴋᴤᴍᴗ ᴌᴉᴉᴍװצᴍᴌᴍצᴀװ ᴌᴋפץפᴍᴙפצᴈᴀᴤ ᴌᴉװתᴋ׳ᴀᴇᴉᴇᴎ פ״ᴊᴋᴉᴌפ ᴀ ᴊᴋצפᴀᴆᴎ 

 ᴋṞ ẇñè¬ uɅȲǸǪʌȡɐɅ !ʌʌǍǪȶװᴊᴋᴀᴇפẈ ṵᴈפᴀᴆצפẇӘᴋ װᴆᴉᴄץ צ ᴈᴈᴉᴇᴎפ״פṞ ᴎᴄפᴄᴍװᴍװת

Detected via libinjection»).  

 Ӛᴉᴊᴉᴌᴍצפᴆᴤᴍᴗ ᴄᴉᴆᴀᴒװᴌᴍצᴉ ẇӍפᴊᴋᴉᴌᴉצṩuæẈ ᴀ ẇӛᴉᴊ פᴍפᴄᴎᴣᴕᴀᴑ uæẈ תᴆᴤ צᴙᴤצᴆװᴈᴀᴤ 

 ᴈᴀᴁṣפᴇᴊפᴈᴈᴙᴑ ᴄפצᴀᴋᴉ״ᴍᴀפᴍᴉᴇצפ

 Ӭᴄᴌᴊᴉᴋᴍᴀᴋᴉפצᴍᴗ פᴋᴍװᴐפᴄᴍᴙ ṵ¦ñÃ¸Ṟ ǪĆé¬Ṷ תᴆᴤ ᴊᴉᴌᴆתװᴎᴣᴕװᴁ ᴄᴉᴋᴋװᴆᴤᴓᴀᴀ צ 

SIEM. 



104 

 

 Әᴋᴀ ᴊᴉצᴍᴉᴋᴤᴣᴕᴀᴑᴌᴤ ᴀᴌᴍᴉᴒᴈᴀᴄפᴑ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴌᴇ׳װᴈᴙᴁ ᴐᴎᴈᴄᴓᴀᴉᴈפᴆ 

ᴊᴉᴋᴍפᴆפ ṵᴋװת״פᴆ ẇuæקᴋᴎᴊᴊᴙẈ) תᴆᴤ צᴋװᴇװᴈᴈᴉᴁ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴀᴆᴀ ᴌᴉפת״ᴈᴀᴤ 

ᴀᴌᴄᴆᴣᴒװᴈᴀᴁ צ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ ӄפᴔװᴁ ᴊᴉᴆᴀᴍᴀᴄᴉᴁ. 

әװת״פᴆ ẇӜᴊᴋצפᴆװᴈᴀװ ᴎקᴋᴉפ״ᴇᴀẈ ᴉװץᴌᴊװᴒᴀװפצᴍ ᴊᴉᴆᴈᴙᴁ ᴓᴀᴄᴆ ᴊװᴋצᴀᴒᴈᴉᴁ 

ᴉץᴋץפᴉᴍᴄᴀ ᴀᴈᴓᴀװתᴈᴍᴉ״װץץװצ צᴉᴊפᴌᴈᴉᴌᴍᴀ: ᴉץᴈפᴋᴎװ׳ᴈᴀװצ ,װᴋᴀᴐᴀᴄפᴓᴀᴣ, 

 .ᴈᴀᴤפצᴀᴋᴉקפװᴊᴙ ᴋפᴞᴍ װᴎᴣᴕᴀתװᴊᴉᴌᴆ פᴒᴎ ᴈפתװᴋװᴀ ᴊ װᴈᴀפצᴈᴍᴀᴋᴉװᴉᴄᴎᴇת

әקװᴎᴆᴤᴋᴈᴉװ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴐᴀᴆᴗᴍᴋᴉװת ,צᴍפᴆᴗᴈᴉקᴉ ᴊᴋᴉᴌᴇᴉᴍᴋפ ᴌᴙᴋᴉקᴉ ᴍᴋפᴐᴀᴄפ ᴀ 

ᴞᴄᴌᴊᴉᴋᴍפ פᴋᴍװᴐפᴄᴍᴉצ ᴊᴉצ״ᴉᴆᴤװᴍ ץᴙᴌᴍᴋᴉ ᴉᴍᴌװᴄפᴍᴗ ᴆᴉ׳ᴈᴙװ ᴌᴋפץפᴍᴙפצᴈᴀᴤ, 

ᴐᴀᴄᴌᴀᴋᴉפצᴍᴗ ᴋפװᴆᴗᴈᴙװ ᴊᴉᴊᴙᴍᴄᴀ ᴞᴄᴌᴊᴆᴎפᴍפᴓᴀᴀ ᴀ ᴊᴉװתתᴋ׳ᴀפצᴍᴗ פᴄᴍᴎפᴆᴗᴈᴉᴌᴍᴗ 

 ᴈᴀᴁṣװ׳ᴉᴌᴍᴎᴊᴈᴉᴌᴍᴀ ᴊᴋᴀᴆᴉת ᴈᴀᴤװ׳ᴌᴈᴀ ״װץ ᴋ ğ!f ñǍǍñװᴕᴀᴍᴈᴙᴑ ᴇפ״
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4. Әᴋצפᴀᴆ״װץ פᴉᴊפᴌᴈᴉᴌᴍᴀ 

4.1 Әᴋᴉװצᴋᴄפ ᴋץפᴉᴍᴉᴌᴊᴉᴌᴉץᴈᴉᴌᴍᴀ ᴊᴋצפᴀᴆפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴋᴤתᴉᴄ װצᴋᴀᴐᴀᴄפᴓᴀᴀ ᴌᴉפת״ᴈᴈᴙᴑ ᴊᴋצפᴀᴆ ğ!fṞ 

 ᴈᴀᴤṞװᴄᴆᴣᴒצ פᴍᴎᴌפᴀᴁṞ ᴌᴍצᴀᴄᴀ ᴎᴌᴆᴉקᴄᴍᴈᴉᴌᴍᴀ ᴆᴉװᴋᴄᴎ ᴄᴉᴋᴋװצᴤ ᴊᴋᴉפᴄᴆᴣᴒצ

ᴉ׳ᴀװפתᴇᴉקᴉ ᴞᴐᴐװᴄᴍפ ᴈפ ᴍᴋפᴐᴀᴄ ᴀ ᴐᴀᴄᴌפᴓᴀᴣ ᴋ״װᴎᴆᴗᴍפᴍ׳ צ פᴎᴋᴈפᴆפᴑṣ Әᴋצפᴀᴆפ 

ᴊᴉװתתᴋ׳ᴀפצᴣᴍ ᴉץᴘתװᴀᴈװᴈᴀװ ᴎᴌᴆᴉצᴀᴁ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴊᴉ ᴆᴉקᴀᴄװ ӎṞ ᴉץᴘתװᴀᴈװᴈᴀװ 

 ᴍᴋװᴇפᴋפᴊ ״װᴋװᴒ פᴍפᴎᴆᴗᴍ״װᴉ ᴋקװᴕץᴋᴌᴀᴣ ᴉװצᴀᴈ װ׳ᴄפᴍ פ ṦӎӔӎṦṞ װᴀᴄקᴋᴎᴊᴊ ᴊᴉ ᴆᴉק

«ӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈṣ ӈװᴁᴌᴍצᴀװ ᴊᴋצפᴀᴆװפתפ״ פᴍᴌᴤ ᴄפᴄ ẇә״פᴋװᴔᴀᴍᴗẈ 

ᴆᴀץᴉ ẇӍפᴊᴋװᴍᴀᴍᴗẈṞ פ ᴌפᴇᴉ ᴊᴋצפᴀᴆᴉ ᴀᴇװװᴍ ᴊᴋᴀ״ᴈפᴄ ẇӄᴄᴆᴣᴒװᴈᴉẈṣ Ӝᴄפ״פᴈᴈᴙװ 

ᴞᴆװᴇװᴈᴍᴙ ᴀ ᴀᴑ ᴌװᴇפᴈᴍᴀᴄפ ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴍ ᴌᴊװᴓᴀᴐᴀᴄפᴓᴀᴀ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפ ᴊᴋצפᴀᴆṣ 

ӈᴆᴤ ᴊᴋᴉװצᴋᴄᴀ ᴊᴋצפᴀᴆצ פᴙᴊᴉᴆᴈᴀᴍװ ᴌᴆתװᴎᴣᴕᴀװת װᴁᴌᴍצᴀᴤ צ ᴀᴈᴍװᴋᴐװᴁᴌװ ᴀ 

ᴒװᴋ״װ ᴌװᴍצװᴙפ״ װᴊᴋᴉᴌᴙṣ 

 ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊᴋצפᴀᴆᴉ ᴌᴉᴑᴋפᴈװᴈᴉ ᴀ פᴄᴍᴀצᴈᴉṣ 

ӘᴋᴉװצᴋᴗᴍװṞ ᴒᴍᴉ ᴊᴋצפᴀᴆᴉ ᴉᴍᴉץᴋװפ׳פᴍᴌᴤ צ ᴊװᴋװᴒᴈװṞ װתᴁᴌᴍצᴀװ ᴌᴉᴉᴍװצᴍᴌᴍצᴎװᴍ 

ᴍᴋץװᴎװᴇᴉᴇᴎ ᴌᴓװᴈפᴋᴀᴣṞ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṣ 

 Әᴋᴉᴌᴇᴉᴍᴋᴀᴍװ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴣ ᴎᴌᴆᴉצᴀᴤṣ 

ӗᴍᴄᴋᴉᴁᴍװ ᴄפᴋᴍᴉᴒᴄᴎ ᴊᴋצפᴀᴆפ ᴀ ᴊᴋᴉװצᴋᴗᴍװṝ ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṞ ᴉᴊװᴋפᴍᴉᴋṞ 

ᴌᴉװתᴋ׳ᴀᴇᴉ״ װᴈפᴒװᴈᴀᴁṞ ᴌᴉᴌᴍק צפᴋᴎᴊᴊ ᴀ ᴈפᴆᴀᴒᴀװṩᴉᴍᴌᴎᴍᴌᴍצᴀװ ᴀᴈװצᴋᴌᴀᴀ 

ᴋ״װᴎᴆᴗᴍפᴍפṣ ӈᴆᴤ ᴌᴉᴌᴍצפᴈᴙᴑ ᴊᴋצפᴀᴆ ᴊᴉתᴍװצᴋתᴀᴍװ ᴉ׳ᴀװפתᴇᴎᴣ ᴆᴉקᴀᴄᴎ ṦӎṦ ᴀ 

ṦӎӔӎṦ. 

 ӄᴙᴊᴉᴆᴈᴀᴍװ ᴍװᴌᴍᴉצᴙװ oÿÿæפ״ᴊᴋᴉᴌᴙ ᴀ״ ᴌᴋתװᴙ, ᴊᴉתᴊפתפᴣᴕװᴁ ᴊᴉת ᴎᴌᴆᴉצᴀᴤ. 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴀ״ᴉᴆᴀᴋᴉפצᴈᴈᴙᴁ ᴀᴌᴍᴉᴒᴈᴀᴄ ᴍᴋפᴐᴀᴄפ ṵĞæ¸צᴙᴑᴉת, 

ᴉᴍװתᴆᴗᴈᴙᴁ ᴌװᴋװצᴋ) ᴌ ᴊᴋתװᴌᴄ״פᴎװᴇᴙᴇ ᴀᴌᴑᴉתᴤᴕᴀᴇ IP. Ӄ״פᴉפצᴤ ᴊᴋᴉװצᴋᴄפ 

ᴌᴍפᴍᴎᴌפ ᴉᴍװצᴍפṝ 

curl  -s -o /dev /null  -w  '%{http _code }\n ' https  /<ᴈװᴉᴇת-ᴔפצ>//:

ӗ׳ᴀװפתᴇᴙװ ᴄᴉתᴙṝ 

ӈᴆᴤ ᴊᴋצפᴀᴆ ẇӍפᴊᴋװᴍᴀᴍᴗẈ ṽ ᴄᴉץ תᴆᴉᴄᴀᴋᴉצᴄᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ṵᴈפᴊᴋᴀᴇװᴋṞ ᶲᶮᶱṶ 
ᴆᴀץᴉ ᴐᴀᴋᴇװᴈᴈפᴤ ᴌᴍᴋפᴈᴀᴓפ ğ!fṨ 

ӈᴆᴤ ᴊᴋצפᴀᴆ ẇә״פᴋװᴔᴀᴍᴗẈ ṽ ᴎᴌᴊװᴔᴈᴙᴁ ᴄᴉת ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ ṵᴉץᴙᴒᴈᴉ ᶰᶮᶮṩᶱᶮᶰṶṣ 
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 Ӎפᴐᴀᴄᴌᴀᴋᴎᴁᴍװ ᴊᴋᴉװצᴋᴄᴎ ᴊᴉװתװצᴈᴀᴤ ᴊᴋᴀ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴙᴑ קᴋᴎᴊᴊפᴑṣ 

Ӊᴌᴆᴀ ᴊᴋצפᴀᴆᴉ ᴌᴉװתᴋ׳ᴀᴍ ᴈװᴌᴄᴉᴆᴗᴄᴉ קᴋᴎᴊᴊ ṵᴆᴉקᴀᴄפ ṦӎӔӎṦṶṞ צᴙᴊᴉᴆᴈᴀᴍפ״ װᴊᴋᴉᴌᴙ ᴀ״ 

ᴄת׳פᴉᴁ ᴋװᴆפצװᴈᴍᴈᴉᴁ ᴌᴋתװᴙṞ ᴒᴍᴉץᴙ ᴊᴉתᴍװצᴋתᴀᴍᴗṞ ᴒᴍᴉ ᴌᴋפץפᴍᴙװפצᴍ ᴑᴉᴍᴤ ץᴙ ᴉתᴈפ 

 ᴍṣפᴎᴆᴗᴍ״װᴙᴁ ᴋצᴉקᴀᴍᴉ פᴆᴀᴤᴣᴍ ᴈצ װᴋᴎᴊᴊᴙ ᴈק װᴆᴀᴔᴈᴀ פ Ṟפᴋᴎᴊᴊק

 

 Әᴋᴀ ᴈפᴆᴀᴒᴀᴀ ᴊᴋᴉᴄᴌᴀṩ>E¸ ᴊᴋᴉװצᴋᴗᴍװ ᴀᴌᴍᴉᴒᴈᴀᴄ uæṞ ᴄᴉᴍᴉᴋᴙᴁ פᴈפᴆᴀ״ᴀᴋᴎװᴍ 

WAF.  

ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴌᴀᴌᴍװᴇפ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍ ᴋפװᴆᴗᴈᴙᴁ ᴄᴆᴀװᴈᴍᴌᴄᴀᴁ תפᴋװᴌṞ פ ᴈװ uæ ᴎ״ᴆפ 

>E¸ṣ ӄ ᴍװᴌᴍפᴑ ᴈװ ᴊᴉᴆפקפᴁᴍװᴌᴗ ᴈפ ᴊᴉתᴌᴍפᴈᴉצᴄᴎ קפ״ᴉᴆᴉצᴄᴉצ ᴌᴉ ᴌᴍᴉᴋᴉᴈᴙ ᴄᴆᴀװᴈᴍפ 

(«X Forwarded For  װᴒפᴀᴈ ,פᴉ ᴌᴊᴀᴌᴄקᴈᴈᴉװᴋװצᴉת ᴉקᴈᴈᴉװᴌᴍᴋᴉפᴀᴆᴗᴈᴉ ᴈצפᴊᴋ ״װץ («

ᴋ״װᴎᴆᴗᴍפᴍ ᴊᴋᴉװצᴋᴄᴀ ץᴎװתᴍ ᴈתװᴉᴌᴍᴉװצᴋᴈᴙᴇ. 

 

 Әᴋᴉװצᴋᴗᴍ׳ װᴎᴋᴈפᴆᴙ ᴌᴉץᴙᴍᴀᴁ ğ!fṣ 

ӗᴍᴄᴋᴉᴁᴍ׳ װᴎᴋᴈפᴆ ᴀ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ פ״ᴊᴋᴉᴌᴙ ᴀ״ ᴍװᴌᴍᴉצᴉᴁ ᴌᴋתװᴙ פ״ᴐᴀᴄᴌᴀᴋᴉפצᴈᴙ 

ᴌ ᴎᴄפ״פᴈᴀװᴇ װתᴁᴌᴍצᴀᴤ ᴊᴋצפᴀᴆפ ṵẇᴋ״פᴋװᴔװᴈᴉẈ ᴀᴆᴀ ẇפ״ᴊᴋװᴕװᴈᴉẈṶṞ ᴌᴉצᴊװפתפᴍ 

ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀ ᴀ ᴉᴊװᴋפᴍᴉᴋṞ פ ᴍפᴄװ׳ ᴉᴍᴉץᴋװפ׳פᴍᴌᴤ ᴌᴌᴙᴆᴄפ ᴈפ ᴀᴇᴤ ᴊᴋצפᴀᴆפṣ 

 

 Әᴉתᴍװצᴋתᴀᴍװ ᴉᴍᴌᴎᴍᴌᴍצᴀװ ᴊᴉץᴉᴒᴈᴙᴑ ᴞᴐᴐװᴄᴍᴉצṣ 

ӄᴙᴊᴉᴆᴈᴀᴍװ ᴄᴉᴈᴍᴋᴉᴆᴗᴈᴙפ״ װᴊᴋᴉᴌᴙ ᴀ״ ᴆקװᴀᴍᴀᴇᴈᴙᴑ ᴌᴋתװṞ ᴈװ ᴊᴉתᴊפתפᴣᴕᴀᴑ ᴊᴉת 

ᴎᴌᴆᴉצᴀᴤṞ ᴒᴍᴉץᴙ ᴎתװץᴀᴍᴗᴌᴤ צ ᴉᴍᴌᴎᴍᴌᴍצᴀᴀ ᴆᴉ׳ᴈᴙᴑ ᴌᴋפץפᴍᴙפצᴈᴀᴁṣ  

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴑᴋפᴈᴀᴍᴗ פᴋᴍװᴐפᴄᴍᴙ ᴊᴋᴉװצᴋᴄᴀṝ ᴄᴉᴇפᴈתᴈᴙװ ᴌᴍᴋᴉᴄᴀṞ צᴋװᴇװᴈᴈᴙװ uæ 
ᴍװᴌᴍᴉצᴉᴁ ᴌᴋתװᴙṞ ᴉᴍᴇװᴍᴄᴀ ᴀ׳ ״ᴎᴋᴈפᴆᴉצ ᴀ ᴊᴉᴆᴎᴒװᴈᴈᴙװ ᴄᴉתᴙ ᴉᴍװצᴍᴉצṣ ӈᴆᴤ ᴌᴆᴉ׳ᴈᴙᴑ 
ᴊᴋצפᴀᴆ תᴉᴄᴎᴇװᴈᴍᴀᴋᴎᴁᴍװṞ ᴄפᴄᴀק װᴋᴎᴊᴊᴙ ᴀ ᴎᴌᴆᴉצᴀᴤ ᴉװץᴌᴊװᴒᴀᴆᴀ ᴌᴋפץפᴍᴙפצᴈᴀװṣ 
Әᴋᴀ ᴀ״ᴇװᴈװᴈᴀᴀ ᴈץפᴉᴋ״ פᴈפᴒװᴈᴀᴁ צ ᴎᴌᴆᴉצᴀᴤᴑ ṵᴈפᴊᴋᴀᴇװᴋṞ פᴄᴍᴎפᴆᴀפ״ᴓᴀᴤ ᴊᴉתᴌװᴍװᴁ 
ᴀᴆᴀ קᴋᴎᴊᴊ uæṶ ᴌᴆתװᴎװᴍ ᴊᴉצᴍᴉᴋᴤᴍᴗ ᴊᴋᴉװצᴋᴄᴎ ᴊᴉ ᴎᴄפ״פᴈᴈᴉᴁ ᴌᴑװᴇװ ᴀ ᴐᴀᴄᴌᴀᴋᴉפצᴍᴗ 
ᴋ״װᴎᴆᴗᴍפᴍ ׳ צᴎᴋᴈפᴆװ ᴀ״ᴇװᴈװᴈᴀᴁṣ Ӕᴉקᴀᴄפ ᴉץᴘתװᴀᴈװᴈᴀᴤ ᴎᴌᴆᴉצᴀᴁ ᴀ קᴋᴎᴊᴊṞ פ ᴍפᴄװ׳ 
ᴊפᴋפᴇװᴍᴋ ᴀᴈװצᴋᴌᴀᴀ ᴋ״װᴎᴆᴗᴍפᴍפ ᴉᴌᴍפᴣᴍᴌᴤ ᴄᴆᴣᴒצװᴙᴇᴀ ᴍᴉᴒᴄפᴇᴀ ᴄᴉᴈᴍᴋᴉᴆᴤ ᴊᴋᴀ 
ᴄת׳פᴉᴇ ᴓᴀᴄᴆװ ᴊᴋᴉװצᴋᴄᴀ 



107 

 

4 .2 ӈᴉצפץᴆװᴈᴀװ uæ תפᴋװᴌצ פ ᴒװᴋᴈᴙᴁ ᴌᴊᴀᴌᴉᴄ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ תᴉצפץᴆװᴈᴀװ ᴊᴋצפᴀᴆפṞ ץᴆᴉᴄᴀᴋᴎᴣᴕקװᴉ ᴍᴋפᴐᴀᴄ ᴌ 

ᴎᴄפ״פᴈᴈᴙᴑ uæתפᴋװᴌᴉצ ᴈפ ᴎᴋᴉצᴈװ WAF. әפװᴆᴀפ״ᴓᴀᴤ צᴙᴊᴉᴆᴈᴤװᴍᴌᴤ ᴒװᴋװת ״װᴁᴌᴍצᴀװ 

ẇӍפᴊᴋװᴍᴀᴍᴗẈ ᴀ ᴎᴌᴆᴉצᴀװ «IP  ᴋᴎᴊᴊᴙק ᴈᴉᴁתᴈᴎᴍᴋᴀ ᴉצ ᴀᴤצẈ. Ӝᴌᴆᴉפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴌᴉתװᴀᴈᴤᴣᴍᴌᴤ ᴆᴉקᴀᴄᴉᴁ ṦӎṦṞ ᴋ״פᴈᴙק װᴋᴎᴊᴊᴙ ᴉץᴘתװᴀᴈᴤᴣᴍᴌᴤ ᴆᴉקᴀᴄᴉᴁ ṦӎӔӎṦṣ Әᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉᴌᴍᴎᴊᴈפ ᴀᴈװצᴋᴌᴀᴤ ᴋ״װᴎᴆᴗᴍפᴍפ ᴒװᴋ״װ ᴊפᴋפᴇװᴍᴋ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ 

ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈṣ ӈפᴈᴈפᴤ ᴆᴉקᴀᴄפ ᴌᴉᴉᴍװצᴍᴌᴍצᴎװᴍ ᴌᴊװᴓᴀᴐᴀᴄפᴓᴀᴀ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפ 

ᴊᴋצפᴀᴆṣ 

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ uæתפᴋװᴌצ פ ᴒװᴋᴈᴙᴁ ᴌᴊᴀᴌᴉᴄ צᴙᴊᴉᴆᴈᴀᴍװ ᴊᴉᴌᴆתװᴉפצᴍװᴆᴗᴈᴉᴌᴍᴗ 

 :װ׳ᴈᴈᴎᴣ ᴈᴀװᴆצפᴌᴍתװᴀᴁ, ᴊᴋצᴁᴌᴍװת

1. ӗᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ẇӘᴋצפᴀᴆפẈ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗ ᴊᴋצפᴀᴆᴉẈṣ ӄ 

ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈצ װ ᴊᴉᴆװ ẇӈװᴁᴌᴍצᴀװẈ צᴙװץᴋᴀᴍװ ẇӍפᴊᴋװᴍᴀᴍᴗẈ. 

2. ӄ קᴋᴎᴊᴊװ ᴎᴌᴆᴉצᴀᴁ פתפ״ᴁᴍװ ᴊᴋᴉװצᴋᴄᴎ ᴀᴌᴍᴉᴒᴈᴀᴄפṝ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ «IP  .Ẉפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ӗᴊװᴋפᴍᴉᴋ צᴙץᴀᴋװפᴍᴌᴤ צ ᴌᴉᴉᴍװצᴍᴌᴍצᴀᴀ ᴌ פתפ״ᴒװᴁṝ 

 ẇәצפᴈᴉẈ תᴆᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴄᴉᴈᴄᴋװᴍᴈᴉקᴉ uæʬᶲṩuæʬᶴṣ 

 ẇӄ >uEéẈ תᴆᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴊᴉתᴌװᴍᴀ צ ᴐᴉᴋᴇפᴍװ ᶯᶷᶰṣᶮṣᶰṣᶮṩᶰᶲ ᴀᴆᴀ ᶰᶮᶮᶯṝǱǩᶶṝṝṩᶱᶰṣ 

 ẇӄ קᴋᴎᴊᴊװ uæẈ ᴊᴋᴀ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴀ פ״ᴋפᴈװװ ᴊᴉקתᴉᴍᴉצᴆװᴈᴈᴙᴑ uæקᴋᴎᴊᴊ. 

 ẇӄ װקᴉᴆᴉᴄפᴓᴀᴀẈ תᴆᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴌᴍᴋפᴈ ᴊᴉ uñÃ2. Ӎפᴇװᴒפᴈᴀװק :װᴉᴆᴉᴄפᴓᴀᴤ ᴊᴉ 

IP ᴤצᴆᴤװᴍᴌᴤ ᴉᴓװᴈᴉᴒᴈᴉᴁ ᴀ ᴈת װᴉᴆ׳ᴈפ ᴋפᴌᴌᴇפᴍᴋᴀפצᴍᴗᴌᴤ ᴄפᴄ ״װץᴎᴌᴆᴉצᴈᴉ 

ᴍᴉᴒᴈפᴤ. 

3. ӄ ᴊᴉᴆװ ẇӚᴉװתᴋ׳ᴀᴇᴉװẈ ᴎᴄ׳פᴀᴍתפ װᴋװᴌפ ᴀᴆᴀ תᴀפᴊ״פᴉᴈᴙṣ Ӓת׳פᴙᴁ ᴞᴆװᴇװᴈᴍ 

 ᴈᴀᴤװᴒפᴈ״ װᴋᴀᴍװץᴙצ ᴓᴀᴀẈפᴉᴆᴉᴄװק uæẈ ᴀ ẇӄ װᴋᴎᴊᴊק ᴆᴗᴈᴉṣ ӈᴆᴤ ẇӄװתᴀᴍᴌᴤ ᴉᴍתᴉצצ

ᴀצ ״ᴙᴊפתפᴣᴕקװᴉ ᴌᴊᴀᴌᴄפṣ 

4. Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴋפᴌᴔᴀᴋᴗᴍװ ᴄᴋᴀᴍװᴋᴀᴀṝ 

 ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ ṦӎṦẈ תᴆᴤ ᴌᴉצᴇװᴕװᴈᴀᴤ ᴈװᴌᴄᴉᴆᴗᴄᴀᴑ ᴊᴋᴉװצᴋᴉᴄ צ ᴉתᴈᴉᴁ 

 ᴙᴊᴉᴆᴈᴀᴍᴗᴌᴤṶṣצ ᴈᴙ׳ᴉᴆת ᴀᴤצᴎᴌᴆᴉ װᴌצṵ װᴋᴎᴊᴊק

 ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṦӎӔӎṦẈ תᴆᴤ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴙᴑ ᴈץפᴉᴋᴉצ ᴎᴌᴆᴉצᴀᴁ 

ṵתᴉᴌᴍפᴍᴉᴒᴈᴉ צᴙᴊᴉᴆᴈװᴈᴀᴤ ᴉתᴈᴉᴁ קᴋᴎᴊᴊᴙṶṣ 

5. Ӗװ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈṞ װᴌᴆᴀ 

ᴍᴋץװᴎװᴍᴌᴤ ᴄᴆפᴌᴌᴀᴒװᴌᴄᴀᴁ ᴒװᴋᴈᴙᴁ ᴌᴊᴀᴌᴉᴄṣ ӎᴈװצᴋᴌᴀᴤ ᴊᴋᴀᴇװᴈᴤװᴍᴌᴤ תᴆᴤ 

ᴌᴊװᴓᴀᴐᴀᴒװᴌᴄᴀᴑ ᴌᴓװᴈפᴋᴀצװ ᴀᴌᴄᴆᴣᴒװᴈᴀᴤ ᴀ צ ᴍᴀᴊᴉצᴉᴁ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴀ ᴈװ ᴈᴎ׳ᴈפṣ 
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6. ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṞ פ״ᴍװᴇ ᴌᴉᴑᴋפᴈᴀᴍװ 

ᴀ״ᴇװᴈװᴈᴀᴤ ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפץᴀᴍᴗẈ. 

4 .3 Ӗפᴌᴍᴋᴉᴁᴄפ ᴋ״פᴋװᴔפᴣᴕקװᴉ ᴊᴋצפᴀᴆפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴊᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ ᴋ״פᴋװᴔפᴣᴕקװᴉ ᴊᴋצפᴀᴆצ פ 

ğ!f ñǍǍñṣ ә״פᴋװᴔפᴣᴕװװ ᴊᴋצפᴀᴆᴉ ᴊᴋᴀᴇװᴈᴤװᴍᴌᴤ ᴄ צᴑᴉתᴤᴕᴀᴇ oÿÿæפ״ᴊᴋᴉᴌפᴇ ᴀ 

ᴊᴋתװᴈ״פᴈפᴒװᴈᴉ תᴆᴤ ״װץᴉᴊפᴌᴈᴉקᴉ ᴊᴋᴉᴊᴎᴌᴄפ ᴍᴋפᴐᴀᴄפ, ᴄᴉᴍᴉᴋᴙᴁ תᴉᴆװ׳ᴈ 

ᴀקᴈᴉᴋᴀᴋᴉפצᴍᴗᴌᴤ ᴇװᴑפᴈᴀ״ᴇפᴇᴀ ץᴆᴉᴄᴀᴋᴉצᴄᴀ. Ӝᴌᴆᴉצᴀװ ᴌᴒᴀᴍװפᴍᴌᴤ צᴙᴊᴉᴆᴈװᴈᴈᴙᴇ, 

 ᴋᴎᴊᴊᴙק ᴀᴁṣ ӄᴈᴎᴍᴋᴀצᴎᴌᴆᴉ װᴋᴎᴊᴊק ᴈᴉᴁתᴙ ᴉץ ᴍ ᴑᴉᴍᴤװᴎצᴍᴌᴍװצᴊᴋᴉᴌ ᴌᴉᴉᴍפ״ ᴌᴆᴀװ

ᴎᴌᴆᴉצᴀᴤ ᴉץᴘתװᴀᴈᴤᴣᴍᴌᴤ ᴆᴉקᴀᴄᴉᴁ ṦӎṦṞ ᴇת׳װᴎ קᴋᴎᴊᴊפᴇᴀ ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ ᴆᴉקᴀᴄפ ṦӎӔӎṦ. 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴇᴉ׳ᴈᴉ ᴀᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴊפᴋפᴇװᴍᴋᴙ ᴊᴋᴀצᴀᴆפ 

ᴊװᴋװᴄᴆᴣᴒפᴍװᴆװᴇ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṶẈ.  

ӈᴆᴤ ᴌᴉפת״ᴈᴀᴤ ᴋ״פᴋװᴔפᴣᴕקװᴉ ᴊᴋצפᴀᴆפ ᴉᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ẇӘᴋצפᴀᴆפẈ ᴀ 

ᴀᴈᴀᴓᴀᴀᴋᴎᴁᴍװ ᴌᴉפת״ᴈᴀװ ᴈᴉצᴉקᴉ ᴊᴋצפᴀᴆפṣ ӄ ᴊפᴋפᴇװᴍᴋװ ẇӈװᴁᴌᴍצᴀװẈ צᴙװץᴋᴀᴍװ 

ẇә״פᴋװᴔᴀᴍᴗẈṣ ӄתװצᴀᴍװ ᴊᴉᴈᴤᴍᴈᴉװ ẇӖפצ״פᴈᴀװẈ ᴀ ᴊᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ פ״ᴊᴉᴆᴈᴀᴍװ 

ẇӗᴊᴀᴌפᴈᴀװẈṣ ӗᴍᴄᴋᴉװᴍᴌᴤ ᴐᴉᴋᴇפ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפ ᴎᴌᴆᴉצᴀᴁṣ 

ӄ ץᴆᴉᴄװ ẇӅᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁẈ פתפ״ᴣᴍᴌᴤ ᴊᴋᴉװצᴋᴄᴀṣ ӄᴈᴎᴍᴋᴀ ᴉתᴈᴉᴁ קᴋᴎᴊᴊᴙ צᴌװ ᴎᴌᴆᴉצᴀᴤ 

 ᴈᴎᴍᴋᴀצ ᴋᴉᴄװצᴙᴑ ᴊᴋᴉצᴈᴀᴤ ᴈᴉװᴆצפץᴉת ᴈᴈᴉṣ ӈᴆᴤװᴇװᴋצᴈᴉתᴙᴊᴉᴆᴈᴤᴍᴗᴌᴤ ᴉצ ᴈᴙ׳ᴉᴆת

 פᴉᴋץפᴈᴀᴤ ᴈװᴌᴔᴀᴋפṦӎṦẈṣ ӈᴆᴤ ᴋ װᴀצᴀᴍᴗ ᴎᴌᴆᴉצפץᴄᴈᴉᴊᴄᴎ ẇӈᴉ װᴎᴁᴍ״ᴋᴎᴊᴊᴙ ᴀᴌᴊᴉᴆᴗק

 ᴋᴎᴊᴊᴎק ᴀᴍᴗצפץᴄᴈᴉᴊᴄᴎ ẇӈᴉ װᴎᴁᴍ״ᴈᴀᴤ ᴀᴌᴊᴉᴆᴗװᴔװᴋ״פᴋ צװᴋᴀפᴈװᴈᴙᴑ ᴌᴓצᴍᴀפᴋᴈװᴆᴗᴍפ

ṦӎӔӎṦẈṣ ӗᴊᴓᴀᴤ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈ ᴇװᴈᴤװᴍ ᴆᴉקᴀᴄᴎ ᴀᴍᴉקᴉצᴉקᴉ 

ᴌᴉצᴊװתפᴈᴀᴤṣ Әװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀצᴀᴋᴎװᴍ ᴊᴋצפᴀᴆᴉ ᴊᴉᴌᴆװ ᴌᴉᴑᴋפᴈװᴈᴀᴤṣ 

ӄ ᴄת׳פᴉᴁ ᴌᴍᴋᴉᴄװ ᴎᴌᴆᴉצᴀᴤ ᴊᴉᴌᴆתװᴉפצᴍװᴆᴗᴈᴉ ᴎᴄ׳פᴀᴍװ ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṞ ᴉᴊװᴋפᴍᴉᴋ 

ᴀ ״ᴈפᴒװᴈᴀװṣ Ӛᴊᴋצפᴉᴒᴈפᴤ ᴇפᴍᴋᴀᴓפ ᴊᴉװתתᴋ׳ᴀװפצᴇᴙᴑ ᴊᴉᴆװᴁ ᴀ ᴉᴊװᴋפᴍᴉᴋᴉצ 

ᴊᴋᴀװתװצᴈפ ᴈᴀװ׳ṣ Ӎᴈפᴒװᴈᴀᴤ ᴇᴉ׳ᴈᴉ ᴎᴄ״פᴙפצᴍᴗ ᴊᴉ ᴉתᴈᴉᴇᴎ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴀᴇ 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴎᴄ״פᴙפצᴍᴗ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉ ᴈװᴉץᴑᴉתᴀᴇᴙᴁ ᴈץפᴉᴋ תפᴋװᴌᴉצ ᴀ ᴊᴉתᴌװᴍװᴁṞ 
 ᴍᴗפצᴀᴋᴉ״ᴆᴀפᴄᴍᴎפ ᴎᴆᴤᴋᴈᴉקװᴀᴇᴉᴌᴍᴀṞ ᴋתᴑᴉץᴉװᴈ ״װץ ᴌᴉᴄפᴍᴗ ᴔᴀᴋᴉᴄᴀᴑ ᴇפקװץ״
IP  ᴈᴀᴀפצᴉ״Әᴋᴀ ᴀᴌᴊᴉᴆᴗ .װתװᴉᴁ ᴌᴋצᴌᴍᴉװᴍ פᴀᴆᴉ ᴈצפᴍᴗ ᴊᴋפצᴋᴀᴐᴀᴓᴀᴋᴉװצ ᴋᴎᴊᴊᴙ ᴀק
ᴊᴋᴉᴄᴌᴀ ᴀᴆᴀ CDN ᴎתװץᴀᴍװᴌᴗ, ᴒᴍᴉ צ ᴊᴋצפᴀᴆפᴑ ᴎᴒᴀᴍᴙװפצᴍᴌᴤ ᴋפװᴆᴗᴈᴙᴁ ᴄᴆᴀװᴈᴍᴌᴄᴀᴁ IP 
(ᴈפᴊᴋᴀᴇװᴋ, ᴊᴉ ᴊᴋᴉᴄᴌᴀᴋᴎװᴇᴙᴇ קפ״ᴉᴆᴉצᴄפᴇṞ װᴌᴆᴀ ᴞᴍᴉ ᴊᴋתװᴎᴌᴇᴉᴍᴋװᴈᴉ 
ᴀᴈᴐᴋפᴌᴍᴋᴎᴄᴍᴎᴋᴉᴁṶṣ Әᴉᴌᴆװ ᴊᴋᴀᴇװᴈװᴈᴀᴤ ᴊᴋצפᴀᴆצ פᴙᴊᴉᴆᴈᴀᴍװ ᴊᴋᴉװצᴋᴄᴎ ׳ᴎᴋᴈפᴆᴉצ 
ğ!f ᴀ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴀ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴉᴋᴌᴄᴀᴑ ᴀᴈᴍװᴋᴐװᴁᴌᴉצ ᴌ תᴉװצᴋװᴈᴈᴙᴑ ᴌװᴍװᴁṞ ᴒᴍᴉץᴙ 
ᴀᴌᴄᴆᴣᴒᴀᴍᴗ ץᴆᴉᴄᴀᴋᴉצᴄᴎ ᴆקװᴀᴍᴀᴇᴈᴉקᴉ ᴍᴋפᴐᴀᴄפṣ 
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 .Ẉ״ᴀ װᴉץᴄ ẇᴆᴣפᴍ ᴀᴑ ᴄװᴄᴍᴎפᴈᴀᴁ ᴀ ᴍᴋװᴒפᴈ״ ᴉᴋץפᴍ ᴈװפᴁᴌ ᴊᴋᴀᴈᴀᴇװᴋᴐװᴇṞ ᴀᴈᴍװᴈᴀװᴒפᴈ״

ӈᴆᴤ קפ״ᴉᴆᴉצᴄᴉצ ᴀ ᴊפᴋפᴇװᴍᴋᴉצ ᴈᴎ׳ᴈᴉ ᴎᴄפ״פᴍᴗ ᴀᴇᴤ ᴊᴉᴆᴤṣ 

4.3.1 ӗץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴀ ᴀ ᴉᴊװᴋפᴍᴉᴋᴙ 

 IP  װᴍᴉᴒᴈᴉװᴈᴉẈ, ẇӖצפᴋ װᴈᴉẈ, ẇӖצפᴍᴉᴋᴙ: ẇәפᴋװӈᴉᴌᴍᴎᴊᴈᴙ ᴉᴊ .פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴌᴉצᴊװתפᴈᴀװẈ, ẇӄ CIDR», ẇӖצ װ CIDR», ẇӄ קᴋᴎᴊᴊװ IP», ẇӖק צ װᴋᴎᴊᴊװ IP», ẇӄ 

 ,ᴌᴄᴀ CIDRפᴇ װᴙצװᴍװᴈᴀᴤ: IPv4 ᴀᴆᴀ IPv6, ᴌװᴒפᴓᴀᴀẈ. Ӎᴈפᴉᴆᴉᴄװק צ װᴓᴀᴀẈ, ẇӖפᴉᴆᴉᴄװק

ĆĆuE קᴋᴎᴊᴊ uæ ᴀ ᴄᴉתᴙ ᴌᴍᴋפᴈ uñÃ2. ӈᴉᴌᴍᴎᴊװᴈ צᴙץᴉᴋ ẇӅᴋᴎᴊᴊפ IP» ᴀ ẇӚᴍᴋפᴈᴙẈ. 

 

 Әᴋᴀᴆᴉװ׳ᴈᴀᴤṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ẇәצפᴈᴉẈṞ ẇӖװ ᴋצפᴈᴉẈṣ Ӎᴈפᴒװᴈᴀᴤṝ ᴉתᴀᴈ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ 

ᴋװᴌᴎᴋᴌᴉצ ᴀ״ ӄפᴔקװᴉ ᴌᴊᴀᴌᴄפ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ Ӛᴊᴀᴌᴉᴄ ᴐᴉᴋᴇᴀᴋᴎװᴍᴌᴤ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴀ 

ᴀ תᴉᴌᴍᴎᴊװᴈ צ צᴙᴊפתפᴣᴕװᴇ ᴇװᴈᴣṣ 

 

 Ćé¬ ᴀ Әᴎᴍᴗ Ćé¬ṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ẇәצפᴈᴉẈṞ ẇӖװ ᴋצפᴈᴉẈṞ ẇӚᴉװתᴋ׳ᴀᴍẈṞ ẇӖװ ᴌᴉװתᴋ׳ᴀᴍẈṞ 

ẇӖפᴒᴀᴈװפᴍᴌᴤ ᴌẈṞ ẇәקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװẈṣ Ӎᴈפᴒװᴈᴀᴤṝ ᴌᴍᴋᴉᴄᴀ ᴀᴆᴀ ᴋקװᴎᴆᴤᴋᴈᴙװ 

 ᴈᴀᴤṣװ׳פᴙᴋצ

 

 ӟᴉᴌᴍṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ẇәצפᴈᴉẈṞ ẇӖװ ᴋצפᴈᴉẈṞ ẇӖװ ᴒײᴍᴄᴉװ ᴌᴉצᴊװתפᴈᴀװẈṣ Ӎᴈפᴒװᴈᴀᴤṝ 

 ṣפᴈװᴀᴇ װᴈᴈᴙװᴉᴇת

 

 ӍקפᴉᴆᴉצᴉᴄṞ gMÿᴊפᴋפᴇװᴍᴋṞ æÃñÿᴊפᴋפᴇװᴍᴋ. ӗᴊװᴋפᴍᴉᴋᴙ: ẇәצפᴈᴉẈ, ẇӖװ ᴋצפᴈᴉẈ, 

ẇӚᴉװתᴋ׳ᴀᴍẈ, ẇӖװ ᴌᴉװתᴋ׳ᴀᴍẈ, ẇәקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװẈ, ẇӚᴎᴕװᴌᴍצᴎװᴍẈ, ẇӖװ 

ᴌᴎᴕװᴌᴍצᴎװᴍẈ. ӗץᴤפ״ᴍװᴆᴗᴈᴉ ᴎᴄ׳פᴀᴍװ ᴀᴇᴤ ᴊᴉᴆᴤ. ӈᴆᴤ ᴉᴊװᴋפᴍᴉᴋᴉצ ẇӚᴎᴕװᴌᴍצᴎװᴍẈ ᴀ 

ẇӖװ ᴌᴎᴕװᴌᴍצᴎװᴍẈ ״ᴈפᴒװᴈᴀװ ᴇᴉ׳ᴈᴉ ᴈפצפתפ״ װᴍᴗ. 

 

 ӛװᴆᴉ פ״ᴊᴋᴉᴌפṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ẇәקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװẈṞ ẇӚᴉװתᴋ׳ᴀᴍẈṞ ẇӖװ 

ᴌᴉװתᴋ׳ᴀᴍẈṣ Ӎᴈפᴒװᴈᴀᴤṝ ᴌᴍᴋᴉᴄᴀ ᴀᴆᴀ צᴙᴋװ׳פᴈᴀᴤṣ 

 

 HTTP ᴇװᴍᴉת. ӗᴊװᴋפᴍᴉᴋᴙ: ẇәצפᴈᴉẈ, ẇӖװ ᴋצפᴈᴉẈ. Ӎᴈפᴒװᴈᴀᴤ: ᴉתᴀᴈ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ 

ᴀ״ GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS, TRACE, CONNECT.  
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4.3.2 әװᴄᴉᴇװᴈתᴉפצᴈᴈᴙװ ᴌᴓװᴈפᴋᴀᴀ ᴈפᴌᴍᴋᴉᴁᴄᴀ 

 ә״פᴋװᴔװᴈᴀװ ᴊᴉ uæ ᴀᴆᴀ ᴌװᴍᴀṝ ӄᴙװץᴋᴀᴍװ ẇuæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפẈ, ᴉᴊװᴋפᴍᴉᴋ ẇәצפᴈᴉẈ 

 .ᴌᴄᴀפᴀᴆᴀ ᴇ פᴌװᴋתפ װᴀᴍ׳פᴍᴀ. Ӝᴄװᴌתᴆᴤ ᴊᴉת «ᴀᴆᴀ ẇӄ CIDR צᴌᴉװᴋתפ ᴍᴈᴙᴑװᴆᴤ ᴄᴉᴈᴄᴋת

Ӭᴍᴉ ᴄᴉᴋᴋװᴄᴍᴈᴙᴁ ᴌᴊᴉᴌᴉװץ ץᴆᴉקᴉ ᴌᴊᴀᴌᴄת פᴆᴤ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴀצᴈᴙᴑ ״ᴉᴈ. 

 

 ә״פᴋװᴔװᴈᴀת װᴆᴤ תᴉװצᴋװᴈᴈᴉᴁ uæקᴋᴎᴊᴊᴙ: ӄᴙװץᴋᴀᴍװ ᴉᴊװᴋפᴍᴉᴋ ẇӄ קᴋᴎᴊᴊװ IP», 

 ᴆᴤת תᴑᴉתᴞᴍᴉᴍ ᴊᴉ װᴎᴁᴍ״ᴋᴎᴊᴊ. ӎᴌᴊᴉᴆᴗק ᴌᴄᴉᴆᴗᴄᴉװᴈᴎ ᴀᴆᴀ ᴈתᴉ װᴀᴍ׳פᴇ ᴎᴄװᴍפ״

ᴓװᴈᴍᴋפᴆᴀ״ᴉפצᴈᴈᴉקᴉ ᴎᴊᴋצפᴆװᴈᴀᴤ ᴌᴊᴀᴌᴄפᴇᴀ. 

 

 ә״פᴋװᴔװᴈᴀװ ᴊᴉ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴣṝ Ӝᴄ׳פᴀᴍװ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈṞ ᴉᴊװᴋפᴍᴉᴋ ẇәצפᴈᴉẈṞ 

 ᴆᴗᴈᴙᴑװתᴄᴀ ᴉᴍתפᴆᴗᴈᴉᴁ ᴉᴍᴆפᴆᴤ ᴆᴉᴄת ᴀᴍתᴑᴉתᴌᴎᴋᴌᴙṣ Әᴉװᴋ װᴈᴙ׳ᴈᴎ װᴋᴀᴍװץᴙצ ᴇװᴍפ״

ᴌפᴁᴍᴉצṣ 

 

 ә״פᴋװᴔװᴈᴀװ ᴊᴉ oÿÿæᴇװᴍᴉתᴎ: Ӝᴄ׳פᴀᴍװ «HTTP ᴇװᴍᴉתẈ ᴀ תᴉצפץᴗᴍװ, ᴈפᴊᴋᴀᴇװᴋ, 

«GET» ᴀ «HEAD  ṣװᴈᴀװᴍᴗ ᴍᴉᴆᴗᴄᴉ ᴒᴍפᴍᴌᴤ ᴊᴋᴉᴊᴎᴌᴄװᴎץװᴌᴆᴀ ᴍᴋװ ,«

 

 ә״פᴋװᴔװᴈᴀװ ᴊᴋᴀ ᴈפᴆᴀᴒᴀᴀ ᴄᴉᴈᴄᴋװᴍᴈᴉקᴉ קפ״ᴉᴆᴉצᴄפṝ ӄᴙװץᴋᴀᴍװ ẇӍקפᴉᴆᴉצᴉᴄẈṞ 

 ᴆᴤת ᴍᴌᴤװᴎ״ṣ ӎᴌᴊᴉᴆᴗװᴈᴀᴍפᴍẈ ᴀ ᴌᴉᴑᴋװᴎצᴌᴍװᴍᴉᴋ ẇӚᴎᴕפᴋװᴀᴇᴤ ᴊᴉᴆᴤṞ ᴉᴊ װᴊᴉᴆᴈᴀᴍפ״

ᴊᴋᴉᴊᴎᴌᴄפ ᴍᴋפᴐᴀᴄפ ᴉᴍ תᴉװצᴋװᴈᴈᴉקᴉ פץᴆפᴈᴌᴀᴋᴉצᴕᴀᴄפṣ 

ӈᴆᴤ ᴌᴉᴑᴋפᴈװᴈᴀᴤ ᴈ׳פᴇᴀᴍװ ẇӈᴉצפץᴀᴍᴗẈṣ Әᴉᴌᴆװ ᴌᴉפת״ᴈᴀᴤ ᴊᴋצפᴀᴆᴉ ᴊᴉᴤצᴀᴍᴌᴤ צ 

ᴊװᴋװᴒᴈװ ᴀ ᴇᴉװ׳ᴍ ץᴙᴍᴗ צᴄᴆᴣᴒװᴈᴉ ᴀᴆᴀ ᴉᴍᴄᴆᴣᴒװᴈᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆװᴇ ᴌᴉᴌᴍᴉᴤᴈᴀᴤṣ 
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ә״פᴋװᴔפᴣᴕᴀװ ᴊᴋצפᴀᴆפ ᴌᴆתװᴎװᴍ ᴐᴉᴋᴇᴎᴆᴀᴋᴉפצᴍᴗ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉ ᴈװᴉץᴑᴉתᴀᴇᴙᴇᴀṞ 

ᴒᴍᴉץᴙ ᴈװ ᴋפᴌᴔᴀᴋᴤᴍᴗ ᴊᴉװצᴋᴑᴈᴉᴌᴍᴗ ᴋᴀᴌᴄפṣ әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴍᴉᴒᴈᴙװ 

ᴄᴋᴀᴍװᴋᴀᴀṝ uæתפᴋװᴌפṞ קᴋᴎᴊᴊᴙ uæṞ ᴄᴉᴈᴄᴋװᴍᴈᴙקפ״ װᴉᴆᴉצᴄᴀ ᴀ ᴇװᴍᴉתᴙṣ ӈᴆᴤ ᴌᴆᴉ׳ᴈᴙᴑ 

ᴌᴓװᴈפᴋᴀצװ ᴉץᴘתװᴀᴈᴤᴁᴍװ ᴊᴋᴉװצᴋᴄᴀ ᴒװᴋ״װ ẇӎẈ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴀ ᴋװת״פᴆᴤᴁᴍװ 

 ᴋᴌᴀᴀװצᴈᴀᴀ ᴀᴈפצᴉ״ᴇᴀṣ Әᴋᴀ ᴀᴌᴊᴉᴆᴗפᴋᴎᴊᴊק ᴎת׳װẇӎӔӎẈ ᴇ ״װᴋװᴙ ᴒצᴍᴀפᴋᴈװᴆᴗᴍפ

ᴉᴓװᴈᴀᴍװ ᴀᴍᴉקᴉצᴎᴣ ᴆᴉקᴀᴄᴎ ᴌᴉצᴊװתפᴈᴀᴤṞ ᴍפᴄ ᴄפᴄ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ 

ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ ᴇװᴈᴤװᴍ ᴋ״װᴎᴆᴗᴍפᴍ ᴊᴋᴉװצᴋᴄᴀ ᴓװᴆᴀᴄᴉᴇṣ ӈᴉᴊᴎᴌᴄװפᴍᴌᴤ ᴎᴄ״פᴙפצᴍᴗ 

ᴈװᴌᴄᴉᴆᴗᴄᴉ ״ᴈפᴒװᴈᴀᴁ צ ᴉתᴈᴉᴇ ᴎᴌᴆᴉצᴀᴀṞ ᴒᴍᴉ ᴎᴊᴋᴉᴕװפᴍ ᴊᴉװתתᴋ׳ᴄᴎ ᴊᴋצפᴀᴆ ״װץ 

ᴊᴉᴍװᴋᴀ ᴊᴋᴉ״ᴋפᴒᴈᴉᴌᴍᴀṣ 

4 .4 Ӗפᴌᴍᴋᴉᴁᴄפ ᴊᴋצפᴀᴆ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴈפᴌᴍᴋפᴀפצᴣᴍᴌᴤ ᴊᴋצפᴀᴆץװצ פᴞᴄᴋפᴈפ (WAF), ᴉᴊᴋװתװᴆᴤᴣᴕᴀװṞ 

ᴄפᴄᴀפ״ װᴊᴋᴉᴌᴙ ᴄ ӄפᴔᴀᴇ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤᴇ ץᴎתᴎᴍ ᴋ״פᴋװᴔװᴈᴙ ᴀᴆᴀ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈᴙ 

ᴌᴉקᴆפᴌᴈᴉ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴗᴌᴄᴀᴇ ᴊᴋצפᴀᴆפᴇṣ Әᴋצפᴀᴆᴉ ᴌᴉᴌᴍᴉᴀᴍ ᴀװת ״ᴁᴌᴍצᴀᴤ ṵә״פᴋװᴔᴀᴍᴗ 

ᴀᴆᴀ ӍפᴊᴋװᴍᴀᴍᴗṶṞ ᴈץפᴉᴋפ ᴎᴌᴆᴉצᴀᴁ ᴀ ᴀᴑ ᴆᴉקᴀᴄᴀ ᴉץᴘתװᴀᴈװᴈᴀᴤṣ 
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Ӝᴌᴆᴉצᴀᴤ צᴈᴎᴍᴋᴀ ᴉתᴈᴉᴁ קᴋᴎᴊᴊᴙ ᴊᴋᴉװצᴋᴤᴣᴍᴌᴤ ᴊᴉ ᴆᴉקᴀᴄװ ṦӎṦṞ ᴋ״פᴈᴙק װᴋᴎᴊᴊᴙ 

ᴉץᴘתװᴀᴈᴤᴣᴍᴌᴤ ᴊᴉ ᴆᴉקᴀᴄװ ṦӎӔӎṦṣ Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴇᴉ׳ᴈᴉ ᴀᴈװצᴋᴍᴀᴋᴉפצᴍᴗ 

ᴊᴋצפᴀᴆפ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆװᴇ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ. 

ӎᴈᴍװᴋᴐװᴁᴌ ᴊᴉװתתᴋ׳ᴀװפצᴍ תᴉצפץᴆװᴈᴀװ ᴀ ᴎפתᴆװᴈᴀװ ᴎᴌᴆᴉצᴀᴁ ᴀ קᴋᴎᴊᴊṞ פ ᴍפᴄװ׳ 

ᴋᴄᴀ ṵIPװצᴁ ᴊᴋᴉװᴌᴍפᴆץᴉᴋ ᴉץᴙצ  ᴍᴋᴙ ᴀװᴇפᴋפᴄᴀṞ ᴊצᴉᴆᴉקפ״ URLṞ ,פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

 װᴎᴆᴤᴋᴈᴙקװᴤ ᴋפᴄᴆᴣᴒצ ᴈᴀᴤṞװתפᴊצᴌᴉ צᴍᴉᴋᴉפᴋװᴎᴣᴕᴀᴑ ᴉᴊצᴍᴌᴍװצṶ ᴀ ᴌᴉᴉᴍװᴉקᴋᴎת

 .ᴐᴀᴣפᴋקᴉװק ᴈᴀᴤṞ CIDR ᴀװ׳פᴙᴋצ

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ ᴊᴋצפᴀᴆפ ᴉᴍᴄᴋᴉᴁᴍװ ᴐᴉᴋᴇᴎ ẇӈᴉצפץᴆװᴈᴀװ ᴊᴋצפᴀᴆפẈṣ Ӝᴄ׳פᴀᴍװ ᴀᴇᴤ ᴀ 

 ᴆᴤת ᴍᴀᴍᴗẈṞװᴊᴋפẇӍ װᴎᴁᴍ״ᴆᴀ ᴀᴌᴊᴉᴆᴗװתᴁ ᴇᴉװᴆᴉᴄᴀᴋᴎᴣᴕץ ṣ ӈᴆᴤװᴀצᴁᴌᴍװת װᴋᴀᴍװץᴙצ

ᴊᴋᴉᴊᴎᴌᴄᴈᴉᴁ ᴇᴉװתᴆᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ẇә״פᴋװᴔᴀᴍᴗẈ. 

ӈפᴆפתפ״ װװᴁᴍװ ᴆᴉקᴀᴄᴎ ᴊᴋᴉװצᴋᴄᴀṝ 

1. ӄ ẇӅᴋᴎᴊᴊװ ᴎᴌᴆᴉצᴀᴁẈ פתפ״ᴁᴍװ ᴉתᴈᴉ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴎᴌᴆᴉצᴀᴁṣ Ӓᴈᴉᴊᴄפ ẇӈᴉצפץᴀᴍᴗ 

ᴎᴌᴆᴉצᴀװ ṵӎṶẈ תᴉצפץᴆᴤװᴍ תᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴎᴣ ᴊᴋᴉװצᴋᴄᴎ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙṣ Ӓᴈᴉᴊᴄפ 

ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṵӎӔӎṶẈ ᴌᴉװפת״ᴍ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴎᴣ װצᴍᴄᴎṞ ᴄᴉᴍᴉᴋפᴤ ᴍᴉװ׳ ᴇᴉװ׳ᴍ 

ᴌᴋץפᴉᴍפᴍᴗṣ Ӓᴈᴉᴊᴄᴀ ᴎפתᴆװᴈᴀᴤ תᴉᴌᴍᴎᴊᴈᴙ תᴆᴤ ᴎᴌᴆᴉצᴀᴁ ᴀ תᴆᴤ קᴋᴎᴊᴊṣ 

 

2. ӄ ᴄת׳פᴉᴇ ᴎᴌᴆᴉצᴀᴀ צᴙװץᴋᴀᴍװ ᴉץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṞ ᴉᴊװᴋפᴍᴉᴋ ᴀ ״ᴈפᴒװᴈᴀᴤṣ Әᴉᴆװ 

ẇӚᴉװתᴋ׳ᴀᴇᴉװẈ ᴊᴋᴀᴈᴀᴇװפᴍ ᴉתᴀᴈ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴞᴆװᴇװᴈᴍᴉצṞ ᴒᴍᴉ 

ᴀᴈᴍװᴋᴊᴋװᴍᴀᴋᴎװᴍᴌᴤ ᴄפᴄ ẇᴆᴣץᴉᴁ ᴀ״ ᴎᴄפ״פᴈᴈᴙᴑẈṣ Ӊᴌᴆᴀ ᴉᴊװᴋפᴍᴉᴋ ẇӚᴎᴕװᴌᴍצᴎװᴍẈ ᴀᴆᴀ 

ẇӖװ ᴌᴎᴕװᴌᴍצᴎװᴍẈṞ ᴊᴉᴆ״ װᴈפᴒװᴈᴀᴁ ᴈװ ᴍᴋץװᴎװᴍᴌᴤṣ 

 

3. Әװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ ᴇװᴈᴤװᴍ ᴌᴇᴙᴌᴆ צᴌװᴁ 

ᴆᴉקᴀᴒװᴌᴄᴉᴁ ᴄᴉᴈᴌᴍᴋᴎᴄᴓᴀᴀ ṵᴎתᴉץᴈᴉ תᴆᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁṶṣ Әװᴋװᴄᴆᴣᴒפᴍװᴆᴗ 

ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀצᴀᴋᴎװᴍ ᴀᴆᴀ צᴋװᴇװᴈᴈᴉ ᴉᴍᴄᴆᴣᴒװפᴍ ᴊᴋצפᴀᴆᴉ ״װץ ᴎפתᴆװᴈᴀᴤṣ  

4.4.1 ӈᴉᴌᴍᴎᴊᴈᴙװ ᴉץᴆפᴌᴍᴀ ᴀ ᴄᴆᴣᴒצװᴙװ ᴉᴊװᴋפᴍᴉᴋᴙ 

 IP  uEéṞ< צ Ṟװᴈᴀװתפᴊצᴌᴉ װᴍᴉᴒᴈᴉװᴈᴉṞ ᴈצפᴋ װᴈᴉṞ ᴈצפᴍᴉᴋᴙṝ ᴋפᴋװṣ ӗᴊפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴈצ װ >uEéṞ ק צᴋᴎᴊᴊװ uæṞ ᴈק צ װᴋᴎᴊᴊװ uæṞ װק צᴉᴆᴉᴄפᴓᴀᴀṞ ᴈװק צ װᴉᴆᴉᴄפᴓᴀᴀṣ ӈᴆᴤ >uEé 

ᴊᴉװתתᴋ׳ᴀפצᴣᴍᴌᴤ ᴌᴍפᴈפתᴋᴍᴈᴙװ ᴇפᴌᴄᴀṣ ӈᴆᴤ ẇקᴋᴎᴊᴊᴙ uæẈ צᴙץᴀᴋפᴣᴍᴌᴤ פ״ᴋפᴈװװ 

ᴌᴉפת״ᴈᴈᴙק װᴋᴎᴊᴊᴙṣ ӈᴆᴤ װקᴉᴆᴉᴄפᴓᴀᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴣᴍᴌᴤ ᴄᴉתᴙ ᴌᴍᴋפᴈ uñÃ2. 

 

 Әᴋᴀᴆᴉװ׳ᴈᴀᴤ ṵᴌפᴁᴍᴙṶṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ᴋצפᴈᴉṞ ᴈװ ᴋצפᴈᴉṣ Ӎᴈפᴒװᴈᴀᴤ ṽ ĆĆuE ӄפᴔᴀᴑ 

ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ 
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 Ćé¬ ᴀ Әᴎᴍᴗ Ćé¬ṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ᴋצפᴈᴉṞ ᴈװ ᴋצפᴈᴉṞ ᴌᴉװתᴋ׳ᴀᴍṞ ᴈװ ᴌᴉװתᴋ׳ᴀᴍṞ 

ᴈפᴒᴀᴈװפᴍᴌᴤ ᴌṞ ᴋקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװṣ әקװᴎᴆᴤᴋᴈᴙצ װᴙᴋװ׳פᴈᴀᴤ ᴊᴋᴉװצᴋᴤᴣᴍᴌᴤ 

ᴈפ ᴌᴍᴉᴋᴉᴈװ ᴌװᴋװצᴋפṣ 

 

 ӟᴉᴌᴍṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ᴋצפᴈᴉṞ ᴈװ ᴋצפᴈᴉṞ ᴈװᴍᴉᴒᴈᴉװ ᴌᴉצᴊװתפᴈᴀװṣ 

 

 ӍקפᴉᴆᴉצᴉᴄṞ gMÿᴊפᴋפᴇװᴍᴋ, POSTᴊפᴋפᴇװᴍᴋ. ӗᴊװᴋפᴍᴉᴋᴙ: ᴋצפᴈᴉ, ᴈװ ᴋצפᴈᴉ, 

ᴌᴉװתᴋ׳ᴀᴍ, ᴈװ ᴌᴉװתᴋ׳ᴀᴍ, ᴋקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװ, ᴌᴎᴕװᴌᴍצᴎװᴍ, ᴈװ ᴌᴎᴕװᴌᴍצᴎװᴍ. 

ӈᴆᴤ ᴞᴍᴀᴑ ᴉץᴆפᴌᴍװᴁ ᴉץᴤפ״ᴍװᴆᴗᴈᴉ ᴎᴄפ״פᴍᴗ ᴀᴇᴤ ᴊᴉᴆᴤ ṵᴊᴋᴀᴇװᴋṝ ĆɾǸɶ-Agent, X -

Request -uE ᴀᴆᴀ ᴀᴇᴤ ᴊפᴋפᴇװᴍᴋפṶṣ 

 

 ӛװᴆᴉ פ״ᴊᴋᴉᴌפṣ ӗᴊװᴋפᴍᴉᴋᴙṝ ᴋקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװṞ ᴌᴉװתᴋ׳ᴀᴍṞ ᴈװ ᴌᴉװתᴋ׳ᴀᴍṣ 

 

 HTTP ᴇװᴍᴉת. ӗᴊװᴋפᴍᴉᴋᴙ: ᴋצפᴈᴉ, ᴈװ ᴋצפᴈᴉ. Әᴉװתתᴋ׳ᴀפצᴣᴍᴌᴤ ᴌᴍפᴈפתᴋᴍᴈᴙװ 

ᴇװᴍᴉתᴙ (GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS, TRACE, CONNECT).  

4.4.2 Әᴋᴀᴇװᴋ ᴊᴋפᴄᴍᴀᴒװᴌᴄᴀᴑ ᴊᴋᴀᴇװᴋᴉצ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴁ 

 ә״פᴋװᴔᴀᴍᴗ תᴉᴌᴍᴎᴊ ᴍᴉᴆᴗᴄᴉ ᴀ״ ᴉᴐᴀᴌᴈᴙᴑ ᴊᴉתᴌװᴍװᴁṣ Ӎפתפᴁᴍװ ᴉץᴆפᴌᴍᴗ «IP  ᴌװᴋתפ

ᴀᴌᴍᴉᴒᴈᴀᴄפẈ ᴌ ᴉᴊװᴋפᴍᴉᴋᴉᴇ ẇצ CIDR», ᴊװᴋװᴒᴀᴌᴆᴀᴍװ ᴈᴎ׳ᴈᴙװ ᴊᴉתᴌװᴍᴀ. Әᴋᴀ 

ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉצפץᴗᴍצ װᴍᴉᴋᴎᴣ קᴋᴎᴊᴊᴎ ᴊᴉ ᴆᴉקᴀᴄװ ӎӔӎ תᴆᴤ צᴋװᴇװᴈᴈᴙᴑ IP 

 ᴁṣװᴉᴌᴍק

 

 Ӎץפᴆᴉᴄᴀᴋᴉפצᴍᴗ ᴊᴉᴊᴙᴍᴄᴀ תᴉᴌᴍᴎᴊפ ᴄ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴀצᴈᴙᴇ ᴋװת״פᴆפᴇṣ ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ 

ᴉץᴆפᴌᴍᴗ ẇӘᴎᴍᴗ Ćé¬Ẉ ᴌ ᴉᴊװᴋפᴍᴉᴋפᴇᴀ ẇᴈפᴒᴀᴈװפᴍᴌᴤ ᴌẈ ᴀᴆᴀ ẇᴋקװᴎᴆᴤᴋᴈᴉװ 

 ṩǍǱɃȡɅṞ ṩɃǍɅǍȓǸṣ פתᴀצ ᴁװᴆᴤ ᴊᴎᴍת Ẉװᴈᴀװ׳פᴙᴋצ

 

 ӗᴍᴌװᴤᴍᴗ פ״ᴊᴋᴉᴌᴙ ״װץ ᴉץᴤפ״ᴍװᴆᴗᴈᴉקᴉ קפ״ᴉᴆᴉצᴄפṣ ӗץᴆפᴌᴍᴗ ẇӍקפᴉᴆᴉצᴉᴄẈṞ ᴎᴄ׳פᴀᴍװ 

ᴀᴇᴤ קפ״ᴉᴆᴉצᴄפ ᴀ ᴉᴊװᴋפᴍᴉᴋ ẇᴌᴎᴕװᴌᴍצᴎװᴍẈṣ ӂᴆᴗᴍװᴋᴈפᴍᴀצᴈᴉ ᴀᴈװצᴋᴍᴀᴋᴎᴁᴍװ ᴀᴍᴉקṞ 

ᴒᴍᴉץᴙ ᴊᴋצפᴀᴆᴉ ᴌᴋץפᴉᴍפᴆᴉ ᴈצ פᴌװṞ ᴄᴋᴉᴇפ״ װᴊᴋᴉᴌᴉצ ᴌ קפ״ᴉᴆᴉצᴄᴉᴇṣ  
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Әᴉᴌᴆװ ᴈפ׳פᴍᴀᴤ ẇӈᴉצפץᴀᴍᴗẈ ᴊᴋצפᴀᴆᴉ ץᴎװתᴍ ᴌᴉפת״ᴈᴉ ᴀṞ װᴌᴆᴀ צᴄᴆᴣᴒװᴈᴉṞ ᴈפᴒᴈװᴍ 

ᴊᴋᴀᴇװᴈᴤᴍᴗᴌᴤ ᴄ ᴍᴋפᴐᴀᴄᴎṣ 

Әᴉװתתᴋ׳ᴀפצᴁᴍװ ᴌᴍᴋᴎᴄᴍᴎᴋᴎṝ ᴉתᴈק פᴋᴎᴊᴊפ ṽ ᴌᴍᴋᴉקᴀװ ᴎᴌᴆᴉצᴀᴤ ᴊᴉ ᴆᴉקᴀᴄװ ӎṞ 

 .ṦӎӔӎṦ װᴀᴄקᴋᴀᴀ ᴊᴉ ᴆᴉפᴈװᴌᴓ װᴈᴙצᴍᴀפᴋᴈװᴆᴗᴍפ ᴋᴎᴊᴊᴙ ṽק װᴆᴗᴈᴙװᴉᴊᴉᴆᴈᴀᴍת

ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ תᴆᴤ ᴊᴉᴌᴍᴋᴉװᴈᴀᴤ ᴀᴌᴄᴆᴣᴒװᴈᴀᴁ ״װץ 

ᴎᴌᴆᴉ׳ᴈװᴈᴀᴤ װתᴋפצװṣ ӈᴆᴤ uæ ᴊᴋתװᴊᴉᴒᴍᴀᴍװᴆᴗᴈװװ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ קᴋᴎᴊᴊᴙ ᴀ >uEéṞ תᴆᴤ 

ᴌᴍᴋᴉᴄᴉצᴙᴑ ᴊᴉᴆװᴁ ṽ ᴤצᴈᴙװ ᴊᴋװᴐᴀᴄᴌᴙ ᴀ ᴋקװᴎᴆᴤᴋᴈᴙצ װᴙᴋװ׳פᴈᴀᴤ ᴍᴉᴆᴗᴄᴉ ᴍפᴇṞ װתק 

ᴞᴍᴉ װתᴁᴌᴍצᴀᴍװᴆᴗᴈᴉ ᴈװᴉץᴑᴉתᴀᴇᴉṣ  

4.5 Ӗפᴌᴍᴋᴉᴁᴄפ״ פᴊᴋװᴍפ ᴊᴉ װקᴉ-ᴆᴉᴄפᴓᴀᴀ gǸɐuæ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ ᴌᴉפת״ᴈᴀװ ᴊᴋצפᴀᴆפṞ ᴄᴉᴍᴉᴋᴉץ װᴆᴉᴄᴀᴋᴎװᴍ ᴍᴋפᴐᴀᴄ ᴀ״ 

 װᴈפᴍᴌᴤ ᴊᴉ ᴌᴍᴋװᴙᴊᴉᴆᴈᴤצ פᴋᴄװצᴈᴈᴙᴇ gǸɐuæṣ Әᴋᴉפת ᴈ ᴊᴉפᴈᴈᴙᴑ ᴌᴍᴋפᴋץᴙצ

ᴊᴋᴉᴀᴌᴑᴉװת׳ᴈᴀᴤ IP  ᴍᴌᴤװᴎ״ᴓᴀᴀ ᴀᴌᴊᴉᴆᴗפ״ᴆᴀפװӈᴆᴤ ᴋ .פᴊᴋᴉᴌפ״ פᴀᴌᴍᴉᴒᴈᴀᴄ פᴌװᴋתפ

 צ ᴓᴀᴀẈפᴉᴆᴉᴄװק צ װᴉ ẇӖץᴓᴀᴀẈ ᴆᴀפᴉᴆᴉᴄװק ᴍᴉᴋ ẇӄפᴋװᴍᴀᴍᴗẈ ᴀ ᴉᴊװᴊᴋפẇӍ װᴀצᴁᴌᴍװת

ᴉץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴀ «IP  ᴀᴈᴤᴣᴍᴌᴤתװᴌᴉ װᴋᴎᴊᴊק ᴈᴉᴁתᴉ צ ᴀᴤצẈ. Ӝᴌᴆᴉפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴆᴉקᴀᴄᴉᴁ "ӎ", ᴋ״פᴈᴙק װᴋᴎᴊᴊᴙ ᴉץᴘתװᴀᴈᴤᴣᴍᴌᴤ ᴆᴉקᴀᴄᴉᴁ "ӎӔӎ". Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ 

 .«"ᴍ "ӖӉפᴎᴆᴗᴍ״װᴍᴗ ᴋפצᴋᴍᴀᴋᴉװצᴍᴋ ẇӎᴈװᴇפᴋפᴊ ״װᴋװᴒ פᴍפᴎᴆᴗᴍ״װᴋᴌᴀᴤ ᴋװצᴀᴈ פᴈ׳ᴇᴉ״ᴉצ

Ӝᴄפ״פᴈᴈᴙװ ᴉᴊװᴋפᴍᴉᴋᴙ ᴀ ᴆᴉקᴀᴄפ ᴊᴉתᴍװצᴋװת׳ᴈᴙ ᴌᴊװᴓᴀᴐᴀᴄפᴓᴀװᴁ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋפ 

ᴊᴋצפᴀᴆṣ 

ӈᴆᴤ ᴈפᴌᴍᴋᴉᴁᴄᴀ פ״ᴊᴋװᴍפ ᴊᴉ װקᴉᴆᴉᴄפᴓᴀᴀ צᴙᴊᴉᴆᴈᴀᴍװת װᴁᴌᴍצᴀᴤṞ ᴊᴋᴀװתװצᴈᴈᴙװ 

ᴈᴀװ׳ṣ 

1. ӗᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ẇӘᴋצפᴀᴆפẈ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗ ᴊᴋצפᴀᴆᴉẈṣ ӄ 

ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈצ װ ᴊᴉᴆװ ẇӈװᴁᴌᴍצᴀװẈ ᴎᴄ׳פᴀᴍװ ẇӍפᴊᴋװᴍᴀᴍᴗẈ. 

 

ӄᴈᴀᴇפᴈᴀװṝ ᴊװᴋתװ ᴌᴉᴑᴋפᴈװᴈᴀװᴇ ᴊᴋᴉװצᴋᴗᴍװṞ ᴒᴍᴉ צ ᴄת׳פᴉᴁ קᴋᴎᴊᴊװ ᴊᴋᴀᴌᴎᴍᴌᴍצᴎװᴍ 
ᴑᴉᴍᴤ ץᴙ ᴉתᴈᴉ ᴎᴌᴆᴉצᴀװṞ צ פ ᴄת׳פᴉᴇ ᴎᴌᴆᴉצᴀᴀ ᴄᴉᴋᴋװᴄᴍᴈᴉ פ״ᴊᴉᴆᴈװᴈᴙ ᴉץᴤפ״ᴍװᴆᴗᴈᴙװ 
ᴊᴉᴆᴤ ṵצ ᴍᴉᴇ ᴒᴀᴌᴆװ ᴀᴇᴤ ᴊᴉᴆᴤ תᴆᴤ קפ״ᴉᴆᴉצᴄᴉצ ᴀ ᴊפᴋפᴇװᴍᴋᴉצṶṣ 

әװᴄᴉᴇװᴈפתᴓᴀᴤṝ ᴇᴙ ᴋװᴄᴉᴇװᴈתᴎװᴇ ᴌᴈפᴒפᴆפ ᴈפᴒᴀᴈפᴍᴗ ᴌ ᴊᴋצפᴀᴆ צ ᴋ׳װᴀᴇװ 
ẇә״פᴋװᴔᴀᴍᴗẈ תᴆᴤ ᴍᴉᴒװᴒᴈᴉקᴉ תᴉᴊᴎᴌᴄפṞ פ״ᴍװᴇ תᴉצפץᴆᴤᴍᴗ ץᴆᴉᴄᴀᴋᴎᴣᴕᴀװ ᴊᴋᴉװצᴋᴄᴀ ᴊᴉ 
ᴇװᴋװ ᴈפᴄᴉᴊᴆװᴈᴀᴤ ᴍװᴆװᴇװᴍᴋᴀᴀ ᴀ ᴇװᴍᴋᴀᴄṣ 
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2. ӄ קᴋᴎᴊᴊװ ᴎᴌᴆᴉצᴀᴁ פתפ״ᴁᴍװ ᴊᴋᴉװצᴋᴄᴎ ᴀᴌᴍᴉᴒᴈᴀᴄפṝ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ «IP  .Ẉפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ӗᴊװᴋפᴍᴉᴋṝ 

 ẇӄ װקᴉᴆᴉᴄפᴓᴀᴀẈ ᴒᴍᴉץᴙ ץפ״ᴆᴉᴄᴀᴋᴉפצᴍᴗ ᴌᴊᴀᴌᴉᴄ צᴙץᴋפᴈᴈᴙᴑ ᴌᴍᴋפᴈṣ 

 ẇӖװק צ װᴉᴆᴉᴄפᴓᴀᴀẈ ᴒᴍᴉץᴙ ץפ״ᴆᴉᴄᴀᴋᴉפצᴍᴗ צᴌװ ᴌᴍᴋפᴈᴙṞ ᴄᴋᴉᴇצ װᴙץᴋפᴈᴈᴙᴑ 

ṵᴊᴉתᴑᴉתᴀᴍ תᴆᴤ ẇᴋ״פᴋװᴔᴀᴍᴗ ᴍᴉᴆᴗᴄᴉṟẈ ᴌᴓװᴈפᴋᴀצװṶṣ 

Ӎᴈפᴒװᴈᴀᴤ ᴌᴍᴋפᴈ צᴙץᴀᴋפᴣᴍᴌᴤ ᴀצ ״ᴙᴊפתפᴣᴕקװᴉ ᴌᴊᴀᴌᴄפ ᴊᴉ ᴊᴋᴀצᴙᴒᴈᴙᴇ 

ᴈפᴀᴇװᴈᴉפצᴈᴀᴤᴇṞ ᴊᴋᴀ ᴞᴍᴉᴇ צ ᴊᴋצפᴀᴆᴉ ᴌᴉᴑᴋפᴈᴤᴣᴍᴌᴤ ᴄᴉתᴙ uñÃ3166 1 alpha 2. 

 

3. Ӝᴄ׳פᴀᴍװ ᴉתᴈᴎ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ ᴌᴍᴋפᴈṣ Ӓפת׳פᴤ ᴌᴍᴋפᴈת פᴉצפץᴆᴤװᴍᴌᴤ ᴉᴍװתᴆᴗᴈᴙᴇ 

ᴞᴆװᴇװᴈᴍᴉᴇṣ ӈᴆᴤ ᴄᴉᴋᴋװᴄᴍᴈᴉᴁ ᴋץפᴉᴍᴙ תᴉᴊᴎᴌᴄװפᴍᴌᴤ ᴌᴇװᴔפᴈᴈᴉװ ᴎᴄפ״פᴈᴀװ 

ᴈװᴌᴄᴉᴆᴗᴄᴀᴑ ᴋקװᴀᴉᴈᴉצṣ 

 

4. Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴎᴍᴉᴒᴈᴀᴍװ ᴉץᴆפᴌᴍᴗ װתᴁᴌᴍצᴀᴤ ᴊᴋצפᴀᴆפṝ 

 ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ ṦӎṦẈ ᴒᴍᴉץᴙ ᴌᴉצᴇװᴌᴍᴀᴍᴗ װקᴉקᴋפᴐᴀᴒװᴌᴄᴎᴣ ᴊᴋᴉװצᴋᴄᴎ ᴌ 

 .«ᴈᴀᴤẈ ᴀᴆᴀ «URLװ׳ᴋ ẇӘᴋᴀᴆᴉװᴊᴋᴀᴇפᴋᴀᴤᴇᴀṞ ᴈװᴀᴇᴀ ᴄᴋᴀᴍקᴋᴎת

 ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṦӎӔӎṦẈ ᴒᴍᴉץᴙ פתפ״ᴍᴗ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴙװ ᴈץפᴉᴋᴙ 

ᴄᴋᴀᴍװᴋᴀצװṞ ᴈפᴊᴋᴀᴇװᴋ ᴋ״פᴈᴙװ ᴌᴍᴋפᴈᴙ תᴆᴤ ᴋ״פᴈᴙᴑ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁṣ 

 

5. ӗᴌᴍצפᴗᴍװ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈ צᴙᴄᴆᴣᴒװᴈᴈᴙᴇ תᴆᴤ 

ᴍᴀᴊᴉצᴉקᴉ ᴌᴓװᴈפᴋᴀᴤ ץᴆᴉᴄᴀᴋᴉצᴄᴀ ᴊᴉ װקᴉקᴋפᴐᴀᴀṣ ӈפᴈᴈᴙᴁ ᴊפᴋפᴇװᴍᴋ 

ᴀᴌᴊᴉᴆᴗ״ᴎװᴍᴌᴤ תᴆᴤ ᴌᴊװᴓᴀᴐᴀᴒװᴌᴄᴀᴑ ᴌᴑװᴇ ᴀ ץ צᴉᴆᴗᴔᴀᴈᴌᴍװצ ᴌᴆᴎᴒצװפ ᴈװ 

ᴍᴋץװᴎװᴍᴌᴤṣ 

 

6. ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṞ פ״ᴍװᴇ ᴌᴉᴑᴋפᴈᴀᴍװ 

ᴀ״ᴇװᴈװᴈᴀᴤ ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפץᴀᴍᴗẈ. 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴄᴉᴇץᴀᴈᴀᴋᴉפצᴍᴗ gǸɐuæ ᴌ תᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴙᴇᴀ ᴎᴌᴆᴉצᴀᴤᴇᴀ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ẇӘᴋᴀᴆᴉװ׳ᴈᴀᴤẈ, IP  ᴍᴗ ᴋᴀᴌᴄפצᴀᴋᴉ״ᴙ ᴇᴀᴈᴀᴇᴀץCIDR), ᴒᴍᴉ װᴋᴎᴊᴊᴙ, ᴍᴉᴒᴈᴙק

ᴆᴉ׳ᴈᴙᴑ ץᴆᴉᴄᴀᴋᴉצᴉᴄṣ Ӛᴆתװᴎװᴍ ᴎᴒᴀᴍᴙפצᴍᴗṞ ᴒᴍᴉ ᴍᴉᴒᴈᴉᴌᴍᴗ װקᴉᴆᴉᴄפᴓᴀᴀ ᴉקᴋפᴈᴀᴒװᴈפṝ 

ᴊᴋᴉᴄᴌᴀṞ Ğæ¸Ṟ ᴇᴉץᴀᴆᴗᴈᴙװ ᴉᴊװᴋפᴍᴉᴋᴙ ᴀ ᴉץᴆפᴒᴈᴙװ ᴊᴆᴉᴕתפᴄᴀ ᴇᴉקᴎᴍ ᴀ״ᴇװᴈᴤᴍᴗ 

ᴉᴊᴋװתװᴆᴤװᴇᴎᴣ ᴌᴍᴋפᴈᴎṣ Әᴋᴀ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴀ >E¸ ᴆᴀץᴉ ᴉץᴋפᴍᴈᴉקᴉ ᴊᴋᴉᴄᴌᴀ 
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ᴈװᴉץᴑᴉתᴀᴇᴉ ᴎתװץᴀᴍᴗᴌᴤṞ ᴒᴍᴉ ğ!f פᴈפᴆᴀ״ᴀᴋᴎװᴍ ᴋפװᴆᴗᴈᴙᴁ ᴄᴆᴀװᴈᴍᴌᴄᴀᴁ uæ 

ṵᴈפᴊᴋᴀᴇװᴋṞ ᴊᴉ תᴉװצᴋװᴈᴈᴙᴇ קפ״ᴉᴆᴉצᴄפᴇṶṞ ᴀᴈפᴒװק װᴉᴆᴉᴄפᴓᴀᴤ ץᴎװתᴍ ᴊᴋᴀᴇװᴈᴤᴍᴗᴌᴤ ᴄ 

 E¸ṣ< פᴆ״ᴌᴎ ᴎװᴋתפ

4.6 ӈᴉצפץᴆװᴈᴀװ uæ תפᴋװᴌװץ צ פᴆᴙᴁ ᴌᴊᴀᴌᴉᴄ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌᴙװפצᴍᴌᴤ תᴉצפץᴆװᴈᴀװ ᴊᴋצפᴀᴆפṞ ᴊᴋᴉᴊᴎᴌᴄפᴣᴕקװᴉ ᴍᴋפᴐᴀᴄ ᴌ 

 ᴍᴌᴤװᴎ״ᴆᴀפװᴇ ᴋ״ᴈᴀפᴑװᴄᴀ ᴌᴉ ᴌᴍᴉᴋᴉᴈᴙ WAF. ӕצᴆᴉᴄᴀᴋᴉץ ״װץ צᴌᴉװᴋתפᴈᴈᴙᴑ uæװᴋװצᴉת

ᴒװᴋװת ״װᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈ ᴀ ᴎᴌᴆᴉצᴀװ ᴊᴋᴉװצᴋᴄᴀ «IP  ᴀᴤצẈ. Ӝᴌᴆᴉפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

 ᴀᴈᴤᴣᴍᴌᴤתװᴘץᴋᴎᴊᴊᴙ ᴉק װᴈᴙ״פᴀᴄᴉᴁ ӎ, ᴋקᴀᴈᴤᴣᴍᴌᴤ ᴆᴉתװᴘץᴋᴎᴊᴊᴙ ᴉק ᴈᴉᴁתᴈᴎᴍᴋᴀ ᴉצ

ᴆᴉקᴀᴄᴉᴁ "ӎӔӎ". ӈᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴉ תᴉᴌᴍᴎᴊᴈפ ᴀᴈװצᴋᴌᴀᴤ ᴋ״װᴎᴆᴗᴍפᴍפ ᴊᴋᴉװצᴋᴄᴀ ᴒװᴋ״װ 

ᴊפᴋפᴇװᴍᴋ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈ.  

4.6.1 Әᴉᴋᴤתᴉᴄ תᴉצפץᴆװᴈᴀᴤ uæתפᴋװᴌװץ צ פᴆᴙᴁ ᴌᴊᴀᴌᴉᴄ 

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ uæתפᴋװᴌװץ צ פᴆᴙᴁ ᴌᴊᴀᴌᴉᴄ צᴙᴊᴉᴆᴈᴀᴍװת װᴁᴌᴍצᴀᴤ, ᴉᴊᴀᴌפᴈᴈᴙװ 

ᴈᴀװ׳: 

1. ӗᴍᴄᴋᴉᴁᴍװ ᴋװת״פᴆ ẇӘᴋצפᴀᴆפẈ ᴀ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗ ᴊᴋצפᴀᴆᴉẈṣ ӄ 

ᴊᴉᴤצᴀצᴔװᴇᴌᴤ ᴉᴄᴈפתפ״ װᴁᴍװת װᴁᴌᴍצᴀװ ẇә״פᴋװᴔᴀᴍᴗẈ. 

 

2. ӄ ץᴆᴉᴄװ ẇӅᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁẈ ᴈפᴌᴍᴋᴉᴁᴍװ ᴊᴋᴉװצᴋᴄᴎṣ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ ẇuæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפẈ. 

ӗᴊװᴋפᴍᴉᴋ צᴙץᴀᴋפᴁᴍצפ״ צ װᴀᴌᴀᴇᴉᴌᴍᴀ ᴉᴍ פתפ״ᴒᴀṝ 

 ẇәצפᴈᴉẈ ᴄᴉפתק ᴍᴋץװᴎװᴍᴌᴤ ᴋ״פᴋװᴔᴀᴍᴗ ᴄᴉᴈᴄᴋװᴍᴈᴙᴁ uæʬᶲ ᴀᴆᴀ uæʬᶴṣ 

 ẇӄ >uEéẈ ᴄᴉפתק ᴈᴎ׳ᴈᴉ ᴋ״פᴋװᴔᴀᴍᴗ ᴊᴉתᴌװᴍᴗ צ ᴐᴉᴋᴇפᴍװ ᶯᶮṣᶮṣᶮṣᶮṩᶶ ᴀᴆᴀ 

2001:db8::/32.  

 ẇӄ קᴋᴎᴊᴊװ uæẈ ᴄᴉפתק ᴀᴌᴊᴉᴆᴗ״ᴎᴣᴍᴌᴤ פ״ᴋפᴈװװ ᴊᴉקתᴉᴍᴉצᴆװᴈᴈᴙק װᴋᴎᴊᴊᴙ 

 ṣצᴌᴉװᴋתפ

 ẇӄ װקᴉᴆᴉᴄפᴓᴀᴀẈ ᴄᴉת פתקᴉᴊᴎᴌᴄװפᴍᴌᴤ תᴉᴌᴍᴎᴊ ᴀצ ״ᴙץᴋפᴈᴈᴙᴑ ᴌᴍᴋפᴈ ᴊᴉ uñÃ2. 

 

ӄᴈᴀᴇפᴈᴀװṝ ᴊᴉᴌᴆצ װᴄᴆᴣᴒװᴈᴀᴤ ᴊᴋצפᴀᴆפ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴊᴋᴉװצᴋᴀᴍᴗ ׳ᴎᴋᴈפᴆᴙ ğ!f 
ᴀ ״פץᴉצᴎᴣ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ ᴊᴉᴆᴗ״ᴉפצᴍװᴆᴗᴌᴄᴀᴑ ᴌᴓװᴈפᴋᴀצװ ᴀת ״ᴉᴊᴎᴌᴍᴀᴇᴙᴑ ᴋקװᴀᴉᴈᴉצṞ 
ᴊᴋװת׳װ ᴒװᴇ ᴋפᴌᴊᴋᴉᴌᴍᴋפᴈᴀᴍᴗ ᴊᴋצפᴀᴆᴉ ᴈפ ᴊᴋᴉתᴎᴄᴍᴀצᴈᴎᴣ ᴌᴋתװᴎṣ 
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3. ӄ ᴊᴉᴆװ ẇӚᴉװתᴋ׳ᴀᴇᴉװẈ ᴎᴄ׳פᴀᴍװ ᴉתᴀᴈ ᴀᴆᴀ ᴈװᴌᴄᴉᴆᴗᴄᴉ ״ᴈפᴒװᴈᴀᴁṣ Ӓת׳פᴉװ 

 ᴀᴈᴉᴒᴈᴙᴑ uæתᴊᴀᴌᴀ ᴉפ״ ᴈᴍᴉᴇṣ ӈᴉᴊᴎᴌᴍᴀᴇᴙװᴇװᴆᴗᴈᴙᴇ ᴞᴆװתᴀᴍᴌᴤ ᴉᴍתᴉצצ װᴈᴀװᴒפᴈ״

ᴀ ᴌװᴍװᴁ >uEéṣ ӈᴆᴤ ẇӄ קᴋᴎᴊᴊװ uæẈ ᴀ ẇӄ װקᴉᴆᴉᴄפᴓᴀᴀẈ צᴙץᴀᴋפᴁᴍװ ᴞᴆװᴇװᴈᴍᴙ ᴀ״ 

 ṣפᴉ ᴌᴊᴀᴌᴄקװᴣᴕפתפᴙᴊצ

 

4. Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴋפᴌᴔᴀᴋᴗᴍװ ᴊᴋצפᴀᴆᴉṝ 

 ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ ṦӎṦẈ ᴄᴉפתק ᴈᴎ׳ᴈᴉ ᴉתᴈᴉצᴋװᴇװᴈᴈᴉ ᴎᴒװᴌᴍᴗ ᴈװᴌᴄᴉᴆᴗᴄᴉ 

ᴄᴋᴀᴍװᴋᴀצ צװ ᴉתᴈᴉᴁ קᴋᴎᴊᴊװṣ 

 ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṦӎӔӎṦẈ ᴄᴉת פתקᴉᴊᴎᴌᴄפᴣᴍᴌᴤ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴙװ ᴈץפᴉᴋᴙ 

ᴄᴋᴀᴍװᴋᴀצװṣ 

Әᴋᴀᴇװᴋṝ ᴉתᴈק פᴋᴎᴊᴊת פᴆᴤ ᴄᴉᴈᴄᴋװᴍᴈᴙᴑ uæṞ תᴋᴎפקᴤ קᴋᴎᴊᴊת פᴆᴤ ᴌᴆᴎץװ׳ᴈᴉᴁ 

ᴊᴉתᴌװᴍᴀṣ 

 

5. ӗᴌᴍצפᴗᴍװ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṦӖӉṦẈ צᴙᴄᴆᴣᴒװᴈᴈᴙᴇṣ Ӭᴍᴉᴍ 

ᴋ׳װᴀᴇ ᴊᴋתװᴈ״פᴈפᴒװᴈ תᴆᴤ ᴀᴌᴄᴆᴣᴒפᴣᴕᴀᴑ ᴌᴓװᴈפᴋᴀצװ ᴀ צ ᴄᴉᴈᴍװᴄᴌᴍװץ װᴆᴉקᴉ 

ᴌᴊᴀᴌᴄפ ᴉץᴙᴒᴈᴉ ᴈװ ᴊᴋᴀᴇװᴈᴤװᴍᴌᴤṣ 

 

6. ӜתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṞ פ״ᴍװᴇ ᴌᴉᴑᴋפᴈᴀᴍװ 

ᴀ״ᴇװᴈװᴈᴀᴤ ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפץᴀᴍᴗẈ. 

4.7 Ӗפᴌᴍᴋᴉᴁᴄץ פᴆᴉᴄᴀᴋᴎᴣᴕקװᴉ ᴊᴋצפᴀᴆפ 

ӄ פתᴈᴈᴉᴇ ᴋװת״פᴆװ ᴉᴊᴀᴌפᴈ ᴊᴉᴋᴤתᴉᴄ ᴌᴉפת״ᴈᴀᴤ ᴀ צᴄᴆᴣᴒװᴈᴀᴤ ץᴆᴉᴄᴀᴋᴎᴣᴕᴀᴑ ᴊᴋצפᴀᴆ 

ğ!f ñǍǍñ ᴌ װתᴁᴌᴍצᴀװᴇ ẇӍפᴊᴋװᴍᴀᴍᴗẈṣ Әᴋצפᴀᴆᴉ ᴌᴉᴊᴉᴌᴍצפᴆᴤװᴍ צᴑᴉתᴤᴕᴀᴁ 

HTTP ᴍᴋפᴐᴀᴄ ᴌ ᴈץפᴉᴋᴉᴇ ᴎᴌᴆᴉצᴀᴁ. Ӕᴉקᴀᴄפ ᴉץᴘתװᴀᴈװᴈᴀᴤ ᴎᴌᴆᴉצᴀᴁ צ ᴊᴋצפᴀᴆװṞ 

ᴌᴆתװᴎᴣᴕפᴤṝ ᴎᴌᴆᴉצᴀᴤ צᴈᴎᴍᴋᴀ ᴉתᴈᴉᴁ קᴋᴎᴊᴊᴙ ᴌᴉתװᴀᴈᴤᴣᴍᴌᴤ ᴊᴉ ᴆᴉקᴀᴒװᴌᴄᴉᴇᴎ ṦӎṦ, 

ᴋ״פᴈᴙק װᴋᴎᴊᴊᴙ ᴌᴉתװᴀᴈᴤᴣᴍᴌᴤ ᴊᴉ ᴆᴉקᴀᴒװᴌᴄᴉᴇᴎ ṦӎӔӎṦṣ Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ӄᴙ 

әװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴉקᴋפᴈᴀᴒᴀפצᴍᴗ װץᴆᴙװ ᴌᴊᴀᴌᴄᴀ ᴇᴀᴈᴀᴇפᴆᴗᴈᴉ ᴈװᴉץᴑᴉתᴀᴇᴙᴇᴀ 
 פ ᴋᴎᴊᴊᴙ uæṞק ᴍᴗפצᴀᴋᴉ״ᴆᴀפᴄᴍᴎפ ᴎᴆᴤᴋᴈᴉקװᴇᴀṞ ᴋפᴌװᴋתפ ᴍᴈᴙᴇᴀװᴇᴀ ᴀ ᴄᴉᴈᴄᴋפᴉᴈ״פᴊפᴀת
ᴍפᴄװ׳ ᴊᴋᴉװצᴋᴤᴍᴗ ᴊᴉװתװצᴈᴀװ ᴈפ ᴍװᴌᴍᴉצᴉᴁ ᴌᴋװתװ ᴊװᴋתװ ᴊװᴋװᴈᴉᴌᴉᴇ צ ᴊᴋᴉתᴎᴄᴍᴀצṣ 
Әᴉᴌᴆת װᴉצפץᴆװᴈᴀᴤ ᴊᴋצפᴀᴆפ ᴊᴋᴉᴄᴉᴈᴍᴋᴉᴆᴀᴋᴎᴁᴍ׳ װᴎᴋᴈפᴆᴙ ğ!fṞ ᴒᴍᴉץᴙ ᴎתװץᴀᴍᴗᴌᴤṞ 
ᴒᴍᴉ פ״ᴊᴋᴉᴌᴙ ᴌ ᴋ״פᴋװᴔװᴈᴈᴙᴑ תפᴋװᴌᴉצ ᴊᴋᴉᴑᴉתᴤᴍ ״װץ ᴆᴉ׳ᴈᴙᴑ ץᴆᴉᴄᴀᴋᴉצᴉᴄ ᴀ ᴒᴍᴉ 
ᴊᴉץᴉᴒᴈᴙᴑ ᴞᴐᴐװᴄᴍᴉצ ᴈװ ᴈץפᴆᴣװפתᴍᴌᴤṣ 
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ᴇᴉװ׳ᴍװ ᴀᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴉץᴕᴀᴁ ᴋ״װᴎᴆᴗᴍפᴍ ᴌᴋפץפᴍᴙפצᴈᴀᴤ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆװᴇ 

ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ.  

ӗץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴄᴀ צᴄᴆᴣᴒפᴣᴍ IP  ,ᴈᴀᴤ, URL, ᴊᴎᴍᴗ URLװ׳ᴊᴋᴀᴆᴉ ,פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ᴑᴉᴌᴍ, קפ״ᴉᴆᴉצᴄᴀ, GET ᴀ POST ᴊפᴋפᴇװᴍᴋᴙ, ᴍװᴆᴉ פ״ᴊᴋᴉᴌפ ,פ ᴍפᴄװ׳ HTTP ᴇװᴍᴉת. 

ӈᴉᴌᴍᴎᴊᴈᴙװ ᴉᴊװᴋפᴍᴉᴋᴙ צפ״ᴀᴌᴤᴍ ᴉᴍ צᴙץᴋפᴈᴈᴉᴁ ᴉץᴆפᴌᴍᴀ, ᴈפᴊᴋᴀᴇװᴋ תᴆᴤ IP 

ᴊᴉװתתᴋ׳ᴀפצᴣᴍᴌᴤ ᴍᴉᴒᴈᴉװ ᴌᴋצפᴈװᴈᴀװ, ᴊᴋᴉװצᴋᴄפ ᴊᴉ CIDR, קᴋᴎᴊᴊᴙ IP ᴀ װקᴉᴆᴉᴄפᴓᴀᴤṞ 

 װᴎᴆᴤᴋᴈᴉקװᴀᴍẈ, ẇә׳ᴋװתᴌᴉ װᴀᴍẈ, ẇӖ׳ᴋװתᴉᴌᴍᴎᴊᴈᴙ ẇӚᴉת צᴄᴉצᴉᴆᴉקפ״ ᴀ צᴍᴋᴉװᴇפᴋפᴆᴤ ᴊת

  .ᴈᴉẈצפᴋ װᴈᴉẈ ᴀ ẇӖצפᴉᴌᴍᴎᴊᴈᴙ ẇәת פתᴍᴉװᴆᴤ ᴇת ᴆᴀᴒᴀᴤṞפᴋᴄᴀ ᴈװצẈ ᴀ ᴊᴋᴉװᴈᴀװ׳פᴙᴋצ

4.7.1 Әᴉᴋᴤתᴉᴄ ᴈפᴌᴍᴋᴉᴁᴄᴀ 

ӈᴆᴤ תᴉצפץᴆװᴈᴀᴤ ץᴆᴉᴄᴀᴋᴎᴣᴕקװᴉ ᴊᴋצפᴀᴆפ ᴈ׳פᴇᴀᴍװ ᴄᴈᴉᴊᴄᴎ ẇӈᴉצפץᴀᴍᴗ ᴊᴋצפᴀᴆᴉẈṣ ӄ 

ᴉᴍᴄᴋᴙצᴔװᴇᴌᴤ ᴉᴄᴈװ ᴎᴄ׳פᴀᴍװ ᴊᴉᴈᴤᴍᴈᴉװ ᴀᴇᴤṞ צ ᴊᴉᴆװ ẇӈװᴁᴌᴍצᴀװẈ צᴙװץᴋᴀᴍװ 

ẇӍפᴊᴋװᴍᴀᴍᴗẈṞ ᴊᴉᴌᴆװ ᴒקװᴉ ᴌᴉװץᴋᴀᴍװ ᴎᴌᴆᴉצᴀᴤ צ ᴄᴉᴈᴌᴍᴋᴎᴄᴍᴉᴋװṣ ӎᴌᴊᴉᴆᴗ״ᴎᴁᴍװ 

ẇӈᴉצפץᴀᴍᴗ ᴎᴌᴆᴉצᴀװ ṵӎṶẈ תᴆᴤ תᴉצפץᴆװᴈᴀᴤ ᴈᴉצᴉקᴉ ᴄᴋᴀᴍװᴋᴀᴤ צᴈᴎᴍᴋᴀ קᴋᴎᴊᴊᴙ ᴀ 

ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṵӎӔӎṶẈ תᴆᴤ פᴆᴗᴍװᴋᴈפᴍᴀצᴈᴙᴑ װצᴍᴉᴄṣ Әװᴋװᴄᴆᴣᴒפᴍװᴆᴗ 

ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ ṵӖӉṶẈ ᴊᴋᴀᴇװᴈᴤᴁᴍװ ᴍᴉᴆᴗᴄᴉ װᴌᴆᴀ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴉץᴋפᴍᴀᴍᴗ 

ᴀᴍᴉקᴉצᴎᴣ ᴆᴉקᴀᴄᴎ ᴌᴉᴊᴉᴌᴍצפᴆװᴈᴀᴤṣ Ӎװצפᴋᴔᴀᴍװ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴣ ᴄᴈᴉᴊᴄᴉᴁ ẇӈᴉצפץᴀᴍᴗẈ 

ᴀ ᴎתװץᴀᴍװᴌᴗṞ ᴒᴍᴉ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ פᴄᴍᴀװצᴈṣ 

Әᴋᴀ צᴙץᴉᴋװ ᴉץᴆפᴌᴍᴀ ᴊᴋᴉװצᴋᴗᴍת װᴉᴊᴎᴌᴍᴀᴇᴙװ ᴉᴊװᴋפᴍᴉᴋᴙ ᴀ ᴍᴋץװᴉפצᴈᴀᴤ ᴄ 

 ᴈᴀᴤᴇṝװᴒפᴈ״

 

 ӈᴆᴤ ẇuæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפẈ תᴉᴌᴍᴎᴊᴈᴙ: ẇәצפᴈᴉẈ, ẇӖװ ᴋצפᴈᴉẈ, ẇӖװᴍᴉᴒᴈᴉװ 

ᴌᴉצᴊװתפᴈᴀװẈ, ẇӄ CIDR», ẇӖצ װ CIDR», ẇӄ קᴋᴎᴊᴊװ IP», ẇӖק צ װᴋᴎᴊᴊװ IP», ẇӄ 

 IP, CIDR, UUID װᴍפᴐᴉᴋᴇ צ ᴤᴍᴌᴤתᴉצצ ᴈᴀᴤװᴒפᴓᴀᴀẈ. Ӎᴈפᴉᴆᴉᴄװק צ װᴓᴀᴀẈ, ẇӖפᴉᴆᴉᴄװק

ᴉ ISOץᴋᴎᴊᴊᴙ IP ᴆᴀק 2 ᴄᴉתᴙ ᴌᴍᴋפᴈ. 

 

 ӈᴆᴤ ẇӍקפᴉᴆᴉצᴉᴄẈṞ ẇgMÿᴊפᴋפᴇװᴍᴋᴙẈ, «POST ᴊפᴋפᴇװᴍᴋᴙẈ ᴈװᴉץᴑᴉתᴀᴇᴉ ᴎᴄפ״פᴍᴗ 

ᴀᴇᴤ ᴊᴉᴆᴤ. ӈᴉᴌᴍᴎᴊᴈᴙ ᴉᴊװᴋפᴍᴉᴋᴙ ẇәצפᴈᴉẈ, ẇӖװ ᴋצפᴈᴉẈ, ẇӚᴉװתᴋ׳ᴀᴍẈ, ẇӖװ 

ᴌᴉװתᴋ׳ᴀᴍẈ, ẇәקװᴎᴆᴤᴋᴈᴉצ װᴙᴋװ׳פᴈᴀװẈ, ẇӚᴎᴕװᴌᴍצᴎװᴍẈ, ẇӖװ ᴌᴎᴕװᴌᴍצᴎװᴍẈ. 

 

 ӈᴆᴤ ẇoÿÿæᴇװᴍᴉתẈ ᴊᴉװתתᴋ׳ᴀפצᴣᴍᴌᴤ «әצפᴈᴉẈ ᴀ ẇӖװ ᴋצפᴈᴉẈ ᴌ ᴊװᴋװᴒᴀᴌᴆװᴈᴀװᴇ 

ᴇװᴍᴉתᴉצ ᴀ״ ᴌᴍפᴈפתᴋᴍᴈᴉקᴉ ᴈץפᴉᴋפṞ צᴄᴆᴣᴒפᴤ gMÿṞ æÃñÿṞ æĆÿṞ æ!ÿ>oṞ EM¬MÿMṞ 

HEAD, OPTIONS, TRACE, CONNECT.  
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4.7.2 Әᴋᴀᴇװᴋᴙ ᴄᴉᴈᴐᴀקᴎᴋפᴓᴀᴁ 

 Ӄᴆᴉᴄᴀᴋᴉצᴄפ ᴊᴉתᴌװᴍװᴁ ᴌᴄפᴈװᴋפ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ uæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפ. ӗᴊװᴋפᴍᴉᴋ: ẇӄ CIDR». Ӛᴉװתᴋ׳ᴀᴇᴉװ: 

203.0.113.0/24, 198.51.100.0/24. ӈװᴁᴌᴍצᴀװ: ẇӍפᴊᴋװᴍᴀᴍᴗẈ.  

 

 Ӄᴆᴉᴄᴀᴋᴉצᴄפ ᴈװ׳װᴆפᴍװᴆᴗᴈᴙᴑ ᴇװᴍᴉתᴉצ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ oÿÿæᴇװᴍᴉת. ӗᴊװᴋפᴍᴉᴋ: ẇәצפᴈᴉẈ. Ӛᴉװתᴋ׳ᴀᴇᴉװ: TRACE, 

CONNECT. ӈװᴁᴌᴍצᴀװ: ẇӍפᴊᴋװᴍᴀᴍᴗẈ. 

 

 Ӓᴉᴇץᴀᴈᴀᴋᴉפצᴈᴈᴉװ ᴊᴋצפᴀᴆᴉ תᴆᴤ תפᴇᴀᴈᴀᴌᴍᴋפᴍᴀצᴈᴉקᴉ ᴊᴎᴍᴀ 

Ӆᴋᴎᴊᴊפ ᴎᴌᴆᴉצᴀᴁ Ἐᶯṝ Әᴎᴍᴗ Ćé¬ ṽ ẇӖפᴒᴀᴈװפᴍᴌᴤ ᴌẈ ṽ /admin; IP  פᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ṽ ẇӖצ װ CIDR» ṽ 10.0.0.0/8, 192.168.0.0/16. 

ӈװᴁᴌᴍצᴀװṝ ẇӍפᴊᴋװᴍᴀᴍᴗẈ. 

Әᴋᴀ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ תᴉצפץᴗᴍצ װᴍᴉᴋᴎᴣ קᴋᴎᴊᴊᴎ ᴒװᴋ״װ ẇӈᴉצפץᴀᴍᴗ קᴋᴎᴊᴊᴎ ṦӎӔӎṦẈ, 

ᴈפᴊᴋᴀᴇװᴋ פᴆᴗᴍװᴋᴈפᴍᴀצᴎ ẇӍקפᴉᴆᴉצᴉᴄ ĆɾǸɶAgent ᴌᴉװתᴋ׳ᴀᴍ sqlmap ». 

 

 Ӆװᴉץᴆᴉᴄᴀᴋᴉצᴄצ פᴙץᴋפᴈᴈᴙᴑ ᴌᴍᴋפᴈ 

ӗץᴆפᴌᴍᴗ ᴊᴋᴉװצᴋᴄᴀṝ uæתפᴋװᴌ ᴀᴌᴍᴉᴒᴈᴀᴄפ. ӗᴊװᴋפᴍᴉᴋ: ẇӄ װקᴉᴆᴉᴄפᴓᴀᴀẈ. 

Ӛᴉװתᴋ׳ᴀᴇᴉװ: ISO 2 ᴄᴉתᴙ ᴌᴍᴋפᴈ, ᴈפᴊᴋᴀᴇװᴋ CN, BR. ӈװᴁᴌᴍצᴀװ: ẇӍפᴊᴋװᴍᴀᴍᴗẈ. 

ӈᴆᴤ ᴊᴋᴉצתᴀᴈᴎᴍᴙᴑ ᴌᴓװᴈפᴋᴀצװ ᴎᴇװᴌᴍᴈᴉ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴍᴗ ᴀᴈװצᴋᴌᴀᴣ ᴋ״װᴎᴆᴗᴍפᴍפṣ 

ӖפᴊᴋᴀᴇװᴋṞ װᴌᴆᴀ ᴍᴋץװᴎװᴍᴌᴤ ץפ״ᴆᴉᴄᴀᴋᴉפצᴍᴗ צᴌװṞ ᴄᴋᴉᴇװ ᴍᴋפᴐᴀᴄפ ᴀ״ uæקᴋᴎᴊᴊᴙ 

ẇӒᴉᴋᴊᴉᴋפᴍᴀצᴈפᴤ ᴌװᴍᴗẈ, ᴌᴉװץᴋᴀᴍק װᴋᴎᴊᴊᴎ ᴌ «IP  װᴄᴆᴣᴒᴀᴍצ Ẉ ᴀפᴌ ᴀᴌᴍᴉᴒᴈᴀᴄװᴋתפ

ẇӎᴈװצᴋᴍᴀᴋᴉפצᴍᴗ ᴋ״װᴎᴆᴗᴍפᴍ (ӖӉ)». ӎᴍᴉקᴉפצᴤ ᴆᴉקᴀᴄץ :פᴎװתᴍ ץפ״ᴆᴉᴄᴀᴋᴉפצᴈ ᴆᴣץᴉᴁ 

  ṣװᴋᴎᴊᴊק ᴈᴈᴉᴁפתפ״ ᴍװᴎצᴍᴌᴍװצᴌᴉᴉᴍ װᴊᴋᴉᴌṞ ᴄᴉᴍᴉᴋᴙᴁ ᴈפ״

ӈᴆᴤ ᴌᴆᴉ׳ᴈᴙᴑ ᴊᴉᴆᴀᴍᴀᴄ ᴀᴌᴊᴉᴆᴗ״ᴎᴁᴍװ ᴋץ״פᴀװᴈᴀװ ᴈפ ᴈװᴌᴄᴉᴆᴗᴄᴉ קᴋᴎᴊᴊ ᴎᴌᴆᴉצᴀᴁ ᴌ 

ṦӎӔӎṦṞ צ פᴈᴎᴍᴋᴀ קᴋᴎᴊᴊ ᴄᴉᴇץᴀᴈᴀᴋᴎᴁᴍװ ᴍᴉᴒᴈᴙװ ᴄᴋᴀᴍװᴋᴀᴀ ᴊᴉ ṦӎṦṣ Әᴋᴀ 

ӄᴈᴀᴇפᴈᴀװṝ ᴊװᴋצ תװᴄᴆᴣᴒװᴈᴀװᴇ ᴊᴋצפᴀᴆפ ᴋװᴄᴉᴇװᴈתᴎװᴍᴌᴤ ᴊᴋᴉװצᴋᴀᴍᴗ ᴄᴉᴋᴋװᴄᴍᴈᴉᴌᴍᴗ 
 ᴈᴀᴤ ᴀװ׳פᴙᴋצ װᴎᴆᴤᴋᴈᴙקװᴍᴗ ᴋפצᴉ״ᴍᴈᴉ ᴀᴌᴊᴉᴆᴗפᴄᴄᴎᴋפ ᴌᴉᴄ >uEéṞפᴈᴀᴁ uæ ᴀ ᴇװᴒפᴈ״
ᴀפקװץ״ᴍᴗ ᴒᴋ״װᴇװᴋᴈᴉ ᴔᴀᴋᴉᴄᴀᴑ ᴎᴌᴆᴉצᴀᴁṞ ᴌᴊᴉᴌᴉץᴈᴙᴑ ᴊᴋᴀװצᴌᴍᴀ ᴄ ᴆᴉ׳ᴈᴙᴇ 
ᴌᴋפץפᴍᴙפצᴈᴀᴤᴇṣ 
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ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ ᴉᴊװᴋפᴍᴀצᴈᴉᴁ ᴉᴍᴇװᴈᴙ ᴉᴌᴍצפᴆᴤᴁᴍװ ᴊװᴋװᴄᴆᴣᴒפᴍװᴆᴗ ẇӄᴄᴆᴣᴒװᴈᴉẈ 

ᴊᴉת ᴄᴉᴈᴍᴋᴉᴆװᴇ ᴀ ᴊᴋᴀᴇװᴈᴤᴁᴍװ ᴎפתᴆװᴈᴀװ ᴉᴍװתᴆᴗᴈᴙᴑ קᴋᴎᴊᴊ ᴀᴆᴀ ᴎᴌᴆᴉצᴀᴁ ᴒװᴋ״װ 

ᴌᴉᴉᴍװצᴍᴌᴍצᴎᴣᴕᴀװ ᴞᴆװᴇװᴈᴍᴙ ᴀᴈᴍװᴋᴐװᴁᴌפṣ 
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Ӓᴉᴈᴍפᴄᴍᴙ ᴌᴆᴎץ׳ᴙ ᴊᴉװתתᴋ׳ᴄᴀ 

Ӊᴌᴆᴀ ᴋװᴔᴀᴍᴗ ᴊᴋᴉץᴆװᴇᴎ ᴌפᴇᴉᴌᴍᴉᴤᴍװᴆᴗᴈᴉ ᴈװ ᴎפתᴆᴉᴌᴗṞ ᴌצᴤ׳ᴀᴍװᴌᴗ ᴌᴉ ᴌᴆᴎץ׳ᴉᴁ 

ᴊᴉװתתᴋ׳ᴄᴀ Check Risk ṣ Ӛᴊװᴓᴀפᴆᴀᴌᴍᴙ ᴊᴉװתתᴋ׳ᴄᴀ ᴊᴉᴇᴉקᴎᴍ פצᴇ װצפ״ᴋᴔᴀᴍᴗ 

ᴋקװᴀᴌᴍᴋפᴓᴀᴣ ᴀ ᴉᴍװצᴍᴤᴍ ᴈפ ᴆᴣץᴙצ װᴉᴊᴋᴉᴌᴙṝ 

 Ӭᴆװᴄᴍᴋᴉᴈᴈפᴤ ᴊᴉᴒᴍפṝ support@check -risk.ru  ṽ ᴉᴍᴊᴋצפᴗᴍװ ᴊᴀᴌᴗᴇᴉ ᴌ ᴉᴊᴀᴌפᴈᴀװᴇ 

ᴊᴋᴉץᴆװᴇᴙ ᴀ ᴎᴄפ״פᴈᴀװᴇ פצᴔקװᴉ פᴄᴄפᴎᴈᴍפṣ 

 ӗᴈᴆפᴁᴈ-ᴒפᴍṝ ᴈפ ᴌפᴁᴍװ >țǸǪȶ éȡɾȶ תᴆᴤ ᴉᴊװᴋפᴍᴀצᴈᴉᴁ ᴌצᴤ״ᴀ ᴌᴉ ᴌᴊװᴓᴀפᴆᴀᴌᴍᴉᴇ 

ᴊᴉװתתᴋ׳ᴄᴀ ᴈפ ᴌפᴁᴍװ https://check -risk.ru/ . 

ӟᴉᴍᴀᴍץ װᴙᴍᴗ ᴎװצᴋװᴈᴙṞ ᴒᴍᴉ פצᴔ ᴌפᴁᴍ ״װץ צᴉᴊפᴌᴈᴉᴌᴍᴀṤ >țǸǪȶ éȡɾȶ פ״ᴕᴀᴍᴀᴍ ᴉᴍ פᴍפᴄṞ 

 ᴈᴤṠתᴉקװᴌ װ׳ᴕᴀᴍᴎ ᴎפ״ װᴄᴆᴣᴒᴀᴍצ ᴁᴍ ᴀפᴌ פᴈ װᴀᴍתᴁפᴈᴈᴙᴑṣ Ӎפת ᴄװᴒװᴀ ᴎᴍ צᴉᴍᴉץ


