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MouyeMy Heob6xoOoMMoO
ncnonbloBatb WAF

B TekyLLMX peannax caMbl MPOCTOM CNoco6 nofydyeHUsa OocTyna K BHYTpPeHHeEN MHPpaCTpyKType
KOMMaHUU — BXog Yepes web npunoxeHud. CornacHo cTaTUcTuke 6onee 75 % ycnellHblX aTak Ha ceTeBoM

nepmnMeTp KOMMaHM 6binun OCyLLUeCTBJ1€HbI Hepe3 OI'Iy6ﬂMKOBaHHbIe Beb npunnoXxXeHum4.
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BblaeneHHada nepcoHanbHas
OTKa30yCToMUYMBaA MHGPACTPYKTYPa

BbicTpoe MacliTabupoBaHme

DKCnepTHaa Nnoaaep«Ka
nonb3oBaTens

BbicTpag agantauma nog,
Tpe6OBaHM¢| KIMNeHTa

na MMHMUMU3aUumM pucka nepen Nb

BO3HUKaIOT Clieaytrolme 3aga4u.

/ OpraHusaumsa paboTbl U HaNMYMe WTaTHOW eanHMLbI 419
yrpaBrneHus v nogaepXaHua padotbl WAF cucteMmbl.

v/ 3aBefeHue Bcex Beb npunoxxeHunin nog, sawmty WAF n
LLeHTpann3mpoBaHHoOe yrpaBreHune.

‘/ O6HoBMeHMe npasun 6e30MmacHoOCTU Ang nognep>XaHnm4d
OOJ1IXXHOTIO YPOBHHA 6e3omnacHoCTu.

v/ MOHUTOPUHT 1 pearrpoBaHmMe Ha cobbiTUS 6e30MacHOCTM
BHelLlHero nepuMeTpa.

CtaTncTtmka atak

"75%

25%

[ ATakn Yyepes Beb MpUIoXeHus ] [ ATaKM Yepes BHYTPEHHIO MHOPACTPYKTYPY ]




OnuncaHue ycnyru

E|§' PelweHne nocraBngetca B SAAS Bepcum ¢
npenocTaBieHMeEM BblaeNeHHOM MHOPaCTPYKTYPbI

0149 KaXXOoro KimeHTa

O Kon-Bo 3aliMLL@eMbIX MPUIOXKEHWIN HE OrpaHnUYeHO.

JTnueH3snpoBaHue nponcxogntb no QPS

1 MHonBuOyanbHag MHPPACTPYKTYPa BbiMoIHEHa B
OTKa30yCTOMYMBOM UCTMOMHEHMM C 0BA3aTeTbHbIM

npMMeHeHneMm 6aﬂaHCI/IpOBLLI,l/I Ka Harpyskum

LIJ Ba3oBas WMPUHa KaHana coctasnseT 1Gb/s

(C BO3MOXXHOCTbBIO PacLLUMpPEHMd Mo, HeoBXoAMMYO

WMPUHY KaHana)

MNpegHasHa4yeH 0n9 BbigBNEHUSA M NpenoTBpaLleHune aAKTYyaJIbHbIX Ce€TeBbIX aTaK Ha BeG-I'IpVIJ'IO)-KeHI/IFl.

CepBUC MNoO3BONFET NPenoTBpaLLaTh Kak aTaku BblNoO/IHEHHbIE B aBTOMaTUYECKOM peXXUMe, TaK U LiefieBble
aTaKU Ha Bally BHELUHIOK MHPPACTPYKTYPY.
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g Yno6c¢cTBo NHTerpauua O 3awmTa
ynpasneHna cSIEM NPUIOXEHUN
v KacToMmn3aLms cTpaHuL, 6IOKMPOBKU / NHTerpaumsa ¢ SIEM v OT xaKkepcKMx aTak
. ‘/ ATak 13 nepeyHa OWASP Top 10
/ MM6Kasa HaCTPOMKa MNOMUTUK Ge30MacHOCTU / foToBas UHTerpaLms ¢ MP SIEM
J//  ATak 60THeT cetein
1/ Yno6Hoe Bu3yanbHoe HanvcaHue npasusn / MHTerpaums ¢ no6bIMK Sim Mo NpoToKosy / ATaK Ha 6U3HEC-NOMUKY MPUIOKEHUI
6e30MacHOCTM syslog 1 60TOB
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